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Preface
This pilot study has been undertaken as an initiative of the Young and Well
Cooperative Research Centre. The study has been conducted in collaboration with
Google UK and Google Australia, with funding from Google. Workshops were held at
the Google Headquarters in London.

The Young and Well CRC (youngandwellcrc.org.au) is an Australian-based,
international research centre that unites young people with researchers,
practitioners and innovators from over 70 partner organisations to explore the role of
technology in young peopleʼs lives, and how those technologies can be used to
improve the mental health and wellbeing of young people aged 12 to 25. The Young
and Well CRC are established under the Australian Governmentʼs Cooperative
Research Centres Program.
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Executive Summary
This project aimed to gain a deeper understanding of parentsʼ knowledge of their
childrenʼs online safety – identifying what concerns parents have, and whether they
have the technological tools and digital literacy to support strategies that address
these concerns. Furthermore, it explored the impact that training by young people
can have upon parentsʼ capacities to support their childrenʼs online safety through
the use of an intergenerational ʻLiving Labʼ pilot study, designed to create a nonhierarchical teaching and learning environment. Researchers observed and recorded
the different dialogues that emerged across three separate workshops that focused
on the subject of young peopleʼs online safety. The three dialogues were with young
people, parents, and between young people and parents.

This study builds from a previous Young and Well CRC supported, and Google
funded, pilot study. Published in April 2011 (Third et al.), this previous study aimed
to investigate the intergenerational dynamics shaping attitudes towards and usage
of social networking services (SNS) and cybersafety. The project entailed
establishing a ʻLiving Labʼ experiment in which four young people designed and
delivered a three hour workshop on social networking and cybersafety for adult
participants. Researchers observed the living lab in process in order to document
and analyse the intergenerational conversations. The current pilot study uses similar
methodologies, however the focus shifted from attitudes towards and usage of SNS
toward enhancing parentsʼ digital literacy to enhance young peopleʼs online safety.

// Parents are concerned about their
children being online
Both prior to and during the workshops, the parents involved in the study
expressed an awareness of and concern about the impact of the Internet
and online communication on their childrenʼs general wellbeing. These
concerns were akin to those conventionally addressed in the media.
However, dialogue across all three workshops indicated that parent
concerns were often also very similar to that of young people. Their
concerns were neither more exaggerated than those of young people,
nor irrelevant to young peopleʼs ʻnormalʼ online usage. Researchers
found that age appropriate use and knowledge, access to inappropriate
material and cyberbullying were consistent issues across each workshop.
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Parents are
concerned about age
appropriate use of
online spaces,
access to
inappropriate
material and
cyberbullying

// Parents employ both online and offline
strategies to combat cybersafety concerns
While parents expressed concern about their childʼs online safety, researchers found

Parents do not
have a high
uptake of safety
control settings

that there was limited uptake by parents of online safety settings to mitigate this
fear. These findings were consistent with other research on this subject (Mitchell et
al, 2005). Although all parents involved in the study demonstrated a minimal
1

understanding of the how browser security can be identified and controlled, and/or
what site specific safety tools were available, they did address online safety

concerns via ʻtraditionalʼ parenting methods (e.g. speaking with their children). Parents tended to employ
offline strategies – maintaining lines of communication, having general ʻsafetyʼ conversations, and using
older siblings/schools/other parents to monitor the type of online activity – to manage their childrenʼs
online safety.

// Greater digital literacy will raise parentsʼ
confidence to adopt technical controls
In the qualitative data gathered across both workshops with parents, it was
found that parents had less knowledge about online safety practices and
generally lower digital literacy than that of young people (with the greatest
factor influencing parentsʼ digital literacy being their type of employment).
While these results have been confirmed in several studies undertaken over
the last decade, it was found that when provided with information about the
online tools available, parents were willing and interested to adopt a more
ʻtechnicalʼ approach to managing their childrenʼs online safety.

1
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This was accessed via the questionnaire using a qualitative scale.

// Safe. Healthy. Resilient.

Parents have
less digital
literacy, but are
eager to learn

// Intergenerational dialogue can resolve
the technical divide between parents and
children
The Living Lab provided a successful example of how intergenerational
knowledge sharing can bridge the digital literacy gap between parents and

ʻOfflineʼ
conversations
between young
people & parents is
part of the solution to
ʻonlineʼ safety
concerns

young people. Moreover, we found that by reversing the traditional
hierarchical relationship between adults and young people (which
assumes adults have a greater knowledge and expertise), parents gained
a better understanding of young peopleʼs use of the internet and social
networking, and were empowered by what they learned from the young
people (e.g. enabled to effectively navigate available technical controls).
Although the parents expressed an interest in what technical tools were

available to them, it was also confirmed by both parents and young people in the Living Lab that a
combined online and offline approach to young peopleʼs online safety and general internet use was
required to achieve ʻbest-case scenarioʼ results.

Overall, the findings of this study demonstrate that even in an increasingly online world, it is the offline
values and conversations between parents and their children that are integral to a young personʼs online
safety. When empowered by increased intergenerational dialogue and knowledge of new technologies,
parents feel more confident in their ability to manage their childʼs online experiences.

6
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There is a generation

Introduction

gap when it comes to

Recent research has shown that a generation gap characterises

online safety tools

cybersafety practices (Third, Richardson et al, 2011). Although
there are now many online safety options available to parents

knowing what kinds of

and software exist

(Mitchell et al, 2005), many do not implement them at home. This
is not to say, however, that parents are unconcerned for their childrenʼs online safety. Reporting similar
findings to previous studies, this pilot study found that parents are often extremely apprehensive about
their childrenʼs online activities and online safety. Likewise, young people are also concerned about their
online safety, and confirming previous reports (Hitchcock, 2008; Lenhart & Madden, 2007; Hinjuda &
Patchin, 2008), this study revealed that young people do take informed steps to minimise online dangers
(Kaufman, 2011). There remains, however, a generational gap between young people and parents when
it comes to knowing what is available in terms of online safety tools and software, and more importantly,
parents frequently have little understanding of their childʼs safety strategies. In addition, parents may
lack either the expertise or confidence to self-educate about online safety, thus are not sufficiently
empowered to guide their children in the implementation of online safety practices.

This project sought to address these issues by effectively enabling productive

In a role
reversal, young
people were
positioned as
the experts and
educators

conversations between young people and adults about the potential benefits and
risks of being online. The project deliberately positioned young people as experts
or educators, a role reversal that enabled us to develop, explore and evaluate an
innovative interactional model for enhancing both parentsʼ digital literacy and
their understanding of their childrenʼs online activities. In particular, the project
investigated intergenerational dynamics shaping understandings of online safety
in order to determine what both parents and young people can do to
collaboratively establish and maintain safer online practices. Using a scenario-

based method known as a ʻLiving Labʼ (Third et al., 2011; Leven & Holmstrom, 2008), where participants
enacted ʻreal-lifeʼ situations relating to young peopleʼs use of the web and social networking, this project
ran a total of two workshops followed by the Living Lab in London in October 2011.

Observing the Living Lab in process, the following key research findings emerged:

•

There is limited parental uptake of online safety control settings

•

Parents employ offline strategies to address their childrenʼs online safety far more than
online tools or controls

•

Young people hold more specialised information, knowledge and literacy regarding online
safety practices than parents

•

Reversing the traditional hierarchical knowledge relationship between young people and
parents can help increase parental uptake of technical controls)

7
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Methodology
Using youth participation and user-led design principles this pilot
study generated qualitative data over the course of three
workshops. The data from the workshops was gathered using a

The workshops
were guided by
youth participation
and user-led design
principles

range of qualitative methods, including questionnaires for adults,
one workshop with young people, one workshop with adults,
and a third workshop with both the young people and adults (referred to in this report as a ʻLiving Labʼ),
audio recorded interviews with all participants directly following the workshops, and audio-recorded
Skype and mobile phone interviews with adult participants three weeks after the workshops in London.
The research team deployed a range of innovative methodologies to collect and analyse the data,
including ethnographic observation, participant observation and user-interaction analysis. Each
participant had a laptop for the duration of the workshop, and all workshops were recorded using
Silverback. Silverback generates three files on each laptop: a video recording of participantsʼ faces and
interaction with other participants, an audio recording of participantsʼ comments and conversation, and
screen capture which tracks all screen activity on each participantʼs laptop. Each file was then analysed
by the researchers to detect similarities and differences between the control group (parents without
young peopleʼs input) and the Living Lab (parents with young peopleʼs input). The layout and specific
aims of each workshop is specified in section 2.2.

// Living Lab
This pilot study extends more traditional ethnographic methods such as participatory observation –
whereby researchers gain detailed insight into practices, behaviours and worldviews of groups of people
– by deploying two innovative methodologies, the Living Lab (Leven & Holmstrom, 2008) and Interrupted
Spaces (Bolzan & Gale, 2011a, 2011b). Similar to participatory observation, the methodology of the
Living Lab encourages a level of participation from the researchers instead of mere observation. Unlike
participatory observation, however, a Living Lab is not simply about participation and observation but
acknowledges the necessary role participants play in the
creation and modelling of the group dynamics and
activities. In this way, researchers can observe and
analyse an authentic interaction in a simulated social
context. The Interrupted Space involves introducing an
ʻinterruptionʼ to usual or everyday experience, allowing
both participants and researchers to critically reflect on
common behaviours and assumptions; interruption in this
project took place by positioning young people as experts
of online interaction who make use of a range of effective
safety strategies.

8
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The first workshop was used as an informal focus group

The researchers and
young people designed a
workshop for parents

discussion where three young people joined the two researchers
to explore online safety knowledge and practice from the
perspective of young people living in the UK. Using creative
activities (ʻ6 Coloured Hatsʼ creative thinking exercise whereby
different approaches to a set problem is identified, and the ʻPMI

methodʼ where ʻplusesʼ, ʻminusesʼ and ʻinteresting pointsʼ are listed for a hypothetical situation) and
loosely structured discussion points the workshop uncovered what young people see as the key online
safety concerns facing both parents and teenagers. Building from these identified concerns, the
researchers and young people designed a workshop for parents, with the perspectives of the young
people shaping the content and format of the workshop, and determining the topics discussed with
parents in the control group and Living Lab.

The second workshop acted as the control group whereby the researchers ascertained baseline data
from five London based parents with children aged between 10 to 18 years old. The participants
discussed issues around online safety, prompted by the scenarios highlighted by the young people in
the first workshop. Parents were then provided with a series of security and privacy tasks to work
through on the provided laptops. Their comments, level of online literacy and technological capabilities
were recorded via the Silverback program and researchers observations.

The series of workshops in London culminated in the Living
Lab, which translated the format and content of the first and

To educate parents about

second workshop into a ʻreversed modelʼ of the usual
intergenerational relationship, by situating the young

online security and privacy,

people as ʻexpertsʼ and ʻteachersʼ of online

the young people were

communication and social networking. The young people

situated as ʻexpertsʼ and

from the first workshop guided a second set of parents
through the same scenario discussion and security and

ʻteachersʼ of online

privacy tasks that were undertaken by the parents in the

communication and social

second workshop.

networking

// Recruitment & Data
Three UK-based young people aged 19 to 21 years old (two males and one female) were recruited for
the pilot study via email links with various UK, EU and international networks (in particular, London
2

3

4

Youth , Global Changemakers - British Council , and the National Council for Voluntary Youth Service ).
A total of 10 London based parents aged 41 to 49 years old (five mothers and five fathers) were
2

http://www.londonyouth.org.uk/

3

http://www.global-changemakers.net/

4

http://www.ncvys.org.uk/
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5

6

7

recruited via Childnet International , Race Online 2012 , and Sherbert Research . The combined number
of young people aged 10 to 18 years old from parent participants from both workshops totalled 15 (with
three young people being outside the age bracket specified for this pilot study). The average age of the
young people was 15. A notable variance in the data was the gender of the young people – there was
double the amount of males to females.

The methods, aims and results are detailed below. For each workshop high-level analysis was
undertaken utilising process reflection, thematic and discourse analysis, user interaction analysis and
participatory observation.

Workshops // Aims, Methods
and Results
A total of three workshops were held at Google Headquarters in London. Each workshop was three
hours in length. The first workshop, with three young people, aimed to establish a relationship between
the young people and researchers, identify online safety concerns facing young people and parents with
teenage children, draw from young peopleʼs experiences of online safety to develop realistic experiencebased cybersafety scenarios to present to parents, explore safety settings for Gmail, Facebook and
Google Family Safety Centre, develop a list of top 10 online safety concerns that young people think
parents should know and skill young people in delivering and facilitating workshops for parents in a
Living Lab context. To achieve these aims, researchers used warm up activities to encourage creative
thinking and full-spectrum thinking. Other methods included, brainstorming, mind mapping, group
8

scripting and decision making for the top three scenarios , hands on exploration of Gmail, Facebook and
Google Family Safety Centreʼs safety pages and group work to design list of ʻ10 things parents should
know about online safetyʼ. This resulted in the three young people identifying the top five online safety
concerns facing young people, the top five concerns facing parents with teenage children, and
identifying the top 10 online safety concerns that young people think parents should know (Appendix 2).
It also resulted in an understanding of safety settings and parental controls for Gmail, Facebook and
Googleʼs SafeSearch and SafeLock, and developing facilitation skills to help young people deliver a
workshop to 5 parents.

The second three hour workshop was with five London based parents. The main aims were to gather
baseline data, identify online safety concerns facing parents, draw from parentsʼ experiences of their
childrenʼs online safety to explore realistic experience-based cybersafety scenarios to be designed by

5

http://www.childnet-int.org/

6

http://raceonline2012.org/

7

http://sherbertresearch.com/

8

Three scenarios to present to parents in Workshop 2 & 3 (Appendix 1)
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the researchers and young people and delivered in a Living Lab context, and gather data regarding
parentsʼ literacy using safety settings for Gmail, Facebook and Google Family Safety Centre. To do so, a
questionnaire was administered to parents to attain baseline data pertaining to adultsʼ existing digital
literacy, knowledge of young peopleʼs web practices, concerns about their childrenʼs online safety, and
parentsʼ capacity to manage online risks. Parents were also given usernames and passwords to access
existing cybersafety tools and controls for Gmail, Facebook and Google Family Safety Centre. To
ascertain the effectiveness of the workshop a vox-pop style debrief followed the workshop. This
addressed a series of questions focused on how parents found the process, whether they found the
workshop useful, what they learnt, what they were surprised by, anything else parents would like to be
more aware of, and if there was anything they wanted to raise in relation to the scenario discussions.
This resulted in gaining insights into the opinions and perspectives from parents on three scenarios, and
gathering baseline data from parents without the influence of young peopleʼs perspectives or
experiences.

The final workshop combined the three young people with five other London based parents in the Living
Lab. The aim of this workshop was to gather data for comparative analysis with baseline data from
control group, enable parents to feel comfortable asking questions about online safety, and explore and
observe experiential modes of teaching and learning. A central aim was to explore the effectiveness of
young people teaching parents about online safety settings and parental controls, and to gather data
regarding parentsʼ literacy using safety settings for Gmail, Facebook and Google Family Safety Centre
when aided by young people. In doing so, a questionnaire was administered to parents to attain baseline
data pertaining to adultsʼ existing digital literacy, knowledge of young peopleʼs web practices, concerns
about their childrenʼs online safety, and parentsʼ capacity to manage online risks. Similar to the control
group, parents were given usernames and passwords to access existing cybersafety tools and controls
for Gmail, Facebook and Google Family Safety Centre. Likewise, a vox-pop style debrief addressed the
same questions as in the control group. This not only resulted in gaining access to opinions and
perspectives from parents on the three scenarios with young peopleʼs responses and input, but also
disclosed how parents and young people behave in reversed roles.

Following on from these three workshops in London, 10 minute interviews were undertaken with the
parent participants. The aim of these interviews was to document parentsʼ experiences of the online
safety workshops, measure the impact of the two modes of delivering cybersafety tools (i.e. control
group & Living Lab) on parentsʼ perceived capacity to monitor their childrenʼs online practices, and
ascertain what types of conversations regarding online safety had occurred between parents and their
children since the workshops. The interviews were Informal and semi-structured, and parents
were invited to participate via Skype, mobile phone, home phone, or email. These interviews disclosed
that parents have different preferences for how they wish to communicate via technology (this was
enhanced by the geographical and time different between the interviewer and interviewees, e.g. Sydney
and London). Some parents, for instance, asked to be interviewed via Skype because they saw it as a
good opportunity to become familiar with something they had never used before, while other parents
wished to be interviewed via their mobile or home phone due to unfamiliarity with utilising Skype.

11
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Key Findings
Findings from the control group and Living Lab
demonstrated that a workshop developed and led by
young people provided a productive space in which to
explore and document parentsʼ perspectives and their
main concerns regarding their childrenʼs online activities.
In addition, researchers discovered that the nonhierarchical workshop format deployed in the pilot study
constitutes a productive way for adults to learn more
about how to address the concerns they have regarding
online safety. In doing so, the researchers identified four
main research findings: 1) parents have a limited uptake of online safety control settings available to
them, 2) parents employ offline and online strategies to combat their online safety concerns, 3) young
people have greater, and more specialised, information regarding online safety practices, and 4)
reversing the traditional student-teacher relationship between young people and parents can help
resolve some of the key factors involved in the intergenerational knowledge and practice gap when it
comes to online safety.

// There is a limited parental
uptake of online safety
control settings
Parents have a general understanding of online spaces
visited by their children, however many lack the ʻhands
onʼ skills and confidence in adopting technical controls to
keep their children safe online. An exercise exploring
key words parents use when searching for information
about online safety revealed significant differences

When parents work
with young people to
understand online
safety they are much
more likely to search
for specific and
detailed information

between parentsʼ searches in the control group (without
young peopleʼs advice) and in the Living Lab (with young
peopleʼs advice and instruction). The main difference was
depth and specification. Parents in the control group, for example, searched much more broadly using
key terms such a ʻsecurity settingsʼ, ʻvirusʼ, ʻonline securityʼ, ʻprivacyʼ, ʻsettingsʼ, ʻparental controlʼ,
ʻsettings and privacyʼ and ʻsafetyʼ. Although a good starting point, such general terms are unlikely to
return detailed online material to assist parents. In comparison, the Living Lab participants searched
much more specifically using key words such as, ʻonline safety for kidsʼ, ʻcybersmartʼ, ʻonline bullyingʼ,
ʻsafe searchʼ, ʻchildline.orgʼ, ʻchild online safetyʼ, ʻonline parental controlsʼ, ʻsafesearch for Googleʼ and
12
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ʻsafesearch lockʼ. Not only are these terms more focused on specific concerns, they also target
particular sites designed to help parents and young people understand and utilise online safety
strategies. The main difference in these key terms is that parents in the Living Lab were able to generate
much more specific results, enabling them learn about, access and navigate online safety websites and
tools. With direct input from young people, each parent tailored their searches to more effectively access
this information.

The majority of parents from

The questionnaire administered to both control group and Living
Lab revealed that both groups of parents were interested in learning

both workshops indicated they

about issues such as protecting their children online, what steps

believe their children know

they should be taking as responsible parents to help their children

much more about technology

stay safe online, becoming more technologically literate, updating

than they do

online safety knowledge and learning how to keep ahead of (or at
least in step with) their childrenʼs understanding and use of internet
technology. Using a qualitative scale ranging from ʻpoorʼ, ʻfairʼ,

ʻgoodʼ and ʻexcellentʼ, over half the control group and Living Lab parents rated their own current
technology use of personal computers, mobile phones, games, iPods and DVD players as ʻfairʼ. When
asked to list as many social networking sites as possible every adult participant listed Facebook, over
half listed Twitter, and only a few were able to list others (e.g. Skype and MySpace). The majority of
parents from both workshops indicated they believe their children know much more about technology
than they do; eight of 10 parents either ʻagreedʼ or ʻstrongly agreedʼ with this statement, however
interestingly, significantly less parents believed that young people understand the consequences of what
they do online and upload to the web. Even less parents believed young people know how to manage
their own online risks and stay safe online. Specific concerns, on which almost all parents agreed,
related to cyberbullying, young people putting too much personal information online, and young people
being at risk of online predators.

Parents were asked if they had ever accessed any UK-based online safety resources or services, for
example:
•

UK Safe Internet Centre www.saferinternet.org.uk

•

Stop.Think.Connect www.stopthinkconnect.org

•

Google Family Safety Centre www.google.com.au/familysafety/

•

Kidsmart www.kidsmart.org.uk

•

Thinkuknow www.thinkuknow.co.uk

•

Chatdanger www.chatdanger.com

•

Stop Badware www.stopbadware.org

The majority of parents indicated they had never used any of
these resources. Also in the questionnaire, parents were asked
how they would prefer to get information about young peopleʼs
technology practices and cybersafety issues. Here, each
parent had a different preference, for example, seminars at

13

// Safe. Healthy. Resilient.

Each parent in the
study had a different
preference for how
they wished to get
information about
young peopleʼs
technology practices
and cybersafety issues

their childrenʼs school, emails from their childrenʼs school, podcasts downloaded from websites, or via
private companies. Overall, the highest ranking preferences (although only marginally higher than the
others) were via cybersafety websites and seminars run by their childrenʼs school, with the lowest
ranking preferences (also only marginally lower that the others) being through newspapers and
magazines and emails sent via their childrenʼs school.

// Parents employ offline strategies to address their
childrenʼs online safety far more than online tools or
controls
In both the workshops with parents, the discussions around each online safety ʻscenarioʼ typically
orientated towards ʻreal worldʼ or offline remedies. These included:

a)

Maintaining open lines of communication with your child

b)

Consulting other parents on what was ʻnormalʼ online behaviour

c)

Engaging older siblings to monitor and mentor younger siblings

d)

Discussing safety concerns and incidents with the childʼs school teachers

e)

Using offline scenarios (e.g. ʻwould you have a conversation with a stranger if you met
them on the streetʼ?) to teach children about online dangers

Discussions around online

As previously mentioned, the lack of uptake of online safety
controls may be the result of a general lack of awareness of the

safety scenarios were often

online tools available. However, when these tools were presented

directed by parents towards

to the parents (and discussed with the young people in the Living

ʻofflineʼ remedies

Lab), the parents still tended to shift the conversation back to the
need for offline strategies.

Furthermore, the young people in the Living Lab concurred with
the parentʼs perspective that both online and offline ʻtoolsʼ
should be employed when dealing with the issue of young
peopleʼs online safety. For example, in a discussion about tools
that could be used to monitor a childʼs internet history, a young
person expressed that open communication between a parent
and child should also be in place and that parents should ʻbe
honest aboutʼ all monitoring practices to encourage trust in the
relationship.

14
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Young people and
parents agree: both
online and offline ʻtoolsʼ
should be employed
when dealing with the
issue of childrenʼs
online safety

// Young people do hold more specialised information,
knowledge and literacy regarding online safety
practices than parents
The young people and the parents who participated in this research were selected at random with no
preference for a proficiency in, or lack of, internet and technological literacy. This said, there was a
significant gap between the parentsʼ and the participating young peopleʼs understanding of what the
internet ʻdoesʼ and how a personʼs use can be monitored or controlled. Similarly, the parentʼs expressed
that this generational literacy gap existed in their homes.

In analysing the results of the Silverback recordings, researchers confirmed that parentsʼ digital literacy
and general computer use skills were poor to fair in both workshops. While these results may be swayed
by a lack of familiarity with the particular sites used in this project (Gmail, Facebook and Google), in
cases where the young people were also unfamiliar with a particular site,
they were able to intuitively navigate and understand its

Parents in the
workshops confirmed
that a generation gap
does exist in their
homes, however most
parents demonstrated an
eagerness and
willingness to learn
about cybersafety

function and usability.

Importantly, most parents participating in the study
demonstrated an eagerness and willingness to learn how to
employ online safety tools. Furthermore, once they had
navigated the security and privacy settings of various sites
(specifically in the Living Lab when guided by the young
people), their ability to use and understand the function, and
therefore their digital literacy, increased dramatically.

// Reversing the traditional teacher-student
relationship between young people and parents will
circumvent the primary key finding (i.e. limited
parental uptake of technical controls)
Both groups of parents indicated in the questionnaire that they were not particularly interested in the
idea of gaining information about young peopleʼs online safety practices via a training course or seminar
developed and taught by young people themselves. This result is in stark contrast to the positive
indication recorded in the final interviews with all parent participants at the end of both workshops.
Parentsʼ support for intergenerational methods was further expressed in follow-up interviews conducted
from Sydney via Skype, mobile phone and email three weeks after the workshops.

15
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In the vox-pops immediately following the workshops, when asked about their experience of the
intergenerational learning environment in the Living Lab, parents responded with enthusiasm for the
learning mode and the open exchange of information about, and experiences of, online safety. Parents
commented:

ʻThe more experience you have being online with someone guiding you through what
to do the less apprehensive you will be about going onlineʼ

ʻEveryone was so comfortable. It felt like a familyʼ

ʻInitially I was scared and thought I might be sitting in the corner… but no, I was
made to feel so welcomeʼ

ʻSometimes young people can be a little patronizing, especially when they are more
knowledgeable… but the young people in the workshop were just excellentʼ

Gaining experience, initially being apprehensive about learning something new and undergoing a role
reversal with young people were just some of the more pertinent issues raised by parents after the
workshops.

Although initially nervous about taking an instructive role in the Living Lab, a 20 year old female
participant talked about her experience being positioned as an expert in the online safety workshops:

ʻI thought it would be really hard… I wondered how I was supposed to approach it,
but I actually found it really easyʼ

ʻIt made me realise that itʼs not just about me educating adults, but also about me
returning home and helping my younger brotherʼ

ʻIn terms of bullying we [young people] are really aware of what it is, but I donʼt
really know what to do about it. I learnt a lot from the parents and also realised I had
a lot of the answers inside myself… that surprised meʼ

ʻThe workshop gave me the opportunity to see that I do have ways of dealing with
these things [online safety concerns]ʼ

ʻThe reverse roles were helpful for both of us – I learnt a lot from parents about
things I didnʼt know. It also helped parents because it gave them an understanding
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of how our generation behaves and how we can help them. With the knowledge we
give them they can then help their own childrenʼ

Reading young peopleʼs experiences of the workshops also sheds light on the success of the Living Lab
methodology. Experiences of young people in this pilot study suggest that these intergenerational
dialogues between young people as the experts and parents as the learners in fact have a two-way
knowledge transfer. What we can see above is that one young person in particular also learnt a lot about
the knowledge she already has and how she can use that to help her younger sibling at home.

Two snapshots of ʻLiving
Labʼ teaching-learning
In the Living Lab, each young person was randomly paired with one or two parents and asked to assist
them with a set of pre-determined tasks. These included searching for information about online safety,
navigating through the security and privacy setting on pseudo Gmail and Facebook accounts, selecting
an appropriate safety filter and locking the filter setting via the tools available on Goggle Family Safety
Centre website.

Snapshot 1: John and Abdul
John: 46 years old, male, Customer Relations Manager, father of three boys (15, 11
& 9 years old)
Abdul: 20 years old, male, student
John acknowledged Abdul as ʻthe expertʼ in the
relationship by asking questions whenever he was unsure
about a task. For example, when John and Abdul began
the set tasks, John expressed his concern that he did not
know what Gmail was. Abdul explained the concept of
Gmail through the use of a comparative example (ʻHave
you used Hotmail or Yahoo before to send emailsʼ?) to
explain how it worked.

They established a comfortable rapport early, engaging in
general conversations about what cybersafety tools and strategies they both used at home while they
were going through the task.
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When searching for safety settings via Google, Abdul explained the way the results were laid out (ʻThe
first few results in the yellow box are sponsored ones, and while they may be what you want, they are
the top results because the company has paid for this listingʼ).

John then made the choice of which website/search result to investigate further based on this
information and conversation – Abdul did not make the choice for him but provided him with information
so that he could make an informed choice.

When navigating a pseudo Facebook account, Abdul provided a ʻguided tourʼ of the Facebook page –
explaining where you could find things and what each symbol represented. He then explained the
benefits and disadvantages of each privacy setting. Abdul used his own Facebook preference settings
as an example of how the pseudo privacy settings were set. They discussed how the setting for Abdul
(as a young adult) or for John, may be different to a childʼs settings. Highlighting this, John questioned
whether his Facebook page should be more accessible so that a friend from the past could ʻfind him
onlineʼ. Abdul, playing the role of the ʻdevilʼs advocateʼ, then queried whether John thought this
accessibility was suitable for a child. This facilitated a conversation about how this social networking
service (SNS) could be set up differently (and used differently) based on the age of the user.

In navigating the Family Safety Centre, John did not recognise the way hyperlinked words worked. Abdul
explained that the highlighted blue words would connect John to the relevant page. Although facing
something unfamiliar, John appeared comfortable asking for help. While Abdul did assist when asked,
he also encouraged John to attempt to navigate the site ʻunaidedʼ.

Acknowledging his ʻignoranceʼ, and at times apologising for his lack of knowledge of both particular
platforms and how to navigate the internet more generally, John showed appreciation for Abdulʼs
assistance and ʻexpertʼ advice. When John recognised important safety aspects or ʻcluesʼ on a site, he
shared his satisfaction with being able to see and use these options with Abdul. In turn, Abdul reinforced
a more equal relationship with John, by acknowledging his own lack of knowledge or expertise using
less familiar services.

In this reverse ʻteacher-studentʼ relationship, Abdul and John developed a comfortable and equitable
camaraderie – joking and sharing personal experiences and understandings of different online security
options.

Snapshot 2: John and Juanita
Juanita: 20 years old, female, student
John: 46 years old, male, Customer Relations Manager, father of three boys (15, 11
& 9 years old)
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Juanita took a different approach to the way Abdul worked with John on the second set of tasks.
Contrary to Abdul, Juanita was far more instructional and ʻhands onʼ in her teaching approach. For
example, rather than explaining the concept, she would indicate what he should select and how to make
that selection (often taking control of the laptop and literally clicking on the link itself). This may have
been because she was less familiar with the Family Safety Centre and how to use the settings and tools.
In the interview she expressed some nervousness and initial lack of confidence in her ability to act as
ʻthe expertʼ or teacher:

ʻI thought it would be really hard… I wondered how I was supposed to approach it…
Coming into the Living Lab I was so scared… so nervous… I didnʼt know what to
expect. I was wondering what they were going to ask and if I would be able to
answer it… then all the answers just came out!ʼ

Similar to Abdul, Juanita also found it challenging to divide her time and attention between two parents.
She worked more effectively when she controlled the one computer and both the parents looked on,
rather than each parent working independently while she offered ʻbehind the scenesʼ advice. Towards
the end of the activity John involved himself in the conversation and instruction that Juanita was having
with the other parent she had been paired with. Between them they discussed the other strategies that
would need to be put in place to ensure the ʻSafe Search Lockʼ was effective (e.g. installing it on all
computers in the house). John also chose to confirm what he knew with Abdul, the young person he
initially worked with on the first set of activities. This may have been related to a feeling of being more
comfortable with the first young person he had worked with (potentially related to gender dynamics), or
perhaps he had found Abdulʼs ʻteaching methodʼ (e.g. explaining the process instead of taking over and
showing the process) more informative and helpful.

Overall John found the experience (with both young people, neither was specified) ʻunexpectedlyʼ
helpful, stating:

ʻThey are great young people, they give me hope for my own children. [They were]
approachable, knowledgeable, friendly and respectful.ʼ
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Comparing the scenarios:
control group and Living Lab
Before commencing the workshops, the research team developed a set of scenarios devised from
9

10

Phase One of the Research Project and a previous related study and report . Eight scenarios were
developed that were deemed significant and relevant for the purpose and outline of the workshops.
These scenarios covered specific concerns relating to particular popular web-based services (e.g. Skype
and Facebook), widely identified key cybersafety concerns (e.g. talking to strangers online, revealing
personal information online, online bullying), and several others
explored parents and young peopleʼs behaviour (e.g. checking
browser history and encouraging older siblings to act as
ʻgatekeepersʼ for younger children in the family).

After a broad group discussion that identified what the
young people deemed primary cybersaftey issues (from
their own experience) and what parentʼs need to know
about their childrenʼs online safety, specific scenarios
devised by the Researchers were discussed. The group
collectively selected three of the most relevant or likely
scenarios: online bullying, age appropriate use and

Young people believed
ʻonline bullyingʼ, ʻage
appropriate use and
sibling involvementʼ, and
ʻexposure to inappropriate
materialʼ to be three of the
most important issues
parents should know
about.

sibling involvement, and exposure to inappropriate
material (see Appendix 1).

These three scenarios were presented to both the control group of parents and the Living Lab. In both
instances, the scenario discussion followed a broader conversation whereby the parents were able to
raise questions and concerns without specific prompting from the researchers. In the Living Lab, parents
were asked to direct these questions and concerns to the three young people.

A notable difference in two workshops was that while the control group discussed the scenarios
amongst themselves, the parents in the Living Lab were able to interact and develop a dialogue with the
young participants. Here, the young people often performed the role of ʻthe devilʼs advocateʼ, at times
challenging and querying the parentʼs response to each scenario. The following tables identifies the key
differences and similarities between the discussions that followed the presentation of each scenario:

9

Phase One: ʻParental Approaches to Enhancing Young Peopleʼs Online Safety: A Literature Reviewʼ

10

ʻIntergenerational Attitudes towards Social Networking and Cybersafety: Research Reportʼ
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Scenario 1: Online bullying
ʻYour concerned that your child is being bullied online. What do you do?ʼ
control group

Living Lab

This scenario was addressed as requiring

It was established early in this discussion that

both offline and online solutions. Generally

young people either would or would not talk to

the parents agreed however, that offline

their parents about being bullied (either on or

solutions for bullying (e.g. involving schools

offline) and that as a first ʻstrategyʼ parents

or other parents) are more important. In this

should open lines of communication and

same vein, they expressed that young

choose appropriate tactics based on age,

people needed to be taught general good

situation and type of child. The young people

communication skills that applied in both

then directed the discussion to address what

online and offline experiences. The parents

parents would do ʻif their children told them

were aware of some technical controls that

they were being bulliedʼ. They expressed

could be used to manage bullying, such as

similar responses (both online and offline) to

the ability to ʻblockʼ individuals on SNS.

that identified by the control group – i.e. to use

They agreed that bullying could be more

offline solutions (interventions with other

exaggerated online – the perpetuators are

parents and schools, and experience-sharing

faceless, less aware of consequences, and

with the child), and online controls (blocking

therefore less restrained in their behaviour.

the perpetrator). The young people explained
the technological controls available to them,
suggesting the use of the ʻreportingʼ option on
SNS. They reassured the parents that these
reports were checked and followed up by the
SNS administrators.
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Scenario 2: Age specific concerns & sibling relationships
ʻYouʼre worried that your youngest child is revealing too much personal information
online and talking to people they donʼt know. What do you do?ʼ
control group

Living Lab

This scenario prompted a discussion of the

This discussion focused on the concept of

complexities in understanding cybersafety

parental (and elder sibling) monitoring. While

issues across a range of ages. The parents

the parents addressed the topic in a similar

agreed that younger children should be

way to the control group (arguing that younger

physically monitored, but also questioned

children should be monitored by parents and

what is ʻnormalʼ use and online behaviour

siblings), the young people challenged both

for what age.

the effectiveness and ethical aspects of direct

They expressed concerns for young

monitoring. They suggested that parents

childrenʼs online safety, but also the need

should be honest about monitoring, and

for the ʻunder tensʼ to be offline more. Here

communicate their reasons for doing so with

the parents discussed the need for young

their children. The parents also expressed the

children to have ʻreal lifeʼ experiences.

value of educating younger children about

However, the parents also acknowledged

online ʻdangersʼ and offering guidance early in

the educational benefits of ʻappropriateʼ use

their internet use.

of the internet.
Older siblings were perceived as
gatekeepers or mediators between the
younger child and parent.
They expressed an awareness of the need
for parents to be conscious of technology
changes that occur over time, and
specifically, between the age spans of
siblings.
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Scenario 3: Exposure to inappropriate material
ʻYouʼre worried that your child is viewing inappropriate content online. What do you
do?ʼ
control group

Living Lab

The two main points of conversation around

This topic involved a significant amount of

this scenario were:

dialogue between the parents and young

1. The need for parents to educate their

people. The discussion was initially focused

children about safety via the use of real

on the key question: How can you find out

world examples (e.g. would you talk to a

what your child is looking at online? The

stranger on the street) or other popular

parentsʼ responses were generally offline

culture texts (e.g. films that deal with

strategies (talk to your child, involve schools

suicide and self harm).

and discuss with other parents). They then

2. The importance of technical controls.

queried what technological tools were

Also discussed were monitoring solutions

available – e.g. could they see their childʼs

such as being friends with your child on

online history? Could warnings be set to ʻpop

SNS and accessing the computer history.

upʼ if a child stumbles upon an inappropriate
site? The young people said that this was
possible, but it was likely their child could find
a way around any ʻblocksʼ or history tracking
(e.g. emptying the cache). It was suggested
by the young people that strategies could
include using ʻreal lifeʼ scenarios to educate
children about dangers (ʻLetʼs talk about what
you would do if....ʼ). They also explained
online resources that were available
(Cybermentors www.cybermentors.org.uk
Beat Bullying www.beatbullying.org,
local/global forums and educational YouTube
videos).
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Conclusions
Findings from this pilot study shows there is a significant lack of
parental uptake of available online safety tools and controls. This does
not result from of a lack of attention or awareness to online safety

There is a
significant
lack of parental
uptake of
online safety
tools
and controls.

concerns facing their children, but rather a general lack of digital
literacy, and confidence to explore and implement technical controls.
This is, of course, dependent on other factors including parentsʼ career
and their level of familiarity with the internet, computers, smart phones and other new technologies (e.g.
Skype) as a requirement of their job. It seems that although parents often access knowledge about
online safety issues via similar avenues (e.g. childrenʼs school and media campaigns), their access to
online safety practices vary greatly (e.g. via work, other parents, learning from their children, actively
searching or following online instructions of their own accord). Despite the generational
difference between parents and young people, and the lifestyle differences of

There is a
collective
desire for
communication
between
generations.

parents attending the workshops (socio-economic status, gender, career, age of
children), the Living Lab provided a space within which the parents and young
people engaged in open dialogue and worked collaboratively to share their
knowledge and perspectives as they responded to the scenarios.

The Living Lab allowed us create a unique ʻinterrupted spaceʼ that challenged both
researchers and participants to reflect on and question existing assumptions about

young peopleʼs online activities, widely varying levels of expertise and experience, the
complexities of age and parenting style, and the issues, practices and strategies involved in ʻbeing safeʼ
online. This ʻinterruptionʼ enabled both parents and young people to share knowledge openly
irrespective of age. As one father commented in a follow-up Skype interview three weeks after the
workshop, the project highlighted for him the importance of a shared parent-child(ren) approach to online
safety.

ʻItʼs about creating a safe place together
so the whole family can then be safe
online… that way children can be free
online. Itʼs not about setting up rules that
children may then break, itʼs about
protecting children online in a positive wayʼ
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The most promising, and potentially most empowering, attitude detected throughout the three
workshops was the collective desire for authentic and open communication between parents, their
children and young people more generally. As one parent put it, each
participant actively wanted to ʻinvest in understanding new
technologies togetherʼ. This supports one of the key

ʻOfflineʼ and
ʻonlineʼ
strategies are
valued equally.

findings, that parents continue to value and utilise offline
strategies (e.g. establishing open and honest face-to-face
communication with their children), or prefer a
combination of offline and online strategies, rather than
deploying only ʻonline strategiesʼ or computer software as
a way to control, monitor or regulate their child internet use. This
confirms other UK-based research and scholarship on this subject, in

that parents often prefer ʻactive co-use and interaction rulesʼ over technical
restrictions (Livingstone & Helsper, 2008). Incorporating traditional offline approaches into parental
management of online safety reflects Google UKʼs most recent campaign whereby examples from the
ʻreal worldʼ (e.g. not leaving the door unlocked to your home) are used to explain to children (and
parents) the importance of secure online passwords to protect online privacy and personal information.

Further resources and learning tools are required for the continuation of an intergenerational
collaborative approach to online safety beyond this research project. While it is an effective method for
increasing young peopleʼs online safety, and specifically parents uptake of
technical controls, as identified by one young person in the interviews,
responsibility for young peopleʼs online safety does not lie with one
sector: internet companies, schools and government all need to
play a role in educating and empowering both parents and
children online. It is also important to not forget about parentsʼ
responsibility either. As the findings of this study suggest, staying
safe online can be aided by intergenerational conversations
between parents and their children. Indeed, parents want to be
more informed, and there should be a join responsibility to make
sure information and education reaches parents and young
people via a variety of methods and means.
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The most
important thing
is to educate
and empower
both parents
and children.
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Appendices
// Appendix 1: Three scenarios
Online Safety Scenarios: Control group and Living Lab
1. Online Bullying
Over the last couple of months, your teenager seems to be very unhappy. S/he has stopped seeing their
friends and has expressed reluctance to go to school or to participate in their usual social activities. At the
same time, you have noticed that s/he is checking their mobile phone and Facebook page very regularly and
with nervousness. You suspect they may be being bullied online but they havenʼt talked to you about it.
•

What steps could you take to address this?

•

What kinds of things can you think of in terms of helping their online safety?

•

How would you go about talking to your teenager about this?

2. Age Specific Concerns & Sibling Relationships
You have two children – one in their early teens and another in their late teens. You feel confident that your
older child has a good understanding of online safety and can navigate social media sites and other online
activities effectively. You are, however, concerned that your younger child does not have the same level of
knowledge when it comes to online safety and believe he/she may be more susceptible to being contacted
by strangers, revealing personal information, and stumbling across inappropriate material.
•

How do you feel about your younger child using social media sites and other online
services/activities?

•

What kinds of things can you think of to encourage your older son/daughter to act as a role
model for your younger daughter/son?

3. Exposure to Inappropriate Material
You are growing more and more concerned about who your teenager is connecting, talking and sharing
content with online. You are concerned that your child is being exposed to strangers and inappropriate
material online and that this means he/she will be having many negative online experiences. In particular,
you are concerned that you have overheard them talking with a close friend about being in touch with an
older person that you donʼt know. They speak about this as a positive online experience, however you feel it
is a negative and potentially dangerous interaction.
•

What could you do to find out who your daughter/son is connecting with?

•

Can you think of any offline examples of staying safe that can be used to explain online safety
values to your child?
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// Appendix 2: List created by young
people for parents
Ten things you should know (and do) about your kids being online…as identified BY
young people FOR parents:

1.

Always check the security/privacy settings for every site your child accesses (and
security/privacy settings change over time, so check them regularly).

2.

Let your child know that when they are online they are ʻwalking advertisementsʼ of themselves –
what information do you want the world to know about you?

3.

Tell them when you are using security settings.

4.

When you put security settings in place, make sure it is on all home computers/laptops and
smartphones.

5.

Talk about the ʻwhat if?ʼ scenarios. Talk about what ʻbeing safeʼ means (it might mean different
things to you and your child). Find comparisons between online and offline worlds.

6.

Be aware of the resources out there – the more you know, the more your child will know and
understand.

7.

You can contact (e.g. report) different social network platforms and online organisations if you
have a concern.

8.

To monitor what your child is looking at, check the history of the browser.

9.

Children wonʼt always be learning from school what they need to know about being safe online.

10. Your primary tools are education and communication! This goes for both yourself and your
child. This will EMPOWER you both to make good and informed
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