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ABSTRACT
In a world where the consumerisation of IT has driven individuals to acquire and use
the latest technologies, an influx of personally owned devices has populated
corporate environments. This phenomenon is known as BYOD. Factors that have led
to the growing popularity of BYOD include the perceived benefits of work
flexibility, increased productivity and efficiency of employees. Since BYOD allows
employees to access organisational data anytime, anywhere, it is necessary to ensure
the confidentiality and integrity of organisational information resources and assets:
this task has become increasingly complex with the phenomenon of BYOD.
The motivation for this research stems from the security and privacy concerns raised
in BYOD literature, as well as the perceived lack of effective BYOD management in
organisations. The information security and privacy risks inherent to BYOD can
impact organisational resources, making confidentiality, integrity, availability, and
accountability difficult to achieve.
With most BYOD solutions at present failing to meet the requirement for holistic
management, this research investigates and proposes a solution for how effective
information security and privacy can be achieved in BYOD environments.
The methodology used in this research was qualitative, applying a case study
approach. Through interviews and web-based questionnaires, data on BYOD
perception and usage patterns, BYOD support and management, and BYOD
information security and privacy knowledge in organisations were collected.
The evidence from the data of three case studies suggest that organisations lack
adequate knowledge of BYOD risks, and how to implement appropriate controls and
iii

strike the correct balance between security and privacy to minimise user experience
deficiencies. Additionally, organisations may apply only technical controls to
manage BYOD, disregarding non-technical measures like policies and procedures.
Based on the study findings, the demand for a holistic solution framework was
identified, and is proposed. The solution framework is strategic in that it enables
organisations to effectively manage BYOD and balance the trade-off between
security and privacy in BYOD environments. Moreover, this study assists in
addressing security and privacy issues in the broader IT discipline, as well as
BYOD.
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Chapter 1: Introduction
1.1 Background
The pace of technological development in society is increasingly complicating the
ways security and privacy theories and models are applied to protect personal
information. The successful implementation of Information and Communication
Technology (ICT) systems all over the world, and the increased reliance on them,
underpins the confidence of ICT industries to develop and introduce innovations,
such as mobile computing technologies. These mobile technologies bring about one
of the biggest trends arising in Information Technology (IT) today, known as
“Consumerisation of IT” (Niehaves et al., 2012), also referred to as “Bring Your
Own Device” (BYOD) (Stagliano et al., 2013). The BYOD trend is changing the
operational processes organisations apply to conduct their business, primarily
because it encourages the practice of employees using their personally owned mobile
devices to undertake work, whether inside or outside their workplaces. The
outcomes of this practice include increased productivity and efficiency plus lower
administrative costs for organisations (Mitrovic et al., 2014; Pillay et al., 2013).
According to Gartner, BYOD is the “most radical shift in the economics of client
computing for business since PCs invaded the workplace" (Willis, 2012, p. 1). This
shift was triggered by a new generation of employee who is more technology savvy
and demands flexibility and freedom to use personal devices, including smartphones
and tablet PCs. Whether the rationale is convenience or productivity, organisations
are witnessing more employees than ever accessing their personally owned mobile
devices to carry out their work duties (PwC, 2012).
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This trend is confirmed by a recent survey on BYOD (Cisco Networks, 2012), and
was expected to rise even further: from 150 million to 350 million globally by 2014,
and even more in decades to come (Nitin, 2012). Cisco Networks (2012), in their
study, also confirmed that companies which adopted BYOD reported an increase in
employee productivity and efficiency. Employees claimed that using their personal
device was more comfortable due to the functionalities and features of that device,
enabling greater productivity. Willis (2012) reported that one of the main reasons for
the sudden shift towards BYOD by organisations is employees’ determination to use
their personal devices for work regardless of the policies in place. Over 66% of
employees even believed it is their right, not a privilege, to bring their own devices
to work (Fortinet, 2012), and will intentionally break any anti-BYOD policies
introduced by their employers (Kovsky, 2012). This has influenced many other
companies that have not embraced BYOD, to begin modifying their IT systems to
integrate mobile devices. Hence BYOD adoption has become less of a choice for
organisations.

1.2 Overview of Research Problem
While evidence suggests that BYOD can improve business processes, it is not
without cost (Niharika, 2012). As BYOD adoption increases, it brings many
challenges relating to information security and privacy (Avanade, 2012). According
to Trend Micro and Hewlett-Packard, over 50% of employees are using more than
three mobile devices for work, with the IT department unable to see or trace these on
networks (HP, 2013; Trend Micro, 2012). In 2013, Gartner and Hewlett-Packard
projected that, by 2015, about 4.5 billion personally owned mobile devices would be
on the network, and, as a major issue, these employee-owned devices would likely
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be compromised by malware and viruses, at a level over twice the rate of
organisation-owned devices (Noda, 2013).

However, the investment and implementation effort to develop a new secure
infrastructure to accommodate and manage the use of different mobile devices, with
different operating systems and applications, is challenging and expensive. There are
also inherent dangers relating to security and privacy that can impact the
organisation’s network resources, applications, as well as the user’s mobile device
(Christopher, 2012). The major problem with BYOD, as reported by Miller et al.
(2012) is that there is no guarantee that the security and privacy risks can be
eliminated. Whenever a mobile device accesses a network resource, traces of
sensitive and personal information can be collected, hence privacy is at stake
(Angwin & Devries, 2011). Mobile devices are also portable and small in size, so
they can be lost or stolen, leading to further exposure of confidential information.
Uncontrolled mobile devices plus unrestricted usage can infect network systems
with viruses and malware. Additionally, lack of access control can drain network
resources and bandwidth as mobile devices repeatedly re-connect to the SSID
(Service Set Identification). Many mobile devices logging into the same network can
be difficult to trace (Rose, 2013). Firewalls and content filtering technologies take
up system resources and slow the response time and performance of mobile devices
(Dutta & Mathur, 2012). Moreover, many of the BYOD systems or solutions at
present are reported to have issues concerning mobile device operating system
support, application support and network connectivity support (Wang et al., 2014).
Such weaknesses can open loop holes for security and privacy breaches. For
example, an examination of BYOD network solutions from Meru networks and
Cisco (Meru Networks, 2012; Neil, 2012), identified the management of corporate
3

and personal devices as problematic when mapping the correct organisational
information resource to the devices. If employees were connected to multiple
devices on a Wi-Fi connection, it was difficult for the organisation to assign the
appropriate network service to the correct device, leading to difficulties in
monitoring and logging. Such issues can lead to granting of network access to
unauthorised devices, and exposing sensitive information resources to unauthorised
persons. Furthermore, employee attitude and behavior can also contribute to threats
such as malware and viruses, vulnerabilities and litigation issues (Tokuyoshi, 2013).
These risks have the potential to make it easy for cybercriminals to breach secured
systems in BYOD organisations. Therefore, with BYOD practice becoming the
norm, organisations must have BYOD infrastructure controls, applications
management, education and policies in place, addressing security, privacy, and
liability.

The literature review in Chapter 2 highlights the need for information security and
privacy control/management mechanisms in BYOD environments. Many studies
examined in the review have shown there is lack of either adequate or effective
mobile device management tools, policies, standards and procedures in BYOD. In
addition, the few mobile device management tools available pose severe privacy
concerns due to their intrusive nature. Other solutions focused efforts on secured
network capabilities, and not on how to strike a balance between the availability and
protection of information resources and assets. As a result, confidentiality, integrity,
and availability goals of information security, together with privacy, may be
compromised.

4

Therefore, to gain a deeper understanding of the vulnerabilities surrounding BYOD,
a comprehensive investigation needs to be carried out. As the mechanisms to
manage BYOD are immature and have been inadequately studied in the academic
literature, effective security and privacy policies, and the risks associated with
BYOD, are still unknown. This research will fill these gaps, by providing
organisations with current best practices in information security and privacy policies
and procedures to protect their confidential information resources and assets in
BYOD environments.

1.3 Research Aim
In order to address the knowledge gap stated above, this research aims to develop a
framework that identifies, assesses, and manages the information security and
privacy issues and risks associated with BYOD.

1.4 Research Questions
To achieve the research aim of this study, the research will address the following
question:
“Is both information security and privacy effectively achieved in BYOD
environments?”
“Effectively” in this research means the capability to produce appropriate solutions.
Thus, this research will require investigation of the following sub questions:

1. What are the key information security and privacy issues in BYOD
environments?
2. What are current organisational perceptions and practices in respect to
information security and privacy management of BYOD?
5

3. To what extent does BYOD influence the efficacy of information security
and privacy management in organisations?
4. What are the information security and privacy control measures to consider
for tackling risks to organisational and personal information resources in
BYOD?
5. What is the best common practice for attaining quality and successful BYOD
information security and privacy in the workplace, with respect to the
identified control measures in question 4?

These questions will be answered based on a review of literature and research
undertaken to investigate factors that make the protection of confidential information
problematic in BYOD environments. Information security and privacy, mobile
computing, and BYOD theories, as well as organisational security and privacy
cultural perspectives, will be investigated to provide guidelines on how BYOD
issues can be effectively managed.

1.5 Research Design
This study will employ a qualitative research methodology. A case study has been
selected as the most appropriate research approach, based on the recommendation
framework by Yin (2009) for choosing correct research strategies. The use of case
studies has been well recognised in the security and privacy literature (Benbasat et
al., 1987). The case study approach will address the “What” type of research
questions posed in the study (Yin, 2003), and support an understanding of the impact
of BYOD on information security and privacy in organisational settings. Data from
several organisations will be collected using a survey questionnaire and interview
instruments to determine BYOD usage patterns and perceptions, BYOD information
6

security and privacy, support for BYOD, and intentions/behaviour to counter
measure potential incidents caused by BYOD. An interpretivist approach is also
considered the suitable philosophical perspective for this case study research, in
order to understand human views, thoughts, opinions and actions in BYOD
environments. An overview of the research design, highlighting the steps undertaken
during this research, is illustrated in Figure 1.1.

Figure 1.1: Research Design (adapted from Yin (2003))

7

A thorough literature review in the study field is conducted, followed by the
development of the research framework to provide investigative perspectives that
will be used for enquiry in case studies. The investigation perspectives, together with
data from the literature review, aid the development of the data collection
instruments. The instruments were trialled in a pilot-study to see if they yield results
that help answer the research question. Feedback from participants in the pilot-study
was used to restructure and fine-tune the instruments so as to minimise measurement
error. The adjusted instruments collected data from the case organisations. The
findings of the analysed data were interpreted and discussed with respect to the
research questions. Finally, an information protection framework solution is
proposed, and the implications, conclusion and future areas of the research
discussed.

1.6 Contribution and Significance of Research
This study will contribute both theoretically and practically to the research domains
of information security and privacy in mobile technology/device systems adoption
and use. To my knowledge, there has been little research discussing the security and
privacy risks of BYOD adoption, and how they can be mitigated. Additionally, new
threats and vulnerabilities continue to emerge in BYOD environments, with most of
them acknowledged but not well understood. Therefore, this study will contribute to
investigating and understanding BYOD security and privacy issues, as well as the
requirements needed for organisations to manage their information resources and
assets in BYOD environments. Another key contribution of this study is the
synthesis and analysis of different BYOD management approaches, and the proposal
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of a BYOD Policy-based Management Model. This research is an academic attempt
to engage with this important and emerging area.

In summary, the contribution of this research is to:


Expand the scope of contemporary information security and privacy research
and analysis of mobile technology systems.



Identify effective information security and privacy policies, standards, and
procedures that support organisations adopting BYOD.



Draw implications for the design and development of information security
and privacy initiatives in BYOD environments.



Provide support to IT policy makers, managers, practitioners and other social
and political entities, engaged in the process of realising the benefits of
information security and privacy control resources.

1.7 Thesis Outline
The goal of this research is to investigate, identify, and propose best practices that
will aid effective information security and privacy management in BYOD
environments. A review of the transition to BYOD environments will provide
context to the current security and privacy issues posed by BYOD. Answering the
research question will entail developing suitable solutions to tackle issues identified
from the perspectives of organisations and the users.

This thesis is divided into six chapters:
 Chapter one provides a description to the problem and discusses the aim,
questions, expected outcomes and contributions of this research.

9

 Chapter two presents the literature review. It provides descriptions of
information security and privacy theories, and spreads to mobile computing
and BYOD conception. It examines how BYOD is currently evolving, and its
impact on security and privacy of information resources. It further explores
some of the most current BYOD solutions and analyses strengths and
limitations based on their frameworks and infrastructures. The chapter also
presents a discussion of existing vulnerabilities in BYOD environments. The
chapter concludes with a critique of the literature review, and identifies the
security and privacy requirements to address the concerns posed by BYOD.
 Chapter three provides the conceptual framework derived from the literature
on organisational security and privacy cultural models to highlight the
investigation perspectives to be used in the research.
 Chapter four discusses different research methodologies, and argues for the
case study approach. Data collection methods, approaches, and analysis are
also explained.
 Chapter five analyses and explains the data collected from the research study
through the instruments. The chapter also presents the results and findings,
and justifies the need for BYOD specific solutions.
 Chapter six introduces a detailed approach towards the design and
development of effective solutions to manage BYOD.
 Chapter seven draws the research to a conclusion by discussing the outcomes
in terms of the research questions, as well as the implications and limitations,
along with future research agendas that can be investigated in the field.

10

1.8 Conclusion
This chapter lays the foundation for this research by providing background on
BYOD and the information security and privacy risks associated with its practice.
The importance of investigating and addressing BYOD risks is justified, and the
contribution of the research to both theory and practice of information security and
privacy presented. The research methodology and design are described, and an
overview of the thesis outline presented. The next chapter presents a review of the
literature for the research.
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Chapter 2: Literature Review
2.1 Introduction
The purpose of this study is to investigate and understand how information security
and privacy can be achieved in “Bring Your Own Device (BYOD)” environments.
Literature on four subjects, combined with the focus topic (BYOD) is reviewed in
this chapter: BYOD by itself; mobile computing and BYOD; information security
and BYOD; information privacy and BYOD. The relevance of each subject to this
research is explained below.
BYOD: literature at various levels of practice and adoption of BYOD by
organisations is reviewed. The review highlights the challenges and impact of
BYOD on organisational confidential information resources and assets. The roles of
BYOD, including its advantages and disadvantages, as well as the mechanisms to
deal with BYOD and drawbacks of these, are discussed.
Mobile computing and BYOD: literature on the evolution of mobile computing
technologies, devices, and networks are examined with BYOD to understand their
consumption in workplace environments. A taxonomy of security and privacy
threats to mobile computing devices and how they extend to BYOD are also
discussed.
Information security and BYOD: literature on information security combined with
BYOD practices in organisations is reviewed to highlight potential threats posed to
confidential information, and the security demands for BYOD. Information security
theories were reviewed to address/inform the security aspect of the BYOD
information protection framework developed.
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Information privacy and BYOD: the existence of privacy around BYOD practices in
organisations is reviewed and examined. The review also projected the importance
and demand for BYOD information privacy. The information privacy review
informed the privacy aspect of the BYOD information protection framework
developed.

2.2 Bring Your Own Device (BYOD)
Bring your own device (BYOD) is a subset of the consumerisation of information
technology (IT). The latter simply refers to private or personally owned information
technology resources, such as computer hardware devices, or software, used for
business purposes (Niehaves et al., 2012). According to Gens et al. (2011), the
consumerisation of IT has been changing the way information technology and
businesses primarily operate, due to the increase in the number of organisations
opening their networks and data to consumer handheld mobile devices, such as
Apple or Android based devices. Consumerisation of IT in the workplace is in some
places referred to as BYOD, because it allows employees to use the device of their
choice (Stagliano et al., 2013).
The term BYOD can refer to smart phones, tablets, and personal laptops which are
not supplied or owned by the organisation/employer, but are owned by the
employees. The devices can either be mobile or non-mobile, but most organisations
that have chosen to embrace BYOD allow mobile devices, because the organisation
benefits from lower costs, training, and increased productivity (Hickox, 2012).
However, some organisations allow employees to bring their own desktop devices to
work, as long as the organisation can gain full control of the device (Signorini &
Hochmuth, 2010).
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BYOD has transformed ownership and control of electronic devices in the present
day. It is a new model that replaces the long-standing “Use What You are Told
(UWYT)” model at work, where employers define and have full control over the
devices used for work-related tasks by their employees (Niharika, 2012). The history
behind the motivation to BYOD can be traced back to the 1980s when many
organisations identified the ideal employee as one with creativity, initiative and
determination, who could get things done by any means, across geographical borders
(Keyes, 2013). This recognition by organisations led employees to harness new and
quicker ways of getting jobs done, in order to prove competence to their employers.
BYOD permits the ability to work while on the move, and has had a positive impact
on organisational business processes.
The launch of the iPhone in 2007, coupled with the increasing availability of
wireless networks, re-initiated the idea of BYOD, with the trend first acknowledged
by Cisco in 2009 (Harkins, 2013). However, it was only in 2011 that BYOD became
well known and organisations started to embrace it, due to reported benefits by IT
service providers (Ghosh et al., 2013).
A survey of over 500 IT executives and CEOs from the United Kingdom, United
States, and Germany indicated that 76% of large companies allow employees to use
their personal smartphones, laptops, and tablets for work (Cheryl, 2012). It was also
noted that all the IT managers and CEOs interviewed fully acknowledged BYOD as
a significant industry trend that influences business and technology, forcing them to
constantly provide new resources to keep up with changes brought about by BYOD.
Today, BYOD is common in organisations. According to a survey conducted in
2012 by Cisco, approximately 95% of participants said their organisation allows
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employees to use their personally owned devices for work (Cisco Networks, 2012).
The survey also found reports of increased employee productivity and efficiency.
This has been the trigger for companies, yet to embrace BYOD, to begin modifying
their IT systems to integrate BYOD. The quick, sudden shift towards BYOD is due
to the rapidly increasing use of mobile devices, while the growing reliance on them
in the workplace has taken the consumerisation of technology to new and innovative
phases (Willis, 2012).

2.2.1 Rewards of BYOD
The BYOD trend is thought to have arisen due to the transition to mobility and a
new generation of employees in the workforce (Faas, 2012). Research reported by
Cisco showed that, during job interviews and recruitment of young talent to business
organisations, most of the candidates raise questions either directly or indirectly
about choosing what device they will carry out their work from (Cisco, 2011). Fripp
(2011) suggests that employees may accept lower paid jobs if the organisation offers
a workplace with the flexibility to bring their own device. Thus business managers
consider BYOD an advantage. BYOD can also significantly increase creativity and
innovation, and improve the balance of employees’ lives (Kumar, 2012). According
to Cheryl (2012), about 50% of IT managers interviewed believe employee
satisfaction leads to better and increased productivity. Similarly, such results were
reported in a survey which covered 17 countries. That study concludes that 88% of
managers confirmed that employees use their own devices for work purposes, with
the benefit of improved mobility, work flexibility, employee satisfaction and
productivity (Avanade, 2012). Many other studies have also indicated that BYOD
can be useful to both organisations and their employees. Kamau (2013) said the
implementation of BYOD by an organisation can help reduce the cost of computing
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hardware and software devices and training time, as well as encourage employee
creativity and innovation. A survey by iPass found that the employees of
organisations that practice BYOD, work 240 hours more in a year than employees of
organisations that have not adopted BYOD (iPass, 2011), because employees were
kept engaged at all times whether at the workplace or not. BYOD practices by
organisations can attract more intelligent employees (Niharika, 2012) because of the
flexibility of work time and work while on the move. The benefits of BYOD can be
summarised into the following themes:
Accessibility: BYOD simplifies the access and retrieval of organisational resources
and materials online. It allows employees to access network resources made
available by their organisations, and work with these resources at their own pace.
BYOD creates opportunities for faster information sharing. With BYOD, knowledge
and information is available to employees 24 hours a day, as the availability of
wireless networks and technologies reduce the physical or geographical constraints,
allowing them to remain productive while on the move.
Convenience and flexibility: Employees have the convenience to work from remote
locations. Some work environments do not require the use of sophisticated
technological systems; rather simple access to mobile device and Internet may be
sufficient.
Employee satisfaction: BYOD can also lead to greater employee satisfaction in
organisations, since employees have the freedom to use the devices they have chosen
and invested in, instead of what was selected by their organisation. Permitting
personal devices also helps employees avoid carrying multiple devices. It may be
more convenient to work and manage personal affairs simultaneously.
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Increased productivity and innovation: Since employees are more satisfied and
comfortable with their chosen personal devices, they swiftly become experts, hence
becoming more productive at their jobs. Organisations also benefit from the latest
technologies, since many users have a habit of upgrading to the latest software or
hardware (Bradley, 2011).
Cost Savings: BYOD allows employees to work remotely, and therefore, can reduce
the cost of travel, office space and facilities, labour, stationery and printed materials
for organisations. It may also reduce organisational expenses, by shifting device and
data service costs to the employees.

2.2.2 Pitfalls of BYOD
BYOD creates challenges regarding the security and privacy of sensitive and
profitable information, as it permits the use of a single device for both business and
personal affairs. This allows corporate and personal data to be mixed, as a result
making information security and privacy more difficult to achieve. Mobile device
users can access, via BYOD, servers and resources, and thus can easily manage and
store data, creating a challenge for organisations and their IT administrators
(Mansfield-Devine, 2012). As discussed in Section 2.4, the goal of effective
information security in organisations has always been to achieve confidentiality,
integrity, and availability of information. In BYOD, confidentiality of information is
unattainable: loss or theft can lead to a compromise of confidential data. Likewise,
the integrity of information can be compromised if mobile devices are infected with
malware, resulting in data loss and leakages. It is also likely that, when personally
owned employee devices are used on organisational systems, malicious software
could be transferred to corporate networks (Rose, 2013). The availability of
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information resources and applications can be affected by increases in network
traffic (Christopher, 2012). The ability to access and save information resources
whether in or out of the office, can also pose serious threats to organisations.
Ensuring information security and privacy has always been a big challenge. The
introduction of BYOD has exacerbated this challenge as new ways to manage and
secure networks, applications, and a wide range of mobile devices with different
operating systems will have to be created (Alex, 2012). A recent survey shows that
the management mechanisms for BYOD are ineffective, in comparison to the
traditional controls for desktop devices (Fortinet, 2012). A recent study on BYOD
security and awareness showed that IT managers lack adequate understanding of the
risks associated with BYOD: only 38% of IT managers participating in the survey
reported confidence managing the variety of mobile devices employees used at work
(Kevin & Barbara, 2012). Most employees do not even know what to do if their
mobile devices are infected, lost or stolen (Mielach, 2012). In a survey conducted
post BYOD adoption, IBM was startled to find out many employees unaware of
applications that could be security threats (Bergstein, 2012).
According to Guan (2012), many Australian and New Zealand organisations
practicing BYOD have reported difficulties controlling and managing security and
employee demands. Robinson (2013) noted that several large organisations, that
allow employees to use their own devices have reported security breaches in their
network as a result of BYOD. Dell reported a serious network breach through
mobile devices connected to their systems, which transferred malicious software into
their network (Robinson, 2013).
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2.3 Mobile Computing and BYOD
Mobile computing is a technology that is essential to mobile devices, and by
extension, BYOD. It supports and facilitates access to digital resources anytime and
anywhere around the world (Forman & Zahorjan, 1994; Green, 2002;
Satyanarayanan, 2011). It is a fast developing area of information technology
systems, and came about as a result of the convergence of advanced electronics, the
Internet and other specific wireless technologies (Sheng et al., 2005).

Chen and Kotz (2002) reported that mobile computing is gradually changing the way
people live and work through embedding computation into every aspect of their
lives, whether it is how they shop, travel from one place to another, or communicate.
Dhingra and Arora (2008) also noted that the pervasive adoption of mobile
computing in the world has changed the way people compute and interact.

2.3.1 Mobile Devices
According to Sharples and Beale (2003), mobile device is a universal term used to
refer to a variety of handheld devices or handheld computers which allow
individuals to access data/information from any place at any time. Nosrati et al.
(2012) and Sharples and Beale (2003) classified mobile devices into the following
categories:

1. Wearable devices: are small and portable electronic devices worn under or
with/on-top of clothing. These devices have the capability of acting as media
players or are equipped with global positioning system (GPS) technology to
track or provide the location of activities that interest users (e.g IPod Touch).
Other wearable devices such as wrist wear and head-gear can act as
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communication links to remote devices: (e.g Google, Sony, Apple, and
Samsung recently developed smart wrist watches and glasses that could
connect wirelessly to iOS and Android based mobile devices to read email,
text messages, and play music).
2. Personal Digital Assistant (PDA): functions just like a desktop computer and
offers a similar range of applications including web browsers, video and
audio players, and office packages such as from Microsoft. It also combines
features of telephone, fax, Internet and networking, and uses either
keyboards, fingers or a stylus pen to key in data.
3. Smartphones: combine both PDA and mobile phone functionalities into a
single device, allowing users to make calls, send/receive and store
information, and install programs. They use mobile communication systems
such as GSM (global system for mobile communication), GPRS (general
packet radio service) and other wireless connections such as Wi-Fi to provide
stable and uninterrupted connections for sending and receiving data.
4. Phablet: also regarded as mini-notebook computers and function like tablet
PCs, with a stylus pen, touch screen and sometimes a physical keyboard.
They are capable of running Linux and Windows operating systems, and are
considered as regular computers with rich support for internet browsing and
other communication and networking applications.
5. Tablet computers: these are similar to laptop computers, but smaller in size,
shape, and weight. They use touch screens, have virtual keyboards, and are
operated by finger or stylus pen. An early example of a tablet computer was
the iPad, which was introduced by Apple in 2010 that had an operating
system and touchscreen technology. Subsequently, many other manufacturers
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such as Microsoft, HP, Samsung, HTC, developed competing tablet
computers. Today, tablet computers have established a strong niche in the IT
market, and are used as desktop replacements by individuals and
organisations.
6. Notebook and Netbook computers: have been very popular, although tablet
computer adoption has been slowly increasing over the past few years.
Notebooks such as laptop devices function like a desktop computer but are
smaller in size and less powerful in terms of processing speeds, and memory
capacity. One advantage popular amongst users is the ability to connect
through the Internet to remote desktops.
In addition to these devices, there are many other mobile devices that are developed
to perform specific functions based on the services needed. For example, in the
health industry, portable medical devices used in hospitals and emergency services
connect to the Internet and other remote workstations or servers wirelessly. Mobile
phones, web pads, notebooks, handheld and tablet computers, including wrist wear
devices, are the most common found in BYOD environments (Trend Micro, 2012).

2.3.2 Mobile Devices in BYOD Environments
Mobile devices have an enormous impact on the environments in which they are
being used. Many organisations and employees rely on, and use, different types of
mobile devices on a daily basis to achieve their business objectives. For example, the
National Australian Bank discarded all their desk phones for BYOD due to the
increasing reliance on mobile devices for communication by their employees, as
well as for the purpose of improving productivity (Palmer, 2013). According to
Friedman and Hoffman (2008), a survey discovered that over 80% of executives
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were using mobile devices to communicate and work from home or from any other
geographical location. Friedman and Hoffman also noted that the usage of mobile
devices is not exclusive to executives, but also prevalent among non-management
employees. Continuous dependence on mobile systems has called for further
developments in mobile infrastructures relating to hardware and software, as well as
the expansion of wireless networks and hotspots to keep BYOD users connected.

2.3.3 Mobile Infrastructure and BYOD
The infrastructure of mobile devices greatly depends on the mobility factor (Weiser,
1993). BYOD users are always on the move, expecting wired-like network
connectivity and application behaviour. Weiser (1993) noted that a good mobile
infrastructure needs to cover all mobility effects. These depend on mobile network
connections and mobile application support.
Mobile network connections: Modern mobile devices are designed with the ability
to connect to networks. They can be used to connect to the Internet and through it to
workplace servers and other computer systems. With a good wireless infrastructure,
this situation can become less complicated by reducing the need for mobile device
users to navigate in their environment for an Ethernet outlet to connect to the
Internet. Network systems involving Wireless Display (WiDi) technology should be
considered due to their ability to enable users communicate wirelessly and perform
different functions simultaneously with other computer systems such as checking
email messages on a PC while also streaming videos to a TV from the same device
(Barkay et al., 2013).
Mobile application support: Mobile devices need applications to support and adapt
to changes in their environments (Jing et al., 1999; Schilit et al., 1993). Varshney
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and Vetter (2002) stressed that, since the quality of wireless network connectivity for
mobile devices changes regularly and without any notice or warning, mobile
applications must be designed to adapt to these changes. As Noble and
Satyanarayanan (1999) and Noble (2000) noted, due to the frequently changing
environments of mobile users, mobile application support and adaptation methods
based on data fidelity (a measure of data quality), application-aware adaptation
responsibility, and agility & stability (improving user experience), need to be
seriously considered. Mobile device operating systems also play an important role in
application support and performance.
For a good BYOD experience, both mobile network connections and applications
support infrastructure needs to be considered. This can also provide better visibility
in the management of BYOD devices.

2.3.4 Taxonomy of Security and Privacy Threats to BYOD Mobile
Devices
Mobile device attacks normally occur through wireless networks, onto the operating
systems and other user applications (Charlie, 2011). There are numerous types of
security and privacy threats that mobile devices are susceptible to, with Friedman
and Hoffman (2008) classifying them into seven groups:

Mobile malware: this continues to grow as a result of BYOD adoption (Felt et al.,
2011). The aim of malware is to break-in to a mobile device to spy or steal users’
information, and damage the device. Malware threats can consist of viruses, worms,
trojans, and botnets among others. It is noted in a report by Alcatel-Lucent (2013)
that 11.6 million mobile devices are infected with malware at any given time due to
increasing adoption of BYOD. Malware deployed on mobile devices has the ability
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to communicate with remote “command and control” sites, avoiding many
traditional security measures.
Intelligent sophisticated malware was discovered in 2009 to 2010 on mobile devices
equipped with Symbian operating systems (Maslennikov, 2011). This collected
information about mobile devices and their users through SMS messages, and
forwarded the user’s incoming messages to unintended mobile devices. Likewise,
malware that sent messages and made calls from infected mobile devices to
premium rate numbers were detected to be running on the Windows Phone operating
system. Subsequently, a malware which could steal a user’s information and allow
attackers to remotely control a mobile device was noted on jailbroken iPhone
operating systems. Malware which was capable of sending SMS messages to
Russian premium short code numbers from the infected mobile device was also
detected on Android operating systems. Many of these threats are from third party
applications running on the mobile device (Lin et al., 2014).
Phishing and social engineering: these attacks are well thought-out methods of
deception that a hacker/attacker uses to collect or force mobile device users to send
confidential information about themselves to the attacker (Dodge, 2007; Jagatic et
al., 2007). This can be used to trick BYOD users to download malware. Additional
methods of deception can be email messages sent from persons recognised by the
recipients, asking them to reply with confidential information. Invitation to register
personal details on a website, or persuading individuals to install software (malware)
or to download an attachment which runs a hidden key-logger program to their
BYOD device, are also other methods used by hackers (Singh et al., 2014). Most
other phishing and social engineering attack methods make use of wireless networks
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that the hackers know they can intercept, and use to deceive mobile users
(Workman, 2008).
Direct attack by hackers: hackers can use their intellectual skills to identify and
analyse a particular mobile device system, and then launch attacks against it. The
aim of the attack is typically to access, destroy, rewrite/modify, and extract
confidential information, or to publicise the hackers for their exceptional talents.
Direct attacks with the intent of stealing, destroying or modifying confidential data
can have huge effects on organisations, particularly those providing services to
customers through the Internet (Matthew & Hutchinson, 2000). The well-known
“Anonymous” launched direct attacks on many organisations all over the world
(Imperva, 2013). Some attacks compromised mobile devices to access or expose
confidential financial information.
Data communication interception and spoofing: these can be major threats to
wireless networks used by BYOD devices. If a mobile user sends information over
the Internet and it is intercepted, this is a serious concern, because of the risk that the
data can be accessed, modified, or even destroyed. At the same time if a mobile
device can be spoofed through a wireless network and deceived into sending
information to the wrong recipient or receiving any kind of malicious data, this can
result into an even greater security concern (Hansen, 2001). Even if the network is
encrypted, there is still the risk of someone (i.e access point owners or malicious
insiders) having something physically attached to the network that could attempt to
exploit a VPN tunnel. The continuous interception and spoofing of wireless data
streams, and the use of deceptive ways to attract mobile device users to fraudulent
wireless access points, have become a major threat to mobile technology itself, and a
big security challenge to BYOD organisations (Ashford, 2012). As an example, a
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vulnerability called “Hole 196” was discovered by security researchers in the Wi-Fi
security protocol (WPA2) that organisations use to secure their Wi-Fi networks
(AirTight Networks, 2010). Malicious insiders can exploit “Hole 196” to access
personal data of others, as well as inject malicious threats into the wireless network.
Loss and theft of devices: mobile devices loss and theft is an increasing concern, as
more likely to occur with mobile devices than traditional computers. While mobile
devices have increased mobility and communication, together with the ability to
process and store valuable data at any time anywhere, they can be easily lost or
stolen (Zhiling & Yufei, 2012). According to Braue (2007), over 2 million mobile
devices were stolen in the UK during 2005. Similarly, it has been reported by the
Australian Mobile Telecommunications Association that, almost every year, there is
over 100,000 mobile devices reported stolen or lost (AMTA, 2013). When mobile
devices go missing, valuable information can easily fall into the wrong hands, and
may be used for fraudulent and other illegal purposes (Zhiling & Yufei, 2012). The
cost of the device may be less than the value of the information stored on the device.
Malicious insider actions: these are receiving substantial attention, and have been
referred to as one of the most dangerous and complicated security problems ever
faced by organisations (Richardson, 2008). Government and other large
organisations have long been reporting how malicious insiders have exposed
confidential data (Brdiczka et al., 2012). Hunker and Probst (2011) also stressed that
malicious insider attacks are one of the most challenging and problematic security
issues to handle. Insiders have direct access to organisational information resources
and networks; hence it is easier for them to steal, modify or destroy data. With
BYOD, malicious insider threats are easier to realise, since mobile device users have
access to organisational systems and resources anytime, anywhere. BYOD
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employees who are malicious insiders have the possibility of executing malware
attacks, phishing, data interception and spoofing, as well as theft of mobile devices
without notice in the organisations.
User policy violations: a user policy violation is one of the easiest ways to expose a
BYOD device to vulnerabilities. BYOD users do not require any malicious intent.
Ignorance and carelessness, such as accessing and downloading untrusted web
content that might contain malware, and disabling antivirus and firewall applications
to increase speed and performance, can expose BYOD devices to vulnerabilities and
threats. The Citigroup financial company experienced a breach that exposed the data
of over 5000 of their customers, due to one of their employee using a peer-to-peer
(P2P) file-sharing application from a BYOD laptop device on the network (Masin,
2013). Vance and Siponen (2012) noted that organisations are constantly challenged
by ensuring employees compliance with user policies. Even well developed and
structured organisational policies are rendered useless if they are violated.

2.3.5 Conclusion
Mobile device security and privacy is an important research area and increasing
concern for organisations adopting BYOD (Miller et al., 2012; Shropshire, 2010).
Mobile devices are seen to replace desktop computers in organisations. This
paradigm shift has influenced the methods individuals and organisations use to
communicate and handle their businesses, with, most importantly, the wireless
communication network becoming a protagonist (Ferrer et al., 2013). Whenever
wireless communications issues arise, security and privacy concerns are present
(Technology & Business Journal, 2012). Jain and Shanbhag (2012) also noted that
due to the mobile nature of BYOD devices, it is difficult for organisations to enforce
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policies and restrictions on employees accessing unsecured networks, causing data
interception and manipulation, which is difficult to control (Muttik, 2011).

Moreover, contemporary studies by mobile security researchers indicate that
attackers will continue to exploit vulnerabilities and issue threats to mobile devices
to attack organisations, particularly using malicious software (Choo, 2011; Goode,
2010; Lookout Mobile Security, 2011). With traditional security methods and
processes, such as host-based firewalls and content filtering, becoming outdated
tools against the emerging threats in mobile devices (BeyondTrust, 2013),
organisations should prioritise the security and privacy of mobile devices.

2.4 Information security and BYOD
Security has become increasingly challenging to implement and control in some
part, due to BYOD. Pfleeger and Shari (2006) state that the main goal of securing
information is to protect confidentiality, integrity and availability. Peltier (2004)
described it “as the prevention of, recovery from, unauthorised or undesirable
destruction, modification, disclosure or use of information and information resources
whether accidental or intentional” (Peltier, 2004, p. 257). Information security can
also simply mean to have confidential information and information technology
systems secured from illegal access or use, leakage, modification, disruption, or
destruction (Whitman & Mattord, 2010). The confidentiality, integrity and
availability goals are integral for information security objectives to be met: “the
objective of information security is to protect the interests of those relying on
information, and the systems and communications that deliver the information, from
harm resulting from failures of confidentiality, integrity, and availability” (ITIL,
2007, p. 141).
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The “confidentiality” of information is the safeguarding of proprietary data from
disclosure and unauthorised access (Zevin, 2009). Pfleeger and Shari (2006) stress
that access to confidential information resources in an organisation should only be
given to the employees who have authorisation, not anyone who wishes to have
access. If confidential information is compromised, it can be used to attack or expose
an organisation. “Integrity” is ensuring information cannot be altered or modified
without authorisation (McCumber, 1991). The violation of integrity is commonly a
result of deliberate alteration of information by unauthorised persons, or can be
caused when information is mistakenly modified while being processed, stored or
transmitted (Swanson, 2001). Organisational information asset integrity must be
protected in order to maintain the accuracy of that information. This is vital for
organisations that rely heavily on information for decision making. “Availability” is
ensuring information is available and accessible to authorised users if/when needed
(Zevin, 2009). Organisations need to ensure information assets are only accessible
by the authorised persons at the required time, and are used only for intended
purposes.
In BYOD, the confidentiality of information may be unattainable without effective
authentication and authorisation mechanisms, likewise an important component of
integrity, known as non-repudiation (proof of origin of data), should be considered
to maintain accountability (Peltier, 2013).

2.4.1 Information Security Principles
The increasing dependence on BYOD by organisations and employees significantly
affects the protection of confidentiality, integrity and availability of information,
which can be achieved through the implementation of information security
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principles. These consist of policies, standards, and procedures that help define how
organisations achieve effective information security, and guide information security
experts to select, design, develop or evaluate information security controls and
methods. These principles have evolved from physical security principles,
accounting principles, operating system security principles and computer security
principles (Lichtenstein, 1997). According to the Organisation for Economic
Cooperation and Development (OECD, 2012), information security principles
should be based on:


Awareness: all employees in the organisation should become knowledgeable
about security control measures and procedures.



Responsibility: everyone in the organisation should be accountable for
safeguarding information based on their individual role.



Response: everyone should act in a timely manner and cooperate to prevent,
detect and respond to security incidents.



Ethics: due to the way information systems and networks are operated, and
their pervasiveness and adoption by society, it is highly important to respect
the privacy, rights and legitimate interests of others.



Democracy: the security of information systems has to be developed based
on the moral stance acknowledged by society.



Risk assessment: risk assessments should be conducted to assist with the
discovery of threats and vulnerabilities, as well as the development of
mitigation strategies.



Security design and implementation: high priority should be given to
security design and the adoption of suitable solutions to eliminate known
threats and vulnerabilities.
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Security management: security management techniques should be adopted
to prevent emerging threats, and all participants should respond to security
incidents in a timely manner.



Reassessment: security mechanisms and controls need to be reviewed
periodically to ensure that all known/unknown threats and vulnerabilities are
dealt with accordingly.

According to Guel (2007), it is important to examine and understand the relationship
between policy, standards and procedures. This is essential, since standards and
procedures are used to measure the effectiveness of information security policies in
organisations. Policy is normally guides that control and regulate actions, and state
goals to be achieved. Standards describe goals or aims to be accomplished in
specific terms such as timelines, forms and templates which might be frequently
modified in procedures, while a procedure is a detailed guide on how to adopt and
meet the standards.

2.4.2 Information Security Policies, Standards and Procedures
Hone and Eloff (2002) define information security policy as a document to show the
organisation’s commitment to information security. Most importantly, it should be
able to discourage malicious persons by showing the organisation’s readiness to
work in a secure and organised mode. According to Peltier (2004) and Pfleeger &
Shari (2006), organisational information security policy should:


contain a full description of information security and discuss security as an
important tool that enables and governs information sharing



It should state how to achieve confidentiality, integrity and availability goals,
as well as the principles of information security.
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It must explain in simple language the security policies, standards and
compliance necessities which are more specific to the modes of operations.



It must also fulfil all legal, contractual and ethical requirements for security,
as well as protecting and providing a safe working environment for
employees.

Peltier further mentioned that the key elements of an information security policy are
to “be applicable, be easy to understand, be do-able, be enforceable, be phased in, be
proactive, avoid absolutes and meet business objectives” (Peltier, 2004).
An information security policy has to address constraints on access to organisational
resources by internal and external users or systems (Alam & Bokhari, 2007). The
information security policy should encompass the following:
Corporate security policy: This covers the structure of an organisation and its
relationship with external bodies. It includes:


Audit policy: defines all the safeguards in a policy, and ensures that they are
correctly implemented into the system.



Intrusion detection-prevention system policy: incorporates the use of
intrusion detection and intrusion prevention system tools to secure
information.



Logging policy: covers all the storage of activities, such as user login and
file access. In addition, it records organisational information resource usage.



Maintenance policy: covers the selection of top forms of maintenance
approaches and practice for organisational information system and resources.

Operational security policy: This defines the mode of operations of an organisation
and guides it towards achieving effective information security through detecting and
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preventing malware, and storing and backing up data regularly to protect integrity. It
involves:


Data backup policy: describes the importance, as well as requirements of
how information should be backed up on regular basis.



Malicious code prevention policy: explains the controls and measures that
need to be adopted to prevent attacks from malware, worms and viruses.



Platform security policy: defines and helps select the software to be
installed, subject to reliability and security of operating systems.

Personnel security policy: Employees within an organisation should adopt the
security policies or principles that are most applicable to their work, training or
recruitment. It includes:


Accounts and password: the protection of passwords and access rights to
modify, store, or share information.



Training policy: defines and selects the training required for employees;
who to train, and how often the training should be undertaken.



Recruitment policy: concerns how qualified, or what value a person would
add to the organisation if recruited freshly or is being promoted.

Logical security policy: This

provides

reasonable

and

consistent

security

measures to control access to information resources. It involves the following
processes:


Access control: deals with defining or granting users access (based on
authorisations) to information resources and how they will be used.



Communication policy: controls or restricts the unauthorised access of
information resources.
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Change control: ensures the correctness, integrity, and authorised access to
modify or change data, and document all changes made.

While many types of information security policies are used by organisations at
present, the success of these involves thorough understanding of security
requirements, as well as providing technical support for the policies.

Information Security Standards
Information security standards define the main components, concepts, and principles
of information security (Kajava et al., 2006). Standards help ensure that a sufficient
level of information security is achieved, information resources are used efficiently,
and the best security practices are adopted and implemented in an organisation. For
some time, the information technology community has relied heavily on the British
Code of Practice standard for information security (BSI, 1995). Other recognised
information security standards have also been developed by the International
Organisation for Standardisation (ISO), Information Systems Audit and Control
Association (COBIT), Information Technology Infrastructure Library (ITIL), and
Information Security Forum (ISF). These are briefly described below.
ISO Standards
ISO has developed a particular series of international standards that addresses each
specific issue of information security, known as ISO 27000 series. Table 2.1
highlights the key operational standards in this series derived from the ISO 27000
Directory (2009) .
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Table 2.1: ISO 27000 Series Standards (ISO 27000 Directory, 2009)
ISO 27001: This standard was developed in 2005, replacing BS7799-2, a British
Standard that covered information security management. It was aimed to serve as the
final stop for identifying and choosing the variety of controls needed by
organisations for the development, implementation and measurement of effective
security management practice (Rossouw, 1998). The ISO 27001 standard identifies
and defines all the controls and requirements that are needed for starting the
implementation, operation, maintenance and review of an Information Security
Management System (ISMS) in organisations for improvement (ISO 27000
Directory, 2009). In addition, this standard adopts the “Plan (establish ISMS) - Do
(implement the ISMS) - Check (monitor and review the ISMS) - Act (maintain and
improve the ISMS) (PDCA)” model to ensure that an effective information security
management system is established, executed and monitored in organisations (SaintGermain, 2005).
ISO 27002: (previously known as ISO 17799, which was also formerly known as
BS7799-1), is a code of practice for information security which provides a variety of
control mechanisms that can be implemented when there is full compliance with the
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ISO 27001 principles. It establishes rules and principles that will initiate, develop,
implement, maintain, and improve organisations information security management.
ISO 27003: is intended for guiding and furnishing information security experts with
all the security tools, processes, and techniques needed for the implementation of an
efficient information security management system in organisations.
ISO 27004: assists with the development and use of procedures to measure the
efficacy of established and executed information security management system
pointed out in the ISO 27001 standard.
ISO 27005: covers information security risk management, and provides strategies on
how organisations can manage information security risks.
ISO 27006: provides policies for the accreditation of organisations that offer
certifications in information security management system (ISO 27000 Directory,
2009).

COBIT
COBIT (Control Objectives for Information and Related Technology) was
established by the Information Systems Audit and Control Association (ISACA) in
1996, to help organisations manage and control the risks and threats relating to
information technology. The aim is to research and implement the latest sets of
controls for information technology resources daily used by business organisations
(Information Systems Audit and Control Association, 2007). It consists of five
fundamental principles: “meeting stakeholder needs, covering the enterprise end-toend, applying a single integrated framework, enabling a holistic approach, and
separating governance from management” (ISACA, 2012, p. 15). It incorporates
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other major internationally recognised standards such as the Information Technology
Infrastructure Library (ITIL) standard.

Standard of Good Practice for Information Security
The Information Security Forum (ISF) developed this standard to help organisations
evaluate and measure the effectiveness of their information security management. It
looks at information security from a business perspective with a focus on risk. The
first publication of the standard was in 1996, and since then it has been reviewed and
updated every two years. It covers six different aspects of information security:
security management; end user environment; critical business applications; systems
development; networks; and computer installations (Information Security Forum,
2003).

Information Technology Infrastructure Library (ITIL)
The IT Infrastructure Library (ITIL) also now known as ISO/IEC 20000 is the most
commonly used standard for IT service management (Lloyd, 2003). It was
established by the United Kingdom's Office of Government Commerce (OGC), and
is recognised and acknowledged as the de facto worldwide standard in IT service
management (ITIL, 2007).

2.4.3 Information Security Constraints in BYOD Organisations
Organisations require accurate and reliable information security system because they
depend on information technology to develop, manage and communicate substantial
information resources. Information security concerns the protection of valuable
assets: information processed, recorded, stored, and owned by the organisation
(Parker & Sarup, 1995). Information has an important role in supporting an
organisation’s operational processes and methods, hence a major concern is how
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organisations should secure their confidential information (Posthumus & Von
Solms, 2004). Information security concerns in BYOD are mainly centered on the
security of data, since that is the organisational asset at risk (Morrow, 2012). Other
security concerns are applications, lack of adequate safeguards on devices, and
stolen, lost or hacked devices. These all could lead to compromise and exposure of
confidential data. The Trend Micro (2012) report states that 93% of BYOD tablet
computers and 84% of BYOD smartphones accessing corporate data do not have any
form of safeguards installed. Peltier (2013) stresses that information security in an
organisation should be a complex system which consists of computer systems used
to support the organisational environment, and software applications and databases
used to secure data, as well as policies, procedures, training, and other aspects that
rely on people. The chief aim should be to secure the important information
resources and assets of the organisation through the selection and application of
appropriate safeguards like firewalls, passwords, biometrics, smart cards, and other
physical security methods (Pfleeger & Shari, 2006).
In most organisations, information security tends to have the same meaning, but is
accomplished differently. Security focused organisations invest resources to
implement an efficient information security system to protect their information
assets. In a small to medium size organisation (SME), managing information
security can be quite challenging if the company is unable to commit adequate
resources. Rees (2010) noted some SMEs disregarding information security
practices due to financial constraints; Skidmore (2012) noted that security breaches
in SMEs are increasing as a result of using mobile devices to process and store
information. In multinational organisations, information security can also be difficult
and expensive to maintain. With branches in different geographical regions running
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on the same network, cybercriminals can use branches as a stepping stone to attack
the head office. Kaspersky Lab (2012) reported that most of the big security
challenges faced by organisations relate to malicious insiders, careless employees,
and hacktivism activities on their networks. Additionally, mobile malware attacks
are becoming prominent threats faced by organisations due to BYOD (Dang et al.,
2013; Olavsrud, 2013).
Information security in organisations starts and ends with the people interacting with
the organisational information resources and assets. The weakest link in a security
chain is the internal entities (end users), followed by the external entities (crackers
and hackers) that are trying to access the protected information resources and assets
(Crossler et al., 2013). By understanding information security principles (policies,
standards and procedures), security managers can create strong security profiles that
have the potential to eliminate many of the risks and threats caused by BYOD, thus
improving end users performance, and resulting in more secure systems for
organisations.

2.4.4 Conclusion
This section identified the literature directly related to information security and
organisational security practices, and reviewed the ways of integrating effective
information security into organisations. The research demonstrates that management,
employees, policies, standards, procedures, and best practices, all play an important
role. BYOD organisations must take a holistic approach to information security and
incorporate it their processes and methods. One of the major factors that can
positively influence BYOD security in organisations is an information security
policy. Various research articles have emphasised such policies as an effective
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means of dealing with information security problems in organisations, as well as
supplementing technical security controls.
Information security has been identified as an important aspect in strategic
management, and an integral component of good corporate governance (Bowen et
al., 2012). Different information security principles have been developed, and
enhanced, to ensure effective security management and protection of organisational
information resources. These principles structure the confidentiality, integrity, and
availability goals throughout the lifespan of the information. However, structuring
“confidentiality” around organisations’ information resources and assets is difficult
(Fienberg, 2000), particularly in the presence of BYOD. Confidentiality of
information is an important aspect that needs to be considered when information
resources and assets are deemed private. The question of “what information should
be deemed private in order to be protected from unauthorised access”; and “to what
degree or extent should that information be protected”; all fall under the concept of
information privacy. Hence, achieving information privacy is essential when trying
to achieve information security whether for BYOD, or for the organisation overall.

2.5 Information Privacy and BYOD
Information privacy is one aspect of the general concept “privacy”, and in order to
understand it, the term “privacy” has to be thoroughly understood first. While
privacy is a notion that applies to all living creatures and their activities in the world,
It is notoriously difficult to define (Tsai et al., 2011).
The first practical reference to privacy was cited in the English Justice of the Peace
Act in 1361, which considered eavesdropping as a crime (Langheinrich, 2009).
Scholars explain and characterise privacy with emphasis on isolation, withdrawal
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and avoidance of interaction (Holvast, 2009; Warren & Brandeis, 1890; Westin,
1967). However, according to Altman (1975), an alternate theory explains privacy
with a focus on its more dynamic and conflict nature as “the selective control of
access to the self or to one’s group” (Altman, 1975).
In light of Altman’s description of privacy, Burgoon (1982) defined information
privacy as the ability of persons to control and decide how, when, and to which
degree information about them will be shared or communicated to other persons or
organisations, and how, and through what, or across what, medium that can be
achieved. As a result, in the early 19th century some scholars referred to information
privacy as communication privacy (Gavison, 1980; Hellman, 1970; Thomson, 1975;
Zelermyer, 1959), also now known as “data protection”, as it covers the privacy of
information sent across computer networks and telecommunication systems.
Technological advancements like mobile computing devices and their spread, plus
the boosted increase in computing power, have made it easier and cheap for personal
information to be compromised (Joinson & Paine, 2007). This has led privacy to be
re-examined as not only a “right”, but with a claim that it should incorporate
information technology systems, and include concerns over the control and use of
personal information (Rauhofer, 2008). The terms information privacy and
information security are now frequently confused. Herold (2002) noted that many
security professionals refer to information privacy as information security or data
protection against risks of information being accessed or modified by unauthorised
persons. Certainly, information security is compulsory, but not a satisfactory
condition, for information privacy. For example, a business organisation can secure
its customer’s information, but if the customer does not agree to, or is unaware of,
collection of that information, information privacy rights are violated.
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O’Neil (2001) mentioned that personal information privacy is one of the most
important policy issues facing IT systems. Previously, McAdam (1981) noted that
information privacy issues are not exclusively due to IT systems, but rather, the
dependence on and constant usage of these systems. Information technology systems
on their own do not violate privacy, but the persons using them, including the
strategies, principles, and policies they adopt, create violations (Garfinkel, 2008). In
cases when individuals or organisations voluntarily provide their personal
information, privacy can still be compromised because of lack of control over that
information (Culnan & Armstrong, 1999; Miyazaki, 2008).
Organisations must have appropriate safeguards against various privacy threats, and
must also develop and implement information privacy programs to protect their
resources and employees (Culnan & Williams, 2009). These privacy programs can
be developed using information privacy principles and policies.

2.5.1 Information Privacy Principles
Information privacy principles can be referred to as the set of guidelines or policies
that inform individuals and organisations on how to protect their private information.
While information privacy principles and policies may be industry specific, there are
also generic information privacy principles that are widely accepted. These are
applied to protect almost any type of information, especially in the information
technology discipline, and are detailed below.
Organisation for Economic Co-operation and Development (OECD)
Information Privacy Principles
The OECD privacy principles were developed in the 1970s and adopted in 1980.
They are some of the most frequently used privacy principles, and always reflect in
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both present and evolving information privacy protection laws. They are the
foundation of information privacy programs, and aid the development of national
and international information privacy policies (Gerber, 2010). The OECD eight
privacy principles are:
1. “Collection Limitation Principle: there should be limits to the collection of
personal data and any such data should be obtained by lawful and fair means
and, where appropriate, with the knowledge or consent of the data subject.
2. Data Quality Principle: personal data should be relevant to the purposes for
which they are to be used, and to the extent necessary for those purposes, should
be accurate, complete and kept up-to-date.
3. Purpose Specification Principle: the purposes for which personal data are
collected should be specified not later than at the time of data collection and the
subsequent use limited to the fulfillment of those purposes or such others as are
not incompatible with those purposes and as are specified on each occasion of
change of purpose.
4. Use Limitation Principle: personal data should not be disclosed, made available
or otherwise used for purposes other than those specified in accordance with the
purpose specification principle, except with the consent of the data subject or by
the authority of law.
5. Security Safeguards Principle: personal data should be protected by reasonable
security safeguards against such risks as loss or unauthorised access, destruction,
use, modification or disclosure of data.

43

6. Openness Principle: there should be a general policy of openness about
developments, practices and policies with respect to personal data. Means should
be readily available of establishing the existence and nature of personal data, and
the main purposes of their use, as well as the identity and usual residence of the
data controller.
7. Individual Participation Principle: an individual should have the right to
a) Obtain from a data controller, or otherwise, confirmation of whether or not
the data controller has data relating to him
b) Have communicated to him, data relating to him within a reasonable time at
a charge if any, that is not excessive and in a reasonable manner and in a
form that is readily intelligible to him
c) Be given reasons if a request made under subparagraphs (a) and (b) is denied,
and to be able to challenge such denial
d) Challenge data relating to him and, if the challenge is successful to have the
data erased, rectified, completed or amended.
8. Accountability Principle: a data controller should be accountable for complying
with measures which give effect to the principles stated above.” (OECD, 2002,
p. 14)
The principles aim to ensure that, when information is transferred or exchanged
between two countries, the same level of privacy is applied. The OECD guidelines
are the best procedures used to protect personal information. Many countries,
including Australia, implement aspects in statutory law (Tan, 2008).
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Asia-Pacific Economic Cooperation (APEC) Information Privacy Principles
The APEC information privacy principles were developed in 2004, with a focus on
the unrestricted flow of information in the technology age. Tan (2008) indicated that
the APEC principles do not aim to stop or limit the unrestricted free flow of
information, but support the development of new methods or techniques that will
cater for protecting information during unrestricted free flow. APEC information
privacy principles are very similar to the OECD privacy principles, omitting the
“openness principle” and adding “preventing harm” and “choice” principles. These
additional principles cover the misuse of personal information to prevent harm to
individuals, as well as provide individuals with choices over the collection,
disclosure and use of their personal information.
Safe Harbor Privacy Principles
The safe harbor privacy principles were developed by the United States Department
of Commerce in 2000. These are very similar to the OECD privacy principles, but
emphasise the application in chronological order. The main purpose was to help US
organisations, particularly exporters, to act in accordance with the European Union
data protection directive, so as to enable them to conduct business in the European
Union (Blanke, 2000). The safe harbor principles have been identified as an
effective option for managing and protecting customer information (Harvey &
Sanzaro, 2000). They are sometimes used by organisations that offer shipping and
freight services to design, develop and implement privacy policies, as well as
monitoring and measuring the efficacy of the privacy policy programs they have
implemented.
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Country/State Information Privacy Principles
The importance of protecting personal information has been recognised by nations
since privacy was identified as a factor that, if breached, affected the ability of
individuals and organisations to function properly and be productive in society
(Milberg et al., 1995). This called for countries to develop their own set of privacy
rules to protect individual personal information.
Organisations protecting information resources across countries must understand and
abide by each country’s privacy principles and guides, to operate in accordance with
the laws governing and protecting personal information in each country.

2.5.2 Information Privacy Constraints in BYOD Organisations
Organisational information privacy is the behaviour or attitude of firms towards
protecting their information resources and their customers personally identifiable
information (Greenaway & Chan, 2005). There is a growing concern of how
personal information may be intentionally exposed by organisations, or as a result of
usage of mobile devices by employees (Ashford, 2012; Eddy, 2012). Bitglass (2014)
reported that 68% of all healthcare data breaches since 2010 are due to mobile
devices theft or loss, and 23% due to hackers. Fossi et al. (2011) also reported that
theft or loss, and hacking of mobile devices made up 54% of identity theft-related
data breaches. This suggests that individuals’ ability to manage, or trust
organisations to manage, their personal information is a complex problem.
The concerns about information privacy in corporate environments are alarming. At
an organisational level, information privacy has been identified to be a critical
problem for businesses (Hann et al., 2002), and, with the introduction of BYOD, this
may be aggravated. Since 1974, the U.S. Congress has enacted a privacy law to
regulate how the government collects and uses people’s personal information
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(United States Federal Law, 1974). In addition to the guidelines on how to control
the collection and use of personal information by organisations (OECD, 1980), in
1995, the European Union implemented a data protection directive, insisting that
personal information should not be transferred to any country which did not provide
sufficient protection for that information (European Parliament and Council, 1995).
This directive also served as a warning to organisations with operations in the
European Union to have the required compliance procedures in place (McCorkell,
1998).
According to Smith et al. (1996), how to manage individuals’ information has been
either the responsibility of the individual signing a contract with the organisation to
protect and manage the use of their personal information, or the responsibility of
government to protect the individual’s privacy. A number of reports show that,
periodically, organisations commit financial resources to implement safeguards and
information privacy programs that will ensure information is being protected from
leakage and other threats, but do not use them (Conger, 2009; Culnan & Williams,
2009). Instead, they deliberately share the personal information of their clients or
employees with business associates who may also repeatedly share that information
with other organisations.
Information breaches are issue that all organisations must contend with (Ashford,
2012). Organisational management are also concerned of personal data on BYOD
devices due to the capacity for litigation (Kaneshige, 2012; Lebek et al., 2013). As a
result, some organisations are implementing strict BYOD policies that allow them to
remotely wipe personal data on BYOD devices, force-install apps, and monitor
device usages (Dedeche et al., 2013; Miller et al., 2012). These measures can lead to
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private data retention, and privacy exposure. Also, from BYOD organisation
employees’ standpoint, employees-ownership does not exempt the device from
forensic review in cases of litigation. This requires all personal information such as
browsing history, pictures, movies/songs played and downloaded, personal contacts,
calls, emails, text messages, and other social networking activities stored on the
devices to be accessible. Employers who use mobile device management tools may
also deliberately, or accidentally, track and monitor employees’ online activities and
the real time location of their devices. According to a study by Fiberlink (2012),
82% of the employees surveyed considered the potential of tracking their devices an
invasion of their privacy, while 76% of the employees disagree with their employers
having access to applications installed on their devices. Over 80% showed concern
about the possibility of their employers tracking websites and browsing history on
their devices during off-work period. More than 86% were worried about
unauthorised remote wipes/deletions of their personal data.

2.5.3 Conclusion
The importance and the processes of achieving information privacy for individuals,
organisations and their employees has been discussed in the literature above. The
review showed there are many studies that highlight the challenges faced by BYOD
organisations and employees as a result of inadequate understanding of information
privacy. The studies also highlight that information privacy principles and policies
play a vital role towards protecting individuals, organisations and employees
privacy. With BYOD organisations facing a variety of privacy threats, together with
other associated information breaches, there is a need to recognise the importance of
protecting personal information in BYOD environments. Therefore, an increasing
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reliance on BYOD is restructuring privacy around technology usage, and
highlighting the need for effective information privacy policies.

2.6 BYOD Management Solutions
Increased BYOD adoption, and the rapid growth of a mobile workforce, with the
need for remote access to information resources, poses security and privacy threats
to confidential data. Hayes and Kotwica (2013) emphasise that a successful BYOD
program spans many functions within an organisation, inclusive of human resources,
legal, IT, finance and operations. Hence, BYOD challenges can be approached from
multiple perspectives, both organisational and technical. This section details the
policy and technology management that has evolved to accommodate the threats in
BYOD. These approaches, together with their advantages and disadvantages are
discussed.

2.6.1 Network Approach
BYOD requires anywhere, anytime connectivity. The key idea behind the network
approach to deal with BYOD is the Network Access Control (NAC) technology: the
NAC system controls how and which devices access a network. Different BYOD
network solutions have been developed and offered by many vendors. Among the
popular ones offered are by Cisco Systems, and Meru Networks (2012) which are
examined below.
Cisco networks BYOD solution: Figure 2.1 provides an overview of the BYOD
solution offered by Cisco. The Cisco BYOD solution is based on the Cisco
borderless network architecture, which allows authorised persons to use any device
anywhere or anytime to connect to their organisation's network. In order to meet the
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connection requirements from different devices and locations, Cisco divided the
connection points (e.g wired, wireless LAN, wireless WAN).

Figure 2.1: Cisco BYOD Solution (Anderson, 2012)
For a secure connection, they combined X.509 certificates, and 802.1x network
access managers, enabling the coverage and support of large variety of devices.
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Cisco has also incorporated centralised security and policy systems to help detect
devices and users and apply different policies and rules to each. The network control
system is responsible for the management of the network and its other performance
features. When users connect to a network, they initially go through the
authentication stage at which the state of their devices are firstly assessed, device
profiles are created, and policies and rules enforced, before authorisation is granted.
A mobile device manager is used for accounting/logging of clients that accessed the
network, what resources they were granted access to, and the network connect
session. It also provides management of the mobile devices (Anderson, 2012).
Meru networks BYOD solution: the Meru Network places greater emphasis on
portable mobile devices that employees bring into the corporate network. In order to
build a safe and effective BYOD solution, Meru developed guidelines to control the
network structure. Figure 2.2 shows how the network control structure system for
mobile devices is established.
When mobile devices join a network, they must first go through authentication
processes in order to be granted access to the network: users authenticate through an
application, requiring minimal help from the organisational IT department. In order
to manage different devices on the network, a variety of services and resources are
used, such as device encryption and upgrades. The system can also assign users
rights and privileges depending on the job role, and place them in the correct
environment within the network system.
The Meru BYOD system has been designed for wireless LAN enabled devices in an
organisation. The system provides the option of "Smart Connect" and “Guest
Connect” for identity-based access, device registration and policy management for
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both corporate and private owned mobile devices (Meru Networks, 2012). These
options provide secure connections by simplifying the 802.1x access and sharing of
Wi-Fi connections using policies and rules. New users can also easily create their
own Wi-Fi profile through a web portal and enter their username and password to
gain access to the network.

Figure 2.2: Network Control Structure for Devices in Meru BYOD Solution
(Meru Networks, 2012)

52

The advantages of the network approach to BYOD is that there can be secured and
controlled network and application access for a wide variety of compatible devices,
irrespective of user location. A review of the literature shows that network access
policies can be enforced for devices to differentiate and control access to
information resources (Scarfo, 2012). Authentication and encryption can be used to
protect networks. Virtual LANs can also be used to keep devices on separate
segments to reduce network traffic, as well as group users based on functions, or
access control policies (Ghosh et al., 2013). Mobile Device Management (MDM)
tools can be integrated with network infrastructure to provide visibility across the
entire network, as well as complete management of resources, services and users
(Jindal & Naik, 2013).
The weaknesses of the network approach is the compatibility and support of various
devices with different operating systems on the network (Rivera et al., 2013). Also,
assigning network service and access to network resources to the right device might
be a problem, particulaly when a single user has multiple devices on the network.
Mobile device managers may create opportunity to compromise or tamper with
private data, especially if policies enforced require the mobile device applications
and file to be open and workable remotely by the system. The monitoring and
logging of devices can be chaotic, and modified or malicious devices might be
undetected. Infected devices connecting via VPN can compromise the connecting
network. Similarly, infected devices on VLANs can infect all other devices on the
same network, making them bots during DDOS attacks (Morrow, 2012).
Additionally, rich media content access can overload the network, and managing or
tracking such contents can be a problem (Kerravala, 2012). Table 2.2 provides a
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summary of the advantages and disadvantages of the network approach to manage
BYOD.









Pros
Secure and controlled network and
application access for wide variety of
compatible devices.
Enforced network access policy for
devices.
Differentiated access to network
resources based on custom policy
options.
Mobile Device Management (MDM)
tools can be integrated with network
infrastructures to provide visibility
across entire network, as well as
complete management of resources,
services and users.
Authentication and encryption can be
used to protect networks.
Virtual LAN’s can be used to keep
devices on separate segments to reduce
network traffic, as well as group users
based on functions, or access control
policies.













Cons
Compatibility and support issues of
various devices with different operating
systems on the network.
Rich media content access can overload
the network, plus managing and
tracking rich media contents can be a
problem.
Mobile device managers may create
opportunity to compromise or tamper
with private data, especially if policies
enforced require the mobile device
applications and file to be open and
workable remotely by the system.
Monitoring and logging of devices can
be mixed up.
Modified or Malicious devices might be
undetected.
Assigning network service and access to
network resources to the right device
might be a problem, particulaly when a
single user has multiple devices on the
network.
Infected devices connecting via VPN
can compromise the connecting
network.
Infected device on VLAN can infect all
other devices on the same network,
making them bots during DDOS
attacks.

Table 2.2: Network Approach Solution to Manage BYOD

2.6.2 Mobile Device Management (MDM) Approach
The BYOD MDM approach is a software platform solution which securely monitors
and manages mobile devices. Its functionality includes centralised distribution of
applications, data, and configuration settings to all devices on a network (Rhee et al.,
2012). MDM tools like Microsoft Exchange ActiveSync, Google Device Manager,
Apple Profile Manager, can be used to secure and manage specific functions of
devices, through enforcing policies, then using the configuration manager to check
whether devices are compliant.
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The benefits of the MDM approach is that it provides a unified approach to manage
all mobile devices, plus desktops, and servers: access policies can be enforced for all
devices connected via the MDM platforms. Configuration managers are used to
provide visibility of connected devices, and report devices that do not comply with
policies. Mobile Device Management servers can be used to send configuration
profiles like user policy, remote wipe, remote lock, clearing device passcodes
through the network. Camera, apps, and cloud usage can be restricted on devices
using application management systems.









Pros
Unified approach to manage all mobile
devices, plus desktops, and servers,
using the same tools that are related.
Access policies can be enforced for all
devices connected via the MDM
approach platforms.
Device application management using a
secure App manager as a bridge to App
stores.
Configuration Managers are used to
provide visibility of connected devices,
as well as report devices not complying
with policies.
MDM servers can be used to send
configuration profiles like user policy,
remote wipe; remote lock; clearing
device passcodes etc, to devices through
the network.
Camera, Apps, and Cloud usage can be
restricted on devices.











Cons
Unified approach to manage all mobile
devices including desktop and servers
might be too confusing using the same
or related tools-set especially when
device compatibility issues arises.
Secured contents cannot be guaranteed
from App stores.
Corporate data can be mixed up with
personal data.
No controls or access to stop devices
running blacklisted apps, and from
logging on to corporate network.
Device owners will need to install third
party Apps to use the full mobile device
management features.
Supports only a limited number of
devices and operating systems.
No ability to access and control user
devices to troubleshoot problems.
Mobile device manager App on the
devices can be deleted by users, and
once it is deleted, all security profile
settings on device are also removed.

Table 2.3: MDM Approach Solution to Manage BYOD
The drawback of the MDM approach is that the centralised approach to manage all
mobile devices including desktop and servers might be difficult using the same or
related tools-set when device compatibility issue arises. Only a limited number of
devices and operating systems are supported. Corporate data can also be easily
mixed up with personal data since they are used in the same platform. Malware can
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easily be transferred to corporate networks if additional controls are not used to stop
devices running blacklisted apps. There is no ability to fully access and control user
devices to troubleshoot problems. Device owners might not be comfortable with the
organisation remotely wiping devices without consent.
Table 2.3 provides a summary of the advantages and disadvantages of the MDM
approach to managing BYOD.

2.6.3 Virtualisation Approach
Virtualisation can be an effective method of managing corporate data in BYOD
environments. It enables employees secure access to their desktops via their mobile
devices. In cases where employee devices are stolen or lost, the remote access
connection is broken in order to protect the data (Scarfo, 2012).
Virtualisation allows applications and desktops to run on back-end servers, instead
of the mobile devices (Jindal & Naik, 2013). It provides secure remote access to
resources, leaving no corporate apps and data on users’ devices, thus separating
corporate and personal data (Barr et al., 2010). Virtualised apps offer more
functionality than mobile apps because they are not limited by system resources,
while applications can easily be updated on devices using centralised approach (Lv
& Tang, 2014). It will be difficult for malware and viruses to be sent through
virtualised apps (Gimenez Ocano et al., 2015).
However, with virtualisation, compatibility or support for mobile devices to access
remote desktops could be a big challenge for IT: not all mobile devices support or
meet the system requirements to run virtual apps and desktops. Connecting to remote
desktops from mobile devices can expose the corporate network to external threats.

56

Applications that require an external mouse and keyboard control can be difficult to
use with a touch screen keyboard. Loading a virtualised app normally takes longer
than loading a mobile app. It may be difficult to display or work with applications
compatible with large screens on small screens. No Internet access means no ability
to work or access resources remotely.
Table 2.4 provides a summary of the advantages and disadvantages of the
virtualisation approach to managing BYOD.









Pros
Allows applications and desktops to run
on back-end servers, instead of the
mobile devices.
Secured remote access to resources.
Leaves no corporate Apps and data on
users’ devices.
Corporate and personal data separated.
Virtualised Apps offer more
functionality than mobile Apps.
Malwares and viruses cannot be sent
through virtualised Apps.
Easier centralised approach to update
applications on devices.









Cons
Not all mobile devices support or meet
the system requirements to run virtual
Apps and desktops.
Connecting to remote desktops from
mobile devices can expose corporate
network to external threats.
Compatibility or support for mobile
devices to access remote desktops could
be a big challenge for IT.
Applications that require external mouse
and keyboard will be difficult to use.
Loading a virtualised App normally
takes longer than loading a mobile App.
It will be difficult to display or work
with applications compatible with large
screens on small screens.
No internet access, means no ability to
work or access resources remotely.

Table 2.4: Virtualisation Approach Solution to Manage BYOD

2.6.4 Phone-Centric Approach
This approach focuses on securing the device itself, with hardened systems
permanently installed by the device manufacturers. Controls work based on how the
devices access network and data resources. Dual sim and containerisation
technologies are used to separate work space from personal space on devices (Rivera
et al., 2013). However, these approaches are mostly preferred on Choose-YourOwn-Device (CYOD), or in environments that require high security (La Polla et al.).
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Pros
Trusted boot from the operating system
to protect data once the device is
switched on.
Secured device architecture built with
layers of trust and security for encrypted
calling and messaging.
Secured pre-installed Apps that operate
based on App permission management
policy built in devices.
Encrypted internal storage.
Dual sim capability for private and
commercial networks, and also to
separate work space and personal space.
Device can be configured to control or
limit specific functions based on location
or connected network to avoid data loss.
Active Directory can be used to manage
devices.
Containerisation technology can be used
to separate work Apps from personal
Apps.
Copying or downloading of data outside
work container is restricted.
Work containers can be flushed remotely
by employer without impacting users’
personal data
Devices like Boeing Deep Black phone
have the ability to self-destruct (erase
data and software) if device is tampered
with in any way.










Cons
Device users will be stuck with default
pre-installed Apps only.
It is inevitable for unsecured data or
Apps to be downloaded, since Apps
permission policies are managed by
device users.
Data is secured at the application level,
and malwares at present, exploit zero
day vulnerabilities.
Hardware encryption might not work on
micro-SD card attached to devices.
Device data usage is difficult to know.
Technologies like containerisation, will
always leave corporate data on the
device and vulunerable.
The experience of BYOD user
satisfaction is challenged.

Table 2.5: Phone-Centric Approach Solution to Manage BYOD
The rewards of the phone-centric approach towards managing BYOD is that
techniques such as trusted boot from the operating system, to protect data once the
device is switched on, can be implemented. The device architecture can also be built
with layers of trust and security for encrypted calling and messaging, and to also
have encrypted internal storage. Apps can be pre-installed to operate based on app
permission management policies built into devices. Devices can be pre-configured to
control or limit specific functions based on location or connected network to avoid
data loss. Containerisation technology can be used to protect the exposing of
corporate data by restricting the copying or downloading of data outside work
containers.
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On the other hand, the main disadvantage with the phone-centric approach is that the
experience of BYOD user satisfaction is challenged. Device users will be restricted
to use default pre-installed apps only. Data is secured at the application level, and
malware at present exploit zero day vulnerabilities. Hardware encryption might not
work on removal memory (micro-SD) card attached to devices. Device data usage
might be difficult to know or control. Technologies like containerisation will always
leave corporate data on the device and therefore vulunerable.
Table 2.5 provides a summary of the advantages and disadvantages of the phonecentric approach solution to managing BYOD.

2.6.5 Conclusion
Due to the limitations of each approach, organisations are mixing these approaches
to address the security and privacy issues in BYOD. Integrating Mobile Device
Management tools to network infrastructures to automate secure on-boarding is
rapidly growing. Phone-centric approaches, particularly using containerisation
technology to restrict users ability to access, copy, paste or edit data held in
application containers, are used in conjunction with virtualisation approaches to
provide remote access to the containers. Explicit customised BYOD policies are
implemented by some organisations to work hand-in-hand with MDM and network
approaches to reduce the risks of potential data loss.
As BYOD is a new relatively phenomenon, the mechanisms and approaches to deal
with security and privacy issues have not undergone extensive academic peer
review. A key contribution of this thesis is the synthesis of the different approaches.
This review is one of the first academic attempts to engage with this important and
emerging area.
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2.7 Summary of Literature Review
Determining the steps and actions needed to be taken by organisations to
successfully design, implement, and maintain effective information security and
privacy is difficult. BYOD has left management and IT decision makers in
organisations with inadequate knowledge to make precise decisions, or select
appropriate controls for information security and privacy, as there is currently no
best common practice (Christopher, 2012; Lebek et al., 2013; Miller et al., 2012;
Morrow, 2012; Tokuyoshi, 2013).
Organisations increasingly embrace BYOD, but many of them are failing to
understand the security and privacy challenges associated with its practice (Ashford,
2012; Robinson, 2013). As noted from the literature review, the lack of
understanding of BYOD by organisations puts them at risk of not only being left
behind by their competitors, but, also, most importantly, of losing control of their
critical information resources and assets.
The review in Section 2.6 identified a gap that revealed none of the mechanisms or
approaches to date, that protect confidential information in BYOD environments,
have balanced the conflicting goals of trying to secure the device itself, or the data
on the device. They either sacrifice/expose data, or impact on users’ experience. If
security and privacy of data cannot be achieved, then the BYOD approach is futile.
Likewise if users’ experience is destroyed, the solution is weakened and deemed
unsuccessful. Additional studies reviewed indicated that there is lack of availability
of adequate and effective mobile device management tools, policies, standards and
procedures for BYOD (Acronis, 2013; Guan, 2012; Rivera et al., 2013; ZixCorp,
2013). In addition, the few mobile device management tools available do not support
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multiple platforms of devices and pose severe privacy concerns due to their intrusive
nature (Koh et al., 2014). The different mobile devices with different operating
systems cause compatibility and patch management compliance issues. The
detection of a mobile device or tracking its activity in a network can be difficult.
Unverified and untrusted applications can introduce malware, viruses, and
bandwidth issues. Lost or stolen devices lead to data loss, data theft, and easy
attacks, since the device can connect to the network remotely.
Traditional security methods and processes such as host-based firewalls, and content
filtering, have become outdated against the emerging threats in mobile devices. They
also consume system resources and slow down the device (BeyondTrust, 2013).
Furthermore, since antivirus solutions work internally with the core processor of
devices operating systems, loop holes for attacks can easily be opened, especially
since malware at present exploit zero-day vulnerabilities (Bilge & Dumitras, 2012).
Moreover, Section 2.6 highlighted that current BYOD solution systems focus on
secure network capabilities, and not on how to strike a balance between the
availability and protection of information resources and assets. Hence the
confidentiality, integrity, and availability goals of information security, together with
privacy, are compromised.

The failure to achieve confidentiality of information in BYOD environments is a
failure in achieving integrity. If confidentiality of information is broken in BYOD, it
will not take much for integrity (authenticity, accuracy, and trustworthiness) of
information to be compromised. Also, achieving availability of information in
BYOD means increasing the ability to access information resources as and when
needed. This involves extending information access to users outside organisational
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control, and any restriction on this might reduce productivity and efficiency in
BYOD practices. Therefore, the adoption of BYOD without adequate attention to
information security and privacy may increase the risk of confidential information
loss.

2.8 Conclusion
The methods to attain information security and privacy in BYOD environments are
an important area of study. The literature review discussed studies on BYOD
information security and privacy, and the various concerns and roles played by
organisations towards BYOD. The threats to confidential information in BYOD are
diverse and complicated, therefore BYOD security and privacy must be an
integrated and holistic process encompassing the whole organisation. Organisational
management needs to know and understand how to emphasise, implement, and
maintain BYOD information security and privacy within their organisations (Miller
et al., 2012; Morrow, 2012). However, it may be very difficult for the management
to know what aspects of information security and privacy to emphasise, or the
aspects that may produce effective solutions. Researching BYOD issues and their
potential impacts, information security and privacy measures/controls and best
practices, simplifies this task for organisations by focusing their efforts on successful
information security and privacy for BYOD.
There are several challenges around BYOD adoption and practices by organisations.
These challenges range from executives and management not fully aware or
understanding the information security and privacy risks associated with BYOD, and
the lack of user education, and holistic security and privacy policy approaches that
organisations can follow. Hence, a gap exists within the current research literature
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involving comprehensive policies to advise organisations on how to achieve and
balance BYOD information security and privacy. This research will address this gap
and equip organisations with knowledge for a better understanding of how to weave
different aspects of information security and privacy functions and processes, in
order to provide holistic protection of confidential information in BYOD.
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Chapter 3: Research Framework
To conceptualise the main dimensions for information security and privacy in
BYOD organisations, a framework is proposed to help guide the process of
collecting data, including the selection of the interview and questionnaire research
questions. The theoretical foundations that underlie the conceptual framework are
discussed, followed by the framework development and justifications.

3.1 Research Conceptual Framework
The literature of four subjects: BYOD, mobile computing and BYOD, information
security and BYOD, information privacy and BYOD, which are considered in this
thesis, have suggested several elements relating to information security and privacy
that may impact BYOD practices and management in organisations. The
investigation of these elements forms the basis of this study.
BYOD as a custom of personal technology usage taking place in organisations due
to employees’ behaviour has brought about many challenges, which have been
mostly studied and addressed from a technical angle. However, recent studies (e.g
Acronis (2013), ForeScout Technologies (2012), Guan (2012), ZixCorp (2013))
shows BYOD should not only be managed using technical controls. Rather, the
application of controls comprising of policies and procedures, user psychology, and
environmental settings are needed. Yet these non-technical controls for the
management of BYOD have received little attention.
As described earlier, the results of the empirical investigation that is undertaken in
this study aim to give an understanding that will aid the development of a suitable
generic model for BYOD management in organisations. Miles and Huberman (1994)
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and Marshall and Rossman (2010) advise researchers to use a predefined structure,
also known as the conceptual framework, to establish their research expectations,
while being flexible to unexpected outcomes. The conceptual framework is founded
on existing theoretical and experiential knowledge, and clearly explains important
components to be studied, the main factors, constructs/variables, and the
relationships between them (Marshall & Rossman, 2010; Miles & Huberman, 1994).
Therefore, in order to study information security and privacy in BYOD, which is
essential for the effective management of BYOD, a predefined framework is
proposed.
From a theoretical viewpoint, this study is a milieu analysis (Garnsey, 1998) with the
goal of identifying and understanding attitudes and behaviour towards factors,
values, and issues associated with information security and privacy, change
management, and knowledge sharing, to evaluate the case of BYOD in
organisations. Theoretical frameworks on organisational culture, and information
security and privacy culture by Schlienger and Teufel (2002), Chia et al. (2002),
Fitzgerald (2007), Schein (2010), Milberg et al. (1995), Cockcroft (2006), including
the Theory of Reasoned Action (TRA) and Theory of Planned Behavior (TPB)
(Ajzen, 1985; Chang, 1998; Fishbein & Ajzen, 1975), indicate a strong connection
between values, practices, beliefs, perceptions and behaviour. With this logic, it is
assumed that information security and privacy is influenced by values, practices, and
beliefs of organisations, as well as the relationships between the values, practices,
and behaviour of employees. To determine what aspects to examine in this research,
the extensive work of Chia et al. (2002), Fitzgerald (2007), Milberg et al. (1995),
and Cockcroft (2006) is relied on, because the authors cover organisational
information security and privacy cultural dimensions. These aspects are limited to
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organisational values and practices, employees’ perceptions and behaviour, where
their outcomes are expected to give an understanding to aid the development of a
suitable BYOD management model for organisations. Figure 3.1 depicts these
components and their interrelationship.

Figure 3.1: Conceptual Framework
Fitzgerald (2007) maintains that, in information systems, it is important to
understand organisational values and practices and align them with the
assumptions/behaviour of users. Hence, the current study focuses on finding and
understanding the following perspectives: BYOD perception and usage patterns,
BYOD support, BYOD information security, BYOD information privacy, and
BYOD information security and privacy knowledge. Figure 3.2 shows these
investigation perspectives instantiated in the conceptual framework.

Figure 3.2: Conceptual Framework Instantiated with Investigation Perspectives
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The investigation perspectives are chosen because they will capture organisational
security and privacy activities for BYOD relating to technical controls, policies,
standards, procedures, awareness and training programs, liability among other
topics. As the emphasis of the conceptual framework is to gain meaning of these
insights from organisations and their employees, a direct-examination such as a case
study approach (see Section 4.2.1) will need to be employed. Eisenhardt (1989) also
argued that this approach affords the best way of accessing insider’s perspectives.
Therefore, a case study is conducted to capture the BYOD activities in-depth using
the investigation perspectives. Such a model as illustrated in Figure 3.2, can
considerably improve our understanding of information security and privacy issues
associated with BYOD. The identification of the important values and practices in
BYOD, and the examination of their relationships with employee behaviour, using
the model, can guide organisational information security and privacy management to
successfully implement the appropriate BYOD control measures.
The next chapter will describe the methodology for investigating and addressing the
research

questions,

and

justifies

the

research

design

and

approach.
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Chapter 4: Research Methodology
Deciding on a methodology is an essential aspect of any research, as it guides, and
determines, the final outcomes and deliverables of a study. Research methodology is
defined as "a way to systematically solve research problems” (Rajendra, 2011). It
gives the overall approach for planning and generating data, including solving
research questions. Figure 1.1 depicts a flowchart highlighting the research design
steps employed in this study.

There are two types of most commonly used research approaches in information
technology research: quantitative and qualitative methods. Quantitative research as
discussed by Kothari (2009), is based on amount, volume or quantity measurement.
It involves collecting and studying facts, using procedures and methods that yield
measured results and conclusions. Therefore it is a measured, formal, and controlled
research process. On the other hand, qualitative research allows one to “examine
people’s experiences in detail, by using a specific set of research methods such as indepth interviews, focus group discussions, observation, content analysis, visual
methods, life histories or biographies” (Hennink et al., 2010). Qualitative research
motivates the researcher, through providing freedom and independence, to use
predefined set of processes and techniques to inquire and seek out solutions and
answers to problems and questions. It concentrates more on the observation and
understanding of insights, views and opinions of people in the world.

4.1 Quantitative Versus Qualitative Methods
The research methodology has many influences on a study, especially in the way the
researcher collects data. Gay et al. (2006) categorise quantitative research into four
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different approaches: descriptive research, correlational research, causal-comparative
research and experimental research. These quantitative approaches are briefly
explained in Table 4.1 below.

Quantitative Research
Approaches
Descriptive research

Correlational research
Causal-comparative research

Experimental research

Explanations
This involves testing of hypotheses, based on data
collected in order to determine the status quo of subjects
or entities studied. Descriptive research report things
exactly the way they are.
This research method tries to determine to what extent a
connection, link or relationship can/will exist between
two or more variables that are calculable or measurable.
This method compares relationships between variables,
and determines the effects, but disregarding the reasons
and causes of a problem.
This involves comparing the relationships between
variables and determining the causes and effects of
incidences.

Table 4.1: Quantitative Research Methods (Gay et al., 2006)

Myers and Avison (2002), also identified and discussed four different types of
qualitative research, namely: action research; case study research; ethnography; and
grounded theory. Table 4.2 gives a brief discussion of these.

Both quantitative and qualitative research are based on philosophical rules and
assumptions of what factors make the research valid, as well as the processes and
methods suitable for research. Orlikowski and Baroudi (1991) discussed three
research epistemologies: positivist, interpretive and critical research. Positivist
research epistemology aims to test the validity (internal and external), objectivity
and reliability of a theory, so as to understand a phenomenon in-depth (Oates, 2005).
Interpretive research concerns understanding a phenomenon by trusting, confirming
and depending on the meanings that society or participants ascribe to it. Finally,
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critical research involves identifying and understanding conflicts, intrusion,
intervention, transformation and change (Orlikowski & Baroudi, 1991).

Qualitative Research
Approaches

Action research

Case study research

Ethnography

Grounded Theory

Descriptions
Action research targets both the researcher and client to collaborate
and diagnose problems, and provide solutions to the problems
diagnosed (Bryman & Bell, 2007). It aims to produce high quality
important research results, by merging theory and praxis to solve
problems, while cautiously informing the relevant theory involved.
However, Bryman and Bell (2007) further noted that action
research has received criticisms about its lack of rigour, and
inability to be repeated.
Yin (2009, p. 18) defines case study as “an empirical inquiry that
investigates a contemporary phenomenon in depth and within its
real life context, especially when the boundaries between
phenomenon and context are not clearly evident”. Although case
study has numerous meanings and significances in different
research settings, it represents the description of conditions of an
entity or entities.
Ethnography research concentrates on social and cultural factors
relating to the science of humanity. It requires the investigator to
spend time in the surrounding areas, where the research is carried
out. Myers and Avison (2002), stress that ethnographers should be
fully involved with the society and lives of individuals studied, in
order to deduce meaningful and important research results and
conclusions. Ethnography has been widely used in security and
privacy studies relating to information technology management
(Geiger & Ribes, 2011).
This research method assists with creating and building theories for
research, based on data collected and analysed. It helps with the
development of a research framework, based on descriptive details
of a phenomenon (Myers & Avison, 2002). Grounded theory is
being used in research fields where no theory, or no relevant theory
to inform the research investigation, has existed.

Table 4.2: Qualitative Research Methods

All these philosophical perspectives can inform qualitative research, but among
them, only the positivist perspective can inform quantitative research because of its
rigidity and focus on repeatability. Quantitative research can also be shallow when it
comes to exploring a problem in depth. In order to get under the skin of a
phenomena, qualitative methods using case studies, need to be employed.
Additionally, the comparison of Table 4.1 and Table 4.2 demonstrated how
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quantitative research only considers “cause and effects” of a known “what
happened” problem, while qualitative research focuses on specific actions, events or
happenings, and makes relations to “why it happens”. In consideration of these
reasons, it was decided to use a qualitative research methodology, while taking into
consideration the interpretivist perspective to gain an in-depth understanding of the
phenomenon of the study, as well as understand human views, thoughts, opinions
and actions in BYOD environments.

4.2 Research Approach
According to Yin (2009), there are three conditions which can help and support
researchers to make decisions about the right qualitative research approach needed
for their study. “(a) the type of research question posed, (b) the extent of control an
investigator has over actual behavioral events, (c) the degree of focus on
contemporary as opposed to historical events” (Yin, 2009) .

These conditions have been used as a guide towards the selection of the appropriate
qualitative research approach for this study. Condition (a) discusses the nature of
research questions to be answered. This rests on whether it is a “What, Who, Where,
How, and Why” research question (Yin, 2009). The “Who, Why, and Where”
questions are useful to a research that aims to define the existence of a phenomena.
In comparison, the “How” and “What” questions are more descriptive, and use
methods like experiments, histories, and case studies to provide depth. This study
utilised the “What” questioning strategies in order to examine how effective
information security and privacy can be achieved in BYOD practices, and to propose
or recommend suitable solutions. Condition (b) refers to what magnitude or level of
control a researcher has on the events, entities or bodies to be investigated. Bearing
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this in mind, the researcher used persuasion to tactically convince the entities to be
studied, which aided the collection of quality data using the developed research
instruments (refer to Section 4.5). Finally, condition (c) focuses on modern events.
This study focused mostly on recent events and happenings. An illustration of this
can be seen in the literature review in Section 2.
After careful examination of Yin’s three conditions, and evaluating the different
qualitative research approaches, the “case study” was chosen. The motivation behind
choosing the case study approach over ethnography, action research, and grounded
theory, is because it helps gather in-depth data relating to single or many individuals,
organisations, events and programs. Ethnography is limited to studying precise
groups in a surrounding or location; action research attempts to improve the methods
and approaches of subject groups during the course of an activity; and grounded
theory derives theory after data has been collected and interpreted (Leedy &
Ormrod, 2005).

4.2.1 Case Study Approach
This research approach provides deep insights about the meaning, importance and
implications of real life events and happenings (Yin, 2009). It creates an avenue for
examining life cycles of individuals or organisations, processes and methods of
organisations, development and growth of industries (Pan & Tan, 2011). It consists
of model designs and techniques such as literature reviews, interviews and surveys,
to collect quality comprehensive data, and provide explicit procedures for analysing
and presenting the data, so as to fully understand an event.
The case study is very supportive in the answering of “What” research questions.
Selecting the appropriate type or design of case study for a research project depends
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on the nature of the questions and problems to be investigated. Eisenhardt (1989)
recommend that research questions should be restricted to aspects of interest in the
selected case studies. However, Eisenhardt also noted that with this logic, it may not
be feasible to thoroughly investigate all aspects in a case study, resulting to
limitations in findings. Walsham (1995) also discussed that selecting the right case
study design should engage with existing theories like ethnography and grounded
theory, and Yin (2003) went on to argue the difference between case study and other
design theories, proposing five different types of case study. Table 4.3 gives an
overview of the different types of case study and their user-case scenarios, according
to Yin (2003).

Case Study Types
Single case-study
Multiple case-studies
Exploratory
Descriptive
Explanatory

User-case Scenario
Applicable to a single case only
Applicable to two or more cases
Applicable to both single and multiple cases, and the cases do not
have to be interrelated
Applicable to single and multiple cases that are linked together, in
order to give full description of a phenomenon within its context
Applicable to all cases associated with events and happenings

Table 4.3: Case Study Types (Yin, 2003).
In light of these descriptions, it was noted that the single-case study type can only
focus on a single unit as a whole, disregarding all other sub units, unless if to be
treated as a whole unit independently. Multiple case-studies place all focus on the
chief case unit and all other sub entities involved, which are fully taken into account
and analysed. In view of the questions, issues and problems this research sets to
address, investigations should be carried out on multiple organisations and their sub
units/departments, all engaged with the same problem context. Therefore, the
multiple case-studies have been employed in this research, and three organisations
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chosen to participate. Section 4.4 provides more details on the organisation selection
process.

4.3 Data Collection
There are several data collection techniques in qualitative research. Yin (2009)
identified six primary sources of evidence that are commonly used: interviews and
surveys; direct observation; participant-observation; archival record; physical
artefacts; and documentation. Amongst this evidence, emphasis is given to
interviews and surveys, because they are more effective and reliable source in
studying cases (Fowler, 2009). Interviews also consider an interpretive epistemology
in order to help access and analyse the understanding of informants in a research.

The primary sources of data in this research originated from interview and survey
questionnaires. The secondary sources are from the relevant literature. Detailed
discussions on the primary and secondary data collection techniques the research
employed follow.

4.3.1 Literature Studies
The literature review is a key stage in a research project. It involves the study of past
and current work in a research field. It pinpoints the problems and knowledge gaps,
as well as updating the researcher on current facts in the research field, giving
overall guidance on specific areas on which to focus (Hart, 1998).

The review of literature in Chapter 2, highlighted knowledge gaps, and aided the
formulation of research questions for the study. Additionally, vital aspects of the
literature review relating to information security and privacy theories and principles
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were extracted and used as a guide in the development of solutions, as well as to
answer the questions and objectives of the research.

4.3.2 Interview
Interviews provide researchers with the flexibility to gain deep understanding about
their research field. When performing an interview, it is very crucial that questions
asked are clear, and do not irritate or provoke the interviewee, and most importantly,
the interviewer is able to record accurate and reliable answers (Kvale, 1996).
Interviews in qualitative research are often convened in three ways: structured; semistructured; and unstructured (DiCicco‐Bloom & Crabtree, 2006; Opdenakker, 2006).
Structured interviews have closed questions that are asked in a fixed order. Semistructured interviews have open questions, and the order in which the questions are
asked is flexible. Unstructured interviews offer flexibility and are non-directive, but
yet organised in an in-depth tactical way, giving more control to the interviewer, and
also enhancing teamwork and partnership between the interviewer and interviewee.

There are various types of interviews, but the most common ones are face to face,
and telephone interviews. Face to face interviews seem to have good response rates,
and interviewees’ attitudes can be fully observed, however they can be time
consuming (Opdenakker, 2006). Telephone interviews have the advantage of
reaching distant audiences, and can ensure rapid contact at all times, but can also be
expensive and calls can be screened out.

Due to the rigidity of structured interviews, only quantitative data is produced. This
research focused on semi-structured and unstructured interviews, as these techniques
align more with qualitative research, so as to gain an in-depth insight of the cases
studied. Face to face interviews were undertaken, and the interview questions were
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crafted from information extracted from relevant literature on organisational security
and privacy theories, as well as knowledge on current industry practices and culture.

4.3.3 Questionnaire
While questionnaires are a good source of data gathering and collection, their design
requires careful logical reasoning. When designing questionnaires, the questions
asked must meet the conditions of “relevancy and accuracy” (Saunders et al., 2012).
Thus, a high level of discipline is required in selecting and designing the questions to
be asked. Other important factors to consider include how the questionnaire is going
to be distributed and returned to the researcher. One of the major benefits of using a
questionnaire as a source of data collection is its ability to reach more distant
audiences, when compared to interviews. Additionally, they can be easily created
online, and distributed electronically through the web. The major drawback in using
questionnaires is that they can be unsuitable for low literacy audiences.

Owing to the benefits of questionnaires, this research utilised web-based survey
questionnaires that were developed and administered through the SurveyMonkey
tool (Buchanan & Hvizdak, 2009). The web link generated by SurveyMonkey was
sent to the organisations studied to access/fill and return the questionnaire
electronically. This technique was deemed appropriate due to participants of the
study being technology savvy, hence potentially attracting high response rates.
Additionally, collecting data using a web-based questionnaire can improve the
quality of data collected, because validation checks can easily be included in the
design to alert participants about incomplete answers or skipped questions (Van
Gelder et al., 2010). Web-based questionnaires also give a researcher the flexibility
to easily make changes or incorporate new developments to the questionnaire at any
76

time. This was advantageous to this study, especially in cases where the data quality
was poor or response rates were low.

4.4 Participant Organisations
Flyvbjerg (2006) noted that interviews and questionnaires are used in a study to
determine common understandings of particular groups sharing the same or similar
experiences about events and happenings. Bearing this in mind, the selection of the
case studies for this research was with the intention of identifying common groups
that shared critical similarities relating to the research questions. This initially
involved contacting organisations of interest to take part in the study, and based on
their responses, the top three were selected. Sample size was determined by Yamane
(1967) sample size and margin error table. The target number of participants for the
study was estimated to be over sixty, and in order to achieve a confidence level of
95% with a precision level of ±10%, the chosen organisations population size was
over 150 employees. Discussions on how contact was established, and the selection
of cases procedure follows.

4.4.1 Selection of Participant Organisations
Considering the lack of a preceding systematic approach (Guba, 1981), certain
formalities needed to be prepared and followed. To establish initial contact with
potential participants, a number of organisations were sent a letter of invitation and
an information letter, seeking their interest in taking part in this research. All the
organisations contacted have a background of advanced technology adoption; have
embraced the BYOD phenomenon; and are in a position to provide views on
information security and privacy management and issues. In addition, the
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organisations were operating in a global environment, which aided BYOD issues to
be dealt with from a general perspective.

According to Yin (2003), the selection of cases for research should be based more
freely on replication logic, instead of statistical logic. Replication logic includes the
scopes of literal replication that involves yielding similar results, and theoretical
replication which involves producing opposite results (Yin, 2003). Considering this,
it is expected that the selected cases in this research will yield either similar or
opposite results. From the results of the initial contact procedure, three organisations
were selected to collect and gather data suited for the investigation of the research
questions this study sets to answer. The three organisations selected satisfied most of
these conditions. Contact details and consent to participate for all participants are
stored in the research databank.

In-depth interview and questionnaire surveys were carried out with participants of
the selected organisations. Each organisation's representative nominated individuals
who were able to provide valuable information about the research. A total of sixty
two participants from the organisations took part in the surveys. As noted
previously, the questionnaire was web based, and targeted fifty two general
employees of the organisations. The in-depth interview targeted ten executives of the
organisations. A brief profile about each organisation follows:

1. Organisation-A is a technology firm that has been among the first to embrace
BYOD, and takes information security and privacy very seriously. Over
100,000 of their employees access the organisation’s network through mobile
devices, with 80% of them supplying their own devices. When loosening
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restrictions on personal devices, the organisation realised new problems:
employees’ devices were full with applications they couldn’t control.
2. Organisation-B is an educational institution and a leader in research and
higher education. Based on the nature of the organisation’s operations and
type of services delivered, it is heavily reliant on IT systems and allows
BYOD, whilst considering information security and privacy to be critical
elements.
3. Organisation-C is a financial corporation which is highly dependent on IT
systems and resources for conducting its day-to-day business. As a result, it
allows BYOD in the belief that it enhances work flexibility and productivity.
A key part of the organisation’s goal is to maintain confidentiality in its
affairs and its customers, citing information security and privacy as top
priorities.

All these organisations have operations globally, enabling the investigation of
BYOD from a broad perspective. Overall, the surveys, and particularly the
interviews, were conducted at scheduled venue and times by the participants. The
interview was voluntary, and participants were informed of the estimated time for
the interview (1 - 2 hours) and provided with the interview questions prior to the
session. The questionnaire participation was also entirely voluntary, with
participants informed they may withdraw their consent to participate without
completing or submitting the questionnaire.

4.5 Ethical Considerations
Zikmund et al. (2012) agree that ethical factors must be considered for all research
activities, irrespective of the participants or subject matter. Due to the sensitive
79

nature of information security and privacy in organisations, and the potential for
embarrassment concerning the discovery of any threats, vulnerabilities, and
incidents, the organisations and participants that took part in this research wanted to
keep their identities confidential and anonymous. These ethical concerns and more
were addressed in this study by:

1. In addition to the consent letter signed by the participants and the researcher,
the organisations and participants were constantly reassured that all
information collected would remain anonymous and confidential. The names
and other specific identifiers for the organisations and individuals were
removed from the data, and non-specific identifiers (e.g. sequential
alphanumeric identifiers) inserted. These alphanumeric identifiers helped
ensure that all entities cannot be identified within the dataset.
2. There is also a strong assumption that truthful and straightforward responses
were provided by participants in relation to all the survey questions. This is
especially important because representatives of the organisations suggested
suitable participants to take part in the research.
3. All the participants that took part in the research were presented with copies
of their recorded transcripts to ensure the data are accurate and not
misrepresented.
4. All the organisations were allowed to receive feedback from the findings and
recommendations in the research.

This study underwent review by the Murdoch University Human Ethics Research
Committee and was granted approval (Permit No: 2013/199).
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4.6 Research Instrument
Research instruments such as survey questionnaires and interviews, which emerged
from social environments, can be used in qualitative research to help researchers
effectively study phenomena in-depth, especially the phenomena that cannot be
properly addressed by quantitative studies (Myers & Avison, 2002). Therefore, it
was considered that using these research instruments would aid detailed
understanding of the issues and dynamics in BYOD environments, and were adopted
to collect data in the research study. The questions were generated by the researcher
based on a review of the literature around information security and privacy theories
and principles, coupled with consultation and discussions with the research domain
experts. A discussion on the method of development of the research instruments
follows.
Questionnaire
The questionnaire focused on five areas: BYOD perception; information security in
BYOD; information privacy in BYOD; information security and privacy knowledge
about BYOD; and demographic information. The questionnaire consisted of fifty
two topic questions and six demographic questions. The fifty-two questions were
developed using contingency, matrix, and close ended questioning strategies
(Johnson & Turner, 2003):


The contingency questions were used to avoid asking participants questions
that do not apply.



Matrix questions provide identical response categories used to minimise
respondents time for filling out the questionnaire.
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Close ended questions used either: a five-point Likert-like scale with
responses ranging from strongly disagree to strongly agree (Fowler, 2009);
binary answers (yes or no); or multiple choices to select from.

Survey
Questions

Research Question

Sub-research
Questions

Question
1 – 12

Sub-research
question 2

Question
13 – 24

Sub-research
question 1, 4,
and 5

Question
25 – 32

Is both information
security and privacy
effectively achieved in
BYOD environments?

Question
33 - 52
Question
53 - 58

Sub-research
question 1, 4,
and 5

Sub-research
question 3

Aspect addressed
Understanding BYOD perception
and support by organisations,
including employees’ usage
patterns.
Determining the key BYOD
security issues in organisations, as
well as the BYOD management
activities related to information
security controls/measures
(policies, standards and
procedures)
Determining the key BYOD
privacy issues in organisations, as
well as the BYOD management
activities related to information
privacy control measures
involving privacy frameworks and
principles.
Determining the BYOD
information security and privacy
knowledge, management
commitment, and employees’
intention in organisations.
Demographic questions.

Table 4.4: Relationship/Mapping of Questionnaire Instrument to Research
Questions
The six demographic questions were developed in manner to give sensible feedback
about respondents’ characteristics and circumstances, and helped to identify BYOD
user groups and organisations. Specifically, demographic question one was
developed in consideration of generation of workers, X (37-52 years), Y (18-36
years), and baby-boomer (over 52 years) (Glass, 2007), to identify the most
technology savvy group of users of BYOD. Demographic question five was also
developed using the recommendation by Pillay et al. (2013) on organisational size
chart/definitions.
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Overall, the questionnaire measured the perceptions of the participants and their
organisations about BYOD and the information security and privacy risks associated
with its practice, as well as the mitigation strategies employed. This also helped in
addressing the research questions. Table 4.4 presents the relationship between the
questionnaire questions and the research questions.
Interviews
The interview instrument concentrated on BYOD practices, and their impact on
information security and privacy. It constituted three parts: organisation
demographic questions; questions relating to BYOD, practice and effect on
confidential information resources and assets of organisations; and questions
pertaining to policies and procedures for BYOD. The interview consisted of twentytwo semi-structured and unstructured questions which directly or indirectly
supported the research questions. Questions under the header “BYOD” in the
interview supported sub-research question 1, 2, and 3. Likewise, the questions under
the caption “Policy” supported sub-research question 4, and 5.
Both the interview and questionnaire instruments incorporated several procedural
remedies including: concise, specific and clear questions; avoiding vague and
double-barrelled questions; removing ambiguity of terms used and decomposing
questions relating to more than one possibility into simpler and more focused
questions (Podsakoff et al., 2003; Tourangeau, 2000). These controlled the potential
for common method biases. A clear instruction/explanation of terms and acronyms
used, such as information security, information privacy, was specified at the
beginning of the survey, in order to remove ambiguity or confusion of
expressions/terminologies. Respondents anonymity was protected through carefully
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selecting variables that are informative and at the same time did not ask or collect
sensitive private information. Refer to Appendix A for the questionnaire research
instrument, and Appendix B for the interview research instrument.

4.6.1 Pilot-Study
According to Yin (2009), a pilot study is a critical part of any research because it has
proven, in most cases, to expose flaws and mistakes in research designs. This
enables researchers to make appropriate corrections in advance of launching their
main study (Yin, 2009). In this research, after the development of the questionnaire
and interview survey instruments, a pilot study was conducted to ensure that the
instruments were valid for final data collection. The pilot study involved
administering the questionnaires and interview to six industry professionals and
three academic staff members. The backgrounds of the participants include general
knowledge workers, and IT professionals that expressed interest in the study. The
goal of the pilot study was primarily to test the efficacy of the questionnaire and
interview questions, and to ensure that questions being asked are highly relevant and
easily understood by all participants. Gaps among the preliminary questionnaire and
interview questions were identified, as well as required data. New questions such as
question 42 to 52 in the questionnaire (see Appendix A) were added to address this.
Some duplicate questions that collected the same information were also removed.
Overall, after analysis of the data collected using the questionnaire and interview
survey instruments, there was solid evidence that the anticipated results in the
research could be achieved.
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4.7 Data Analysis
Data analysis is a core aspect of any case study research. The data collected using
qualitative research techniques can aid a researcher to carry out perception studies
about entities, and investigate the events and happenings as regards to the lifecycle
of those entities (Greener, 2008). During case studies data analysis, it is very
important to prudently examine the data collected, and interpret and communicate
the understandings of the data in clear language. The analysing of interviews and
questionnaires from case study research should involve the process of finding,
classifying, and coding the key patterns in the data (Boyatzis, 1998; Yin, 2003). Due
to the complex nature of qualitative methods, it was decided to apply thematic
content analysis. This consists of the processes of classifying data into themes or
patterns, identifying connections between these, and explaining the themes and
patterns. Descriptive statistics analysis was also used extensively. All these
techniques allowed the straightforward communication of observations, results,
findings, as well as the easy interpretation of meanings.

The sets of data in this research consist of questionnaire and interview transcripts,
organisational documents and publications. During the data classification process,
the perspectives in the conceptual framework were widely used. NVivo qualitative
software (Bazeley & Jackson, 2013) and SPSS (Statistical Package for Social
Science) (Morgan et al., 2012) were applied to support the managing, rigorous
scrutiny and analysis of the data. NVivo helps qualitative researchers to develop and
classify raw data into categories in the process of analysis. It is also useful in storing
ideas related to these categories, and allows the flexibility to modify categories and
code them gradually as they emerge from the data. These coding methods, along
with the searching technique functions in NVivo, were highly utilised during the
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qualitative data analysis process in this research. While NVivo was a valuable
analytical tool, it could not assemble and accurately code, or organise the analysis
data, without great input from the user. Therefore, a substantial amount of effort was
required to classify and link the data analysis to relevant categories, themes and
patterns. The SPSS analytical tool was also used for descriptive statistics to identify
patterns, perceptions and behavioural intentions.
In general, during the data analysis process for each case study in this research,
coding was frequent and involved re-examining categories and linking the data to
the perspectives of the research framework. In addition, data from all the three case
studies were combined and coded into the relevant perspectives of the components
in the research framework. These perspectives and the themes from the analysis
formed the basis of the results and other discussion in this research.
The data analysis process in this research is summarised in the following three steps:

1. The analysis began with the initial coding of themes and patterns based on
the pretest of the research instrument in the pilot study. These themes and
patterns were found useful, together with other themes that emerged, and
were later used in the analysis of transcript data.
2. The transcript data of each participant was summarised, followed by a
summary for each case study. These summaries were generated in order to
develop a clear picture of participants’ responses to the surveys (Miles &
Huberman, 1994). Also, in order to make a comparative analysis of
participant responses to each question, all individual responses were
combined in a single document to generate a case response summary.
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3. Some analysis of the secondary data collected was conducted in parallel to
the analysis of the transcript data and response summaries. Moreover, the
transcripts data and the response summaries were used for cross-case
analysis to gain insights across cases and draw generalisations and
conclusions to enable answering of research questions and development of
suitable policies and procedures for BYOD.

In summary, qualitative and statistical analysis techniques were used to analyse all
the data collected from this research. Thematic content analysis and descriptive
statistics were effectively utilised to broadly analyse the data collected from this
research, with NVivo and SPSS data analytical tools used to offer simple detailed
explanations to the research findings.

4.8 Validity and Reliability
Irrespective of the research approach used and techniques to analyse data, the next
step is to check the validity and reliability of the results (Riege, 2003). The
“validity” of data collected is defined by its righteousness, depth and richness, while
“reliability” checks that errors and preconceptions are minimal, and that, if the same
research method and techniques are followed again, the same results will be
produced (Cohen et al., 2011; Long & Johnson, 2000). Yin (2009) maintains that
case study research quality is dependent on satisfying several criteria. These criteria
are construct validity, internal validity, external validity, and reliability. Discussions
on the application of each criterion to this research follow.
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4.8.1 Construct Validity
This involves setting up suitable operative measures for the constructs studied. Yin
(2009) suggest three ideologies for using multiple sources of evidence, and creating
a database of gathered data to establish chain of evidence to ensure construct
validity. These ideologies were adopted throughout the data collection and analysis
stages of this research.

Case study research gives the opportunity to use multiple sources of evidence in
research (Yin, 2009). Miles and Huberman (1994) assert that employing more than
one data source and instrument increase the validity and accuracy of qualitative
research. This technique is also known as triangulation (Breitmayer et al., 1993).
This study utilised three multiple-site case studies that provided triangulation.
Additionally, the use of interviews and questionnaires to multiple individuals in each
case study organisation using two types of instruments, as well as the data from
observations, assisted in further triangulation.

In order to establish chain of evidence, Yin (2009) claims that the case study
research should permit readers to track how evidence was derived to answer the
research questions back to the conclusions of the case study analysis results. If this
chain of evidence is established, then the research has addressed issues of construct
validity and reliability. This study establishes a chain of evidence through the case
studies database and ensures the research questions guide the data collection. An indepth narrative of the case studies was created to visibly highlight to the readers the
structure and sequence of events. Guidelines and procedures set in the questionnaire
and interview protocols were carefully followed.
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4.8.2 Internal Validity
Internal validity is unimportant for analytical or descriptive studies (Yin, 2003). This
makes it a concern only in casual cases to match patterns and build explanations.
This study considers Eisenhardt (1989) suggestion for achieving internal validity by
linking the findings and propositions to existing literature, and ensuring that no
groundless claims are deduced throughout the research conclusions.

4.8.3 External Validity
This is most suitable for multiple case studies because it uses theory to determine
relationships, from which generalisations can be made (Whittemore et al., 2001; Yin,
2009). The use of replication logic is recommended by Yin (2009) to achieve
external validity of findings in multiple case studies. This involves matching patterns
logically across subjects. In this study, replication logic was attained through
comparative analysis between the three case studies organisation and cross analysis
to enable generalisations of results to a broader area of the research theory.

4.8.4 Reliability
Reliability ensures that errors and biases in a research are eliminated or minimised to
the lowest level. As Yin (2003) suggested, a case study database was developed and
maintained to retain all the questionnaire data, interviews transcript data, as well as
other secondary sources of data to ensure reliability. Also, to a maximum effort, all
methodical steps in this research were followed so that other researchers may repeat
the study.
Furthermore, Miles and Huberman (1994) recommend the use of multiple cases in
order for a research findings/results not to be the outcome of idiosyncrasies of the
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research setting. This concept is highly endorsed to increase reliability in qualitative
research (Miles & Huberman, 1994; Yin, 2003), and was adopted in this study.

4.9 Summary of Research Methodology
This chapter provided the description and justification of applying a multiple case
study methodology for studying the information security and privacy issues in
BYOD environments. The details of the research design and data collection
procedures, including the data analysis techniques, were presented. The
questionnaire and interview contents and design were described along with data
collection procedures. A discussion of how the data is prepared and analysed was
presented, followed by conclusions on the ways to ensure validity and reliability.
The next chapter presents the findings and results of the data analysis.
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Chapter 5: Analysis and Results
The themes, patterns and descriptive statistics that emerged from the case studies are
presented in this chapter. Fundamental background information on each case study,
the analysis of the data collected, and the findings, are presented and discussed. The
chapter concludes with cross-case analysis, with the major findings and results
across all cases generalised and discussed. The complete interview and questionnaire
questions are given in Appendix A and B.

5.1 Case 1 – Organisation A: Technology Giant
Organisation-A is a world technology and innovation giant, regarded as one of the
Fortune 500 companies in the world.

The organisation has been operating for

decades, and has branches in over 150 countries around the world. Their focus is on
applying software, hardware, business consulting, and technology services to help
enterprises, institutions and people solve their most complex problems. They are a
large organisation with over 400,000 employees worldwide, and a yearly revenue of
nearly 100 billion US dollars.
The organisation takes information security and privacy seriously due to the nature
of its businesses. The IT department is responsible for overall IT strategy,
infrastructure management, data management, governance, helpdesk support and all
other issues relating to ICT within the organisation. This organisation has been
among the first to embrace BYOD: over 100,000 of their employees access the
organisation’s network through mobile devices, with 80% of them supplying their
own devices. When loosening restrictions on personal devices, the organisation
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realised new problems. Employee devices contained applications that the
organisation could not control.

5.1.1 Interview Data Analysis – Organisation A
The interview investigates the BYOD practices and procedures relating to security
and privacy of information resources in Organisation-A. The focus was to extract
knowledge and gain an understanding of BYOD usage and perception, as well as the
impact of BYOD on information security and privacy in the organisation, and the
control measures put in place. As discussed earlier in Section 4.4.1, the interview
respondents were from senior management, because they form the strategy for
BYOD management in the organisation. The participants selected are Partners and
Project Executives, and Senior Managers. The interviewees discussed and elaborated
on various issues described below related to BYOD usage, security, privacy, and
counter measures used by Organisation-A.
A. BYOD Usage and Perception
In Organisation-A, when the interview respondents were asked about their
organisation’s reaction towards BYOD, they indicated that BYOD is fully allowed
and something that seems to be increasingly encouraged by their organisation:
Our organisation is now allowing employee devices to be connected to the
network and have got a number of tools and applications now available that
allows the use of personal device for both personal and business use. (P1-A).
In terms of the types of devices allowed and Organisation-A’s requirement for
BYOD, one of the respondents stated:
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Only three types of devices are allowed but once that device is accepted, they
don’t treat it any differently to their own device. Only three smartphones are
allowed; IOS, android and windows, but there are certain specifications it
has to cover, and there are also restrictions. (P3-A #5).
A question about whether the practice of BYOD is having a positive impact on their
organisation produced responses relating to increase in employee productivity and
efficiency:
Yes. It just enables people to work with technologies with which they are
more familiar and with which they’ve got a commitment to. (P1-A #6)
I certainly do believe so, yes, because it gives people the choice to use what
they are happy with. For me, I like to use mac but there’s about two software
that require [sic] the need to use windows, so I actually have a work laptop
which sits in a cupboard. I’m fairly mobile and I move around a lot. (P2-A
#6)
Those who do use their own devices are much more comfortable so I’m sure
there are positive impact on that and their productivity. They are very happy,
and they’re much more efficient. (P3-A #6).
When posed the question whether BYOD practice has impacted the IT department
and the culture of the organisation, the responses indicated that it was necessary for
the organisation to broaden its perspective in terms of the technologies that are
allowed to actually interconnect with the internal network. The organisation had to
put in place various protections and technologies that monitor the integrity of the
network but at the same time allow access to personally owned devices. As a result
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of BYOD devices, the organisation’s culture has been driven much more to a mobile
workforce culture, creating greater convenience and mobility. To cite one
respondent:
There are a lot of people within the organisation who work from home parttime or work from foreign sites, most of the time so we don’t have a
designated seating or accommodation in our office as such so we are
regarded as mobile. (P3-A #8).
B. Information Security and Privacy in BYOD
The majority of the respondents of Organisation-A mentioned that their devices are
managed by the organisation to ensure responsible and secure access to the network
and systems. In addition, there are certain processes owners will have to comply
with, in order to be allowed connection to the network. For example, there are
certain password standards required to be maintained. To confirm this, 67% of the
respondents said something similar to the following:
We have to register our devices on the internal asset register so yes, our
organisation does manage our devices. (P1-A #9)
They do manage our devices, and they also provide anti-virus software which
is managed centrally so we don’t have to worry about applying things like
virus updates. (P3-A #9).
A respondent also reported that the organisation:
Does regular sweeps and checks on devices. For example, some of the
restrictions are if you have a smartphone, it can’t be jailbroken so if you do
jailbreak it, the next time it does a sweep, it will automatically remove all the
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data from your device. It doesn’t matter to [ORG-A] whether it’s your device
or [ORG-A]’s device. Once you’re using it for business, they recognise that
the data belongs to them. If you breach, they will remove you. It’s the same
with my e-laptop for example. There are so many things like if your firewall
is not up, or your virus protection, your password security is not done
properly. At one stage I think I got so sick of the screen saver locking me out
so I just put it up to never, and I got a message the next day saying you’re in
breach of security and I put it down to thirty minutes again. (P3-A #9).
This clearly challenges the BYOD principle of using one device for personal and
work tasks, as legal issues might arise when employees are not satisfied with
sweeping or removing data from their devices without their permission. As noted
from the literature, the management and control of employee devices by
organisations is intrusive because the organisation has access to employees’ personal
data (Fiberlink, 2012; ZixCorp, 2013). This raises questions about privacy for
Organisation-A. Responses have confirmed the privacy of Organisation-A
employees is more than likely at stake:
I strongly believe they might have access to my personal mobile device. (P2A #9)
Yes they do manage personal devices with security software, and there is no
differentiation between private and organisation owned devices. (P3-#9)
[ORG-A] says if you use your own device, then any information on that
device belongs to them. (P3-A #9).
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Organisation-A claims it is aware of the potential information security and privacy
risks in BYOD, and is highly concerned about people getting access to information
they should not have. As a result, they have taken steps to minimize risks through
educating employees on a yearly basis, and ensuring all laptops and external hard
drives are encrypted. However, “smartphones don’t have the same protocol” (P3-A
#10a); they only have behavioural policies for them. Another respondent said
“There is not much security on IOS but on android and mac where you have to have
some relevant security products there like anti-virus and firewalls” (P2-A #10a) in
order to use them.
When asked if Organisation-A have experienced any information security and
privacy threats as a result of BYOD practices, the respondents indicated that:
We can safely assume that there has been some information security and
privacy threats and the organisation works proactively to mitigate that risk.
(P1-A #11).
However, interview participants refused to elaborate on these threats, instead they
said the organisation uses password rules and encryption rules to mitigate the risk of
loss of data.
The question on the regulations regarding information security and privacy from the
Australian government, that needs to be followed by Organisation-A, clearly shows
that most of the respondents are not adequately educated by their organisation about
security and privacy initiatives their organisation needs to comply with. To cite a
senior executive’s response:
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The only thing is the information security as well as business security. It’s
not really from Australian government but a general practice and of course
it’s called the business modes of behaviour such as integrity and honesty as
well as related security. (P3-A #12).
Another executive respondent clearly noted “I don’t know.” However, yet another
respondent noted there are:
Critical common laws infrastructure that need to be followed, and there are
certain things that we are only allowed to do onshore in Australia, and many
things that we are not allowed to do overseas. (P1-A #12).
Most of Organisation-A respondents’ declare that the information security and
privacy professionals involved with BYOD are: Chief Information Officer (CIO)
and IT helpdesk. However according to a respondent:
I’m not aware that there’s any persons dedicated to BYOD but certainly
there are many who are concerned with BYOD as well as other technologies
commonly in use in the company. (P1-A #13).
The question regarding what percentage of Organisation-A total budget is being
allotted to information security and privacy measures and controls attracted
responses like: “That information is highly confidential and we don’t know.”(P2-A
#14, P3-A #14). However, a senior staff member specified it might be within the
range of 2% to 3%. When posed another question of how much out of the general
information security and privacy budget is allocated to BYOD, all respondents
further indicated that: “There is nothing specifically allocated for BYOD, and the
organisation does not differentiate between BYOD and their devices.” A number of

97

studies (Alex, 2012; Christopher, 2012; Neil, 2012), have shown that the
management and support required for corporate owned devices is different to that,
for personal devices.
When asked how often Organisation-A conducts internal information security and
privacy audits on employee mobile devices, two different insights were revealed:
My devices have never been audited, and that’s in the five years I’ve been
using my own devices. (P2-A #16)
Constantly and it’s continuous and automated, so there are software within
the laptop installed that continually check, but I am not sure for
smartphones. (P3-A #16).
This could mean there is no unified approach or platform for managing security and
privacy across all users and their devices in the organisation.
According to the respondents in Organisation-A, the objective of information
security and privacy in the organisation is to ensure that they have zero failures in
terms of the use and holding of information. When asked if this objective was
defined with respect to BYOD, all responses were affirmative. Also, when asked if
these objectives have been formalised in the organisation’s policies and procedures,
they all indicated yes. To cite a few respondents:
Yes, [ORG-A] has defined its information security and privacy objectives
very clearly, and they have been formalised on the website. (P3-A #18a)
Yes the organisation has. We have a really detailed internet site with pages
on this. (P2-A #18a).
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Further questions, to investigate whether the formalised information security and
privacy policies and procedures relating to BYOD in the organisation have been
communicated to employees, yielded responses like:
[ORG-A] does communicate information security and privacy policies and
procedures to employees. They come about it at the time that people first
connect their devices. (P1-A #18b)
When joining BYOD, you have to confirm to your manager that you have
read policies and procedures. (P2-A #18b).
You come across it only if you go look for it though. They do communicate it
through the intranet. We also have social communities like Facebook and
Linkedn but it’s specific within the organisation only. (P3-A #18b).
In addition, a question regarding whether the information security and privacy
policies and procedures on BYOD in Organisation-A are being followed by their
employees, attracted positive responses. A specific comment from senior staff was:
We are very confident that employees are complying actually. I can give you
two examples: first of all, you can’t connect to the [ORG-A] network unless
you’ve complied with the appropriate standards and downloaded the
appropriate applications and security needs and so on. The other is, we do
have a self-assessment and we also perform audits from external parties
coming to have a look and make sure that they have complied. (P1-A #19).
The respondents of Organisation-A report that, if any information security and
privacy incident occurs as a result of BYOD practice, legal responsibility will vary
according to the nature of how the incident occurred. Senior staff members said:
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The individual will be liable because procedures and policies are made very
clear. The organisation would check if procedures were followed by the
individual. In some cases, if you could prove that you did everything right,
then they would consider. However, if you have been proved to be doing
something wrong, it’s a dismissal offense. It’s made very clear. (P2-A #20)
I think that’ll go back to the cause. I mean if it turned out that say for
instance my device was stolen from me, and then it was hacked by somebody,
that would not be regarded as my fault. But if for example, I was careless
and left my device unsecured in a public location maybe an airport terminal
or something like that, that would be my fault and I would be held
responsible for that. (P1-A #20).
Respondents indicate that information security and privacy awareness programs and
training in Organisation-A relate to any device as opposed to just BYOD. Once the
organisation is dealing with BYOD, they consider other branch of processes, but
their goals and objective is always to protect the information on devices.
Additionally, when asked if there is a decrease in the number of vulnerabilities and
threats after the training, responses were: “Yes, there is awareness and people
become more conscious” of how to use their devices.

5.1.2 Questionnaire Data Analysis – Organisation A
Descriptive data in this section shows Organisation-A BYOD perception and usage
patterns, BYOD information security, BYOD information privacy, and the
knowledge about how Organisation-A handles information security and privacy for
BYOD. As noted previously in Section 4.4.1, the respondents to the questionnaire
are general user level employees in the organisation.
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A. Organisation-A BYOD Usage Patterns
Organisation-A describes BYOD practice as inevitable. Whether employees are
allowed or denied BYOD, mobile devices in one way or another will still find their
way into the organisation’s premises. The frequency tabulation of the results from
the 10 respondents of Organisation-A shows the utilisation of BYOD in terms of
devices allowed and used by their employees.

Table 5.1: Case Summary of Mobile Devices Usage Frequencies in Organisation-A
Cases
Valid

Missing

Total

n

Percent

n

Percent

n

Percent

10

100.0%

0

0.0%

10

100.0%

What types of personal
mobile devices do
employees in your
organisation use for work
purposes? (please select all
that apply)

Responses

Mobile Devices Used in

n

Percent

Percent of Cases

Smartphone

10

35.7%

100.0%

Tablet PC

8

28.6%

80.0%

Laptop

10

35.7%

100.0%

Others

0

0%

0%

Organisation-A

From Table 5.1, it is evident in the usage pattern of Organisation-A, that
smartphones and laptops are the most heavily utilised personal devices, followed by
Tablet PCs such as iPads. The low Tablet PC usage level in comparison to other

101

devices can be a result of the functionality of smartphones, which is highly similar to
Tablet devices.
Table 5.2: Summaries Characteristics of Organisation-A Respondents from Age,
Gender, Position, and Years Worked in the Organisation, and The Devices They
Use
Mobile Devices Used in Organisation-A

Age

18-36

37-52

Over 52

Total

Smartphone

Tablet PC

Laptop

Total

Responses

3

2

3

3

% of Total

42.9%

28.6%

42.9%

42.9%

Responses

3

3

3

3

% of Total

42.9%

42.9%

42.9%

42.9%

Responses

1

1

1

1

% of Total

14.3%

14.3%

14.3%

14.3%

7

6

7

7

100.0%

85.7%

100.0%

100.0%

Responses

6

5

6

6

% of Total

85.7%

71.4%

85.7%

85.7%

Responses

1

1

1

1

% of Total

14.3%

14.3%

14.3%

14.3%

7

6

7

7

100.0%

85.7%

100.0%

100.0%

Responses

3

3

3

3

% of Total

42.9%

42.9%

42.9%

42.9%

Responses

4

3

4

4

% of Total

57.1%

42.9%

57.1%

57.1%

7

6

7

7

100.0%

85.7%

100.0%

100.0%

Responses

2

1

2

2

% of Total

28.6%

14.3%

28.6%

28.6%

Responses

3

3

3

3

% of Total

42.9%

42.9%

42.9%

42.9%

Responses

2

2

2

2

% of Total

28.6%

28.6%

28.6%

28.6%

7

6

7

7

100.0%

85.7%

100.0%

100.0%

Total Responses
% of Total

Gender

Male

Female

Total

Total Responses
% of Total

Position in

IT Manager

organisation
IT Professional

Total

Total Responses
% of Total

Years worked

1 to 3 years

in organisation
3 to 7 years

Over 7 years

Total

Total Responses
% of Total

Please note:

- Three respondents did not give their demographic information
- All respondents can select more than one type of device
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A cross tabulation analysis of participants’ demographic information and BYOD
practice in Organisation-A was carried out to show different usage patterns between
gender, age, position, and years worked by employees in the organisation. As
depicted in Table 5.2, the age groups 18-36 years and 37-52 years as users of mobile
devices in Organisation-A are equally high in frequency, and higher than the age
group 52 years and over. Male users of mobile devices are significantly higher in
frequency than female users. IT professionals tallied the most respondents who use
mobile devices, followed by IT managers. Employees who have worked in
Organisation-A for 3-7 years ranked highest at mobile devices usage, with
employees who have worked between 1-3 years and over 7 years equal.
B. Organisation-A BYOD Support
Since Organisation-A allows BYOD, it needs to have the necessary mechanisms in
place to facilitate access to the corporate systems and infrastructure by employees.
Employee respondents from Organisation-A have confirmed that support is provided
for their mobile devices in one way or another. A positive response of 90% signified
that Organisation-A provides network and application management infrastructure for
BYOD. The organisation also has policies and procedures for BYOD and this has
been mainly communicated to their employees through email and websites.
However, 50% of the respondents indicated that the policies and procedures are the
same as for organisation owned devices, 40% claiming the policies are different, and
10% showing uncertainty. Conclusively, Organisation-A ensures their employees
comply with specific guidelines when using their devices, but there is clearly no
distinction between BYOD and their (Organisation-A) own devices, resulting to
deficiencies in user experience.
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C. Organisation-A Information Security in BYOD
Information security is one of the biggest challenges to BYOD. The information
security challenges Organisation-A faces in respect to BYOD, as well as the control
and measures the organisation is using to address these challenges, are explored.
All of the respondents of Organisation-A have acknowledged that information
security is necessary for BYOD in their organisation. The majority (80%) of
respondents claimed that the organisation complies with information security
standards (COBIT, ITIL, ISACA, and ISO Standards). The remaining 20% showed
no knowledge of which/what information security standards exist. The distribution
of the responses obtained is illustrated in Table 5.3. There is also a further 60%
indication by respondents that these information security standards accommodate
BYOD.
Table 5.3: Organisation-A Compliance With Information Security Standards or
Frameworks
Percent of Responses
COBIT, ITIL, ISACA, and ISO Standards

30.0

COBIT, ITIL, and ISO Standards

10.0

ISO Standards only

20.0

ITIL, and ISO Standards

10.0

ITIL only

10.0

I don’t know which

10.0

I don’t know what these are

10.0

Total

100.0

Organisation-A allows BYOD devices to function fully on their network; however,
80% of respondents confirmed the organisation uses mobile device management
tools to perform security sweeps and checks on devices, and can also lock or wipe
devices remotely. In terms of information security issues that have resulted from
BYOD practices in Organisation-A, 20% of the respondents indicate that devices
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were lost and stolen, infected with malware and viruses, network attacks, personal
data loss, and data exposure through hacking. Results from respondents in Table 5.4
highlight measures employed, and their usage in Organisation-A to ensure
information security for BYOD.
Table 5.4: BYOD Controls and Measures in Organisation-A
Respondents

Percent

7

70.0

8

80.0

9

90.0

8

80.0

Limit or block mobile device access to networks

4

40.0

Mobile application management software (MAM)

8

80.0

Ensure employees activate lock screens

10

100.0

1

10.0

Ensure employee personal devices are up-to-date
(OS, and apps updates)
Install security software (e.g. antivirus)
Encourage employees to immediately report lost or
stolen devices
Discourage employees from downloading
unverified and untrusted applications

Stringent password protection on
timeout/shutdown

It is evident that ensuring and activating lock screens on mobile devices by
employees stands out as the major information security control for BYOD in
Organisation-A. This is closely followed by the encouragement of employees to
immediately report lost or stolen devices. Installation of security software, mobile
application management software and ensuring unverified and untrusted applications
are not downloaded by employees is also an important priority. Blocking devices
from accessing networks, and password protection on timeout sessions, are also
applied in the organisation.
D. Organisation-A Information Privacy in BYOD
Organisation-A respondents claim information privacy for BYOD is important for
both the organisation and employees, but knowledge of the controls needed to
achieve privacy was lacking. Of the respondents, 60% reported that they do not
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know if the organisation is in compliance with any information privacy principles or
frameworks, while 40% show no familiarity with what information privacy
principles or frameworks exist. Table 5.5 shows the distribution of the responses.
Table 5.5: Organisation-A Compliance With Information Privacy
Principles/Frameworks
Respondents

Percent

I don’t know what these are

4

40.0

I don’t know

6

60.0

10

100.0

Total

The majority (90%) of the respondents reported that the organisation carries out
activities to identify privacy threats to devices. Respondents were uncertain about
privacy software, with 60% claiming that measures like privacy software are used,
and 40% denying such claim. A small number, 10% of respondents reported that
privacy breaches such as data interception, cyber-stalking, identity theft, location
tracking, and the exposure of confidential files and information has once or twice
occurred as a result of BYOD.
E. BYOD Information Security and Privacy Knowledge in Organisation-A
The respondents from Organisation-A perceive that information security and privacy
for BYOD is the responsibility of all employees dealing with critical and
confidential information in the organisation. With respect to information security
and privacy awareness programs and training for BYOD, 20% of the respondents
believe that there is inadequate education and training. An additional 30% also
reported that no formal programs exist in the organisation to regularly promote
information security and privacy awareness on BYOD. Table 5.6 and Table 5.7
below provide the responses distribution.
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Table 5.6: BYOD Information Security and Privacy Education and Training in
Organisation-A (e.g. courses, workshops, seminars)
Respondents

Percent

Yes

7

70.0

No

2

20.0

I don’t know

1

10.0

Total

10

100.0

Table 5.7: Formal Program To Regularly Promote Information Security and
Privacy Awareness/Training on BYOD in Organisation-A
Respondents

Percent

Yes

6

60.0

No

3

30.0

I don’t know

1

10.0

Total

10

100.0

All respondents indicated they know who to contact in the organisation in relation to
lost or stolen devices, with 70% identifying the information security officer and 30%
the IT manager. Inquiries about methods the respondents use to protect sensitive data
in their devices from attackers/hackers, showed that the majority knew how to secure
data on their devices through setting passwords, file permissions, encryption,
antivirus, and firewall systems. Further enquiry about password sharing with work
colleagues, friends or family, revealed none of them shared their passwords.
Questions relating to backing-up of device data revealed that 40% of the respondents
regularly backed-up their data using hard disk, offsite data storage, and cloud
services. Another 40% said they occasionally backed-up their data through CD/DVD
writers, external hard drive, hard disk and offsite data storage, while 20% indicated
they rarely do any backups.
The most commonly used approach to access remote systems is a VPN, as depicted
in Table 5.8.
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Table 5.8: Methods Used To Access Organisation-A Systems Remotely
Respondents

Percent

Virtual private network (VPN) only

4

40.0

VPN and other software

2

20.0

2

20.0

8

80.0

I do not access my organisation
systems remotely
Total
Please note:

- Two respondents did not answer

The likert-scale questions Q.42 to Q.52 in the questionnaire examined the intention
of the respondents of Organisation-A to accept liability, full device management,
monitoring and tracking of devices, and self-incident handling processes, that can
potentially reduce chances of information security and privacy issues caused by
BYOD. Table 5.9 below gives a result summary of the responses to these processes.
Table 5.9: Behavioural Intent To Accept Processes That Can Reduce Information
Security and Privacy Incidents Caused By BYOD

Liability
Device
Management

Respondents

Minimum

Maximum

Mean

Std. Deviation

6

1.00

5.00

3.66

1.36

6

1.00

5.00

3.1

0.53

6

1.00

4.00

2.83

0.23

6

1.00

4.00

3.5

0.16

Monitoring and
Tracking
Devices
Self-Incident
Handling

Please note:

- Four respondents did not answer

It can be seen that the mean value of 3.66 for liability indicates that the willingness
of the respondents to accept full responsibility of all information security and
privacy breaches that occur through their devices is between “neutral” and “agree”.
This also shows that respondents are more likely to accept liability for their devices
if enforced by Organisation-A, due to their heavy dependence on BYOD. Questions
43, 44, 47, 48, and 49 of the questionnaire were computed to one variable to obtain
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the respondents’ behavioural intent of whether they will accept full mobile device
management by their organisation. These include: limiting or terminating mobile
devices access to systems and resources; restricting some functions of devices (e.g
Apps and social networking); remote wiping and blocking of devices; and managing
devices when off work/duty. This attracted a neutral response with a mean of 3.1.
With respect to monitoring and tracking of devices, question 45 and 46 were also
computed to measure one variable, and a mean value of 2.83 signified that
respondents clearly “disagree” with their organisation’s need to track their devices
and monitor usage (e.g browsing history). Questions 50, 51, and 52 measured one
variable to understand the respondents’ intention to handle security and privacy
incidents that occur through their devices. A mean value of 3.5 indicated their wish
to carry out their own forensic analysis when a security or privacy incident occurs.

5.1.3 Summary of Organisation-A Findings and Recommendations
Based on the interview and questionnaire data analysis, Organisation-A appeared to
have a sensible dynamic security environment for BYOD. However, privacy for
employees is lacking. All respondents reported their personal devices are fully
managed by the organisation, and sweeps and checks are carried out often.
Additionally, Organisation-A treats all employees’ personal devices as corporate
owned, making the employees personal data their data. Thus Organisation-A has full
control of its employees’ personal data, leaving the employees with little control
over their privacy. The lack of distinction between personal devices and
organisation-owned devices by Organisation-A can lead to management and support
problems, as well as legal issues. Despite Organisation-A’s comprehensive security
policies and adoption of security standards, there is no unified approach to managing
their employees’ devices. One executive reported that his/her devices have never
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been audited, while another mentioned that his/her devices are constantly audited.
Organisation-A does not place the same emphasis on information security and
privacy for iOS and smartphone devices as they do for laptops, according to the
same executives. This leaves a gap in their security processes. With respondents in
Organisation-A having little idea of the Australian information privacy regulations
to be followed confirms there is lack of adequate training/education and policies not
only for BYOD alone, but for the overall security and privacy health of the
organisation. Privacy policies, and advice on how to strike a balance between
security and privacy without affecting users’ experience, are critically needed for
Organisation-A BYOD. A summary of recommendations to Organisation-A are as
follow:
A1: Since Organisation-A already has a BYOD policy in place, they should
update it with privacy policies that address personal devices usage, and
implement controls that separate personal data from corporate data to avoid
treating devices as organisation-owned.
A2: While preventing BYOD devices from becoming lost or stolen may be
unavoidable due to their mobile nature, Organisation-A can implement the
correct data wiping mechanisms to avoid data exposure from lost or stolen
devices.
A3: Organisation-A may implement malware prevention systems such as antivirus and anti-malware, and intrusion detection systems to increase the
protection of iOS and smartphone devices from becoming infected with
malware and viruses, and subjected to network attacks.
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A4: Since Organisation-A does not have a unified approach to auditing BYOD
devices, it is critical for them to implement a centralised auditing system for
understanding and mitigating risks associated with each BYOD device.
While the monitoring of audit logs for every single BYOD device may be
difficult in a large enterprise like Organisation-A, it is recommended for the
organisation to identify and understand the critical resources consumed by
each device.
A5: Organisation-A should implement technical controls that can manage and
separate their data from BYOD users data to reduce the potential for
litigation and liability issues. This is especially important because the full
management of BYOD devices, as well as auditing, might give visibility to
users’ personal data.
A6: Organisation-A needs to introduce awareness and training programs on
BYOD privacy to educate their employees on how to avoid violations of
individual and organisational privacy in BYOD practices.
With these recommendations implemented, Organisation-A can significantly reduce
the potential for confidential information loss, as well as liability issues in BYOD.

5.2 Case 2 – Organisation B: Higher Educational Institution
Organisation-B is an educational and research organisation, ranked among the top
academic institutions in the world. The organisation has over 3500 employees, and
above 20000 students. While its head office is located in Australia, Organisation-B
has partnerships overseas, and, as one of the leading research institutions in
Australia, information usage is core to its operations. The information services
department in the organisation is responsible for effective strategic ICT planning,
111

and oversight of IT performance and management. The department is also
accountable for supervising and monitoring major IT projects and their deployment
across the entire organisation. Some of daily duties include: planning and monitoring
of overall network management; designing and upgrading information services
systems; and providing helpdesk and other technical supports across the whole
organisation. Based on the nature of Organisation-B’s operations and type of
services delivered, as well as the heavy dependence on IT systems, information
security and privacy were considered to be critical elements.

5.2.1 Interview Data Analysis – Organisation B
Interview data was used to gain an understanding of BYOD usage and perception
within Organisation-B, as well as the impact of BYOD on information security and
privacy in the organisation, and the control measures put in place. The participants
selected for the interviews, are senior staff of the relevant department, with
management or responsibility roles for IT change, IT security and compliance, and
business analysis. Discussions by interviewees on various issues related to BYOD
usage, security, privacy, and counter measures used by Organisation-B are described
below.
A. BYOD Usage and Perception
During observation of Organisation-B, it was clear that the organisation is highly
dependent on BYOD. Most employees had mobile devices on their desks, and utilise
them constantly in carrying out their work duties. When interviewees were
questioned about Organisation-B’s reaction to BYOD, to quote a respondent:
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Yes obviously, [ORG-B] has been allowing BYOD for a very long time. It is
encouraged certainly for staff to bring their own mobile devices to connect to
the network and access resources. (P1-B #4).
According to the interview respondents of Organisation-B, the main types of devices
used for BYOD are smartphones, tablets, and laptops. Additionally, one respondent
said the organisation “has no specific device requirement for BYOD” (P2-B #4).
Therefore, any devices, whether jailbroken or modded, can easily connect to the
organisation’s network and access resources. This alone has the potential to make
Organisation-B’s network vulnerable to threats. When asked whether the practice of
BYOD is having a positive impact on Organisation-B, benefits of increased
productivity, efficiency and flexibility, as well as cost factor, were reported:
Yeah, definitely, I would say in terms of productivity and efficiency of the
staff. The fact that we are an educational institution, we get the real benefit
of employees bringing their own devices to support teaching and research.
(P1-B #6 and #7)
It allows staff to be more mobile and to access information when on the
move, so there’s more flexibility. (P3-B #6 and #7)
Yes, Certainly. Employees are a bit more flexible and more aware of what’s
going on while they’re not actually on their desks, such as getting reminders,
and being more easily contactable if they need to be contacted. (P2-B #6 and
#7)
Yes, it saves us a lot of money from having to loan out resources. For
example, in a case where we have to issue out laptops to thousands of
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employees, if they bring their own device, it saves us money. (P4-B #6 and
#7).
The question regarding the impact of BYOD practice in the IT department and
culture of Organisation-B revealed that the organisation does not have any support
or management policies on BYOD. A senior manager pointed out that:
BYOD has impacted us from the point of view of supporting staff, who are
kind of a bit like unstoppable forces. It’s a consumer driven thing. We don’t
officially offer support for BYOD. However, we do if someone looks us up,
particularly if a staff member comes to the service counter looking for help
with their device, we would definitely help. We actually have a complete gap
of policies around BYOD, so in terms of our policy framework, it’s
something that’s completely outdated. (P1-B #8).
The response of the compliance manager further clarified that BYOD has greatly
impacted, and is still impacting, the IT department of Organisation-B. To quote this
respondent:
When it comes to IT security department, yes BYOD impacted us. We have no
control over management of BYOD devices. When a personal device comes
in, we don’t know what kind of anti-virus is on that, what kind of malware is
on that, or what kind of data has been copied onto the device. We don’t have
the ability to see all these. Not only visibility, we don’t have the feasibility to
see, or the features to see all that. All of these bring us challenges. If
someone walks off with a file on their device that is critical, it will be difficult
to track. It’s a challenge for IT security and communications. (P4-B #8).
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The senior business analyst also noted that even though Organisation-B “provides
instructions on how to access email and other resources, the analyst is not aware of
any policies or guidelines concerning BYOD.” (P2-B #8).
B. Information Security and Privacy in BYOD
Information security and privacy management/controls for BYOD are essential for
organisations that allow mobile devices access to resources. All the respondents of
Organisation-B have declared with certainty that BYOD devices are not managed or
controlled by their organisation. To cite the respondents:
[ORG-B] does not manage BYOD devices at all. We don’t have access to
data in employees’ devices even if they’re registered on our network, but we
do have network logs data [sic] for their connection through the wireless
network so we can see if they’re authenticated. We don’t have visible access
to what they’re doing on their devices, or the websites they are accessing. If
someone on our network is torrenting stuff, we can try to control that.
However, if they are just downloading from torrents, we can’t control that.
(P1-B #9)
Not as far as I’m aware but I’m fairly sure that for instance if you have a
personal laptop, the IT service desk cannot manage it or help you even if
you’re using it for work. I’ve experienced that myself, and with other people
I’ve worked with. I expect that they would have the same perspective towards
smartphones or tablets. (P2-B #9)
No, [ORG-B] does not manage personal devices. (P3-B #9)
No, the organisation does not manage BYOD devices. But as per the
organisation owned devices that are provided, they are managed fully. But
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then there is still nothing to stop them from getting out of control. [ORG-B]
has no ability to stop jailbroken or modified devices. Employees have access
to file sharing services and so on (P4-B #9).
The above responses depict that Organisation-B does not have, or use, any tools or
policies to manage or support their employees’ devices, making their network and
information resources more susceptible to viruses, malware, and other hacktivism
attacks. The response noted by the compliance manager, indicates that OrganisationB might be having difficulties managing mobile devices issued by the organisation.
It was further noted that Organisation-B has no ability to detect or stop
jailbroken/modded devices from accessing their network and information resources.
Also, since their employees have access to file sharing services, if they know how to
configure access control levels, or share root drives, they can get away with many
malicious activities. Similarly, the comment of the senior manager indicated that
privacy of confidential information resources of the organisation is critical, since
spyware could be downloaded from torrent files. With every staff member having a
mobile device that is connected, Organisation-B is highly vulnerable to many
threats. Organisation-B respondents stated that they are aware of potential
information security and privacy threats in BYOD, and the organisation is extremely
concerned about losing valuable data and exposing their network to risks. However,
no specific reference to the knowledge of BYOD security or privacy controls was
identified by any of the respondents. An executive specified that, to tackle issues of
potentially exposing high risk documents:
[ORG-B] uses VPN connections to provide access to resources. Additionally,
if employees use the organisation’s e-mail client on their mobile devices,
there is ability to remotely wipe their e-mails. (P3-B, #10a).
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When the respondents were queried if Organisation-B has experienced any
information security and privacy threats as a result of BYOD practices, most of the
respondents clearly stated that they are not aware of any threats particularly due to
BYOD in the organisation. However, one of the respondents mentioned that the
organisation would not exactly know, as they periodically block attacks from China,
Singapore and other places. This inability to identify BYOD threats can be due to the
lack of mobile device management tools, and BYOD policies in the organisation.
The compliance manager further indicated that:
Given that [ORG-B] is a research based institution, there are systems
coming and plugging in straight into the network and transferring malicious
software and botnets and other threats. One example would be there was a
staff member working on one of the campuses using wireless network. We got
a notification from one of the agents that monitor our network saying the
employee’s device is infected, so I get it quarantined and locked off the
wireless network and she came down and dropped off her laptop with the IT
service desk, I plugged it straight into the admin subnet and the laptop was
trying to transmit malicious stuff. (P4-B, #11a).
The question about the regulations regarding information security and privacy
indicates that most of the respondents are either not familiar, or not educated by their
organisation about security and privacy legislations the organisation needs to follow.
An executive indicated it is not his/her concern and area of expertise. The senior
business analyst and the compliance manager responses were:
I’m not sure, but I think there’s a privacy act which [ORG-B] adheres to, but
I don’t know how or whether that directly impacts on BYOD. (P2-B, #12)
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The policy has changed early this year and at that time I was told we had an
external consultant who was reviewing the current rules and regulations. I
haven’t seen the policy that is published after that but my understanding is,
they probably would have or might have done it. (P4-B, #12).
However, the senior manager commented briefly, stating that:
There are data privacy laws which have just come in. We are also bound by
copyright laws, and also have obligations under the WA State Records Act
2000. There is an obligation that impacts us effectively on network access we
provide, imposed by the Australian Academic Research Network. (P1-B,
#12).
When further asked to what extent Organisation-B is following information security
and privacy regulations required by the Australian government, it was noted that:
“[ORG-B] is not in full compliance, but the organisation is trying to follow
these regulations as best as possible.” (P1-B, #12).
Organisation-B respondents have agreed that their organisation has no specific
information security and privacy professionals involved with BYOD. The senior
manager claims that the IT security team of the organisation deals with BYODrelated tasks. The compliance manager believed:
It doesn’t make sense if [ORG-B] has any specific information security and
privacy analysts for BYOD. We already have tasks that are way beyond
BYOD. (P4-B, #13).
The above statement possibly indicates that Organisation-B may underestimate the
impact of BYOD, and the associated risks. The approximate percentage of
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Organisation-B total budget being allotted to information security and privacy
measures and controls, many respondents claimed “they don’t have a clue”.
However, the senior manager assumed 4% to 5%. When further asked how much out
of the general information security and privacy budget is allocated to BYOD, it was
indicated that there is nothing assigned for BYOD.
To a question regarding how often Organisation-B conducts internal information
security and privacy audits on employee mobile devices, the responses revealed that
the organisation does not conduct any inspections or checks on BYOD devices,
except for the monitoring of smartphones internet usage and download limits. The
compliance manager explicitly said:
No, [ORG-B] doesn’t conduct any audits on personal devices. We don’t have
a policy that defines that. Even if we have a policy, we don’t have the tools to
do it. (P4-B, #16).
The above statement confirms the lack of any BYOD usage policies, security and
privacy policies, as well as mobile device management tools, in Organisation-B.
With regards to information security and privacy objectives of Organisation-B, two
respondents stated that the main goal is to protect sensitive personal and research
data. An executive stated that: “question is not in his/her area (P3-B, #17)”. The
response of the compliance manager to the question was:
I don’t think our organisation has any objectives in terms of information
security. Well, for me, from what I understand, we have made provisions to
meet local audits that happen on annual basis which also are partly involved
with information security policy but not exclusively for that. So we merge a
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lot of things together in a small body. We probably should have a separate
information security division, but we are all combined together. (P4-B, #17).
This indicates that the information security and privacy objectives of Organisation-B
are not clearly defined.
When respondents were asked if the information security and privacy objectives
were defined with respect to BYOD, all responses were negative. The respondents
also implied that there are no objectives with respect to BYOD communicated to
them, or formalised in any of their organisation’s policies and procedures. To cite
one respondent:
No [ORG-B] haven’t defined or formalised anything. Our information
security policies are three or four years old and have expired, so we intend to
review them. In terms of communicating it to employees as well, [ORG-B]
will stick it in the staff announcement. Chances are no one will read it. (P1B, #18).
This statement confirms that, apart from Organisation-B lacking defined or
formalised BYOD security and privacy policies, their information security policies
have long expired. In addition, the senior manager for the organisation does not
seem to be confident that Organisation-B employees read/accept policies:
After implementing new policies, honestly, on a scale of one to ten, maybe
about two or three chances employees might follow, I’m not that confident.
We are moving from I think a learning environment to where users have a lot
of freedom and a lot of control. (P1-B, #18)
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As noted in the literature review, several studies (Garfinkel, 2008; Peltier, 2013)
have indicated that the success of an organisation’s information security and privacy
lies on the hands of the organisation and its employees. Analysis of Organisation-B
responses suggests they lack balance in the security and privacy practices applied
between the organisation and its employees. Furthermore, it is confirmed that
Organisation-B’s security and privacy policies and procedures on BYOD were
inadequate:
As far as I know, [ORG-B] haven’t got any policy for BYOD yet. (P3-B, #19)
As far as I know, there aren’t any BYOD policies. (P2-B, #19)
No, [ORG-B] is not following any policies on BYOD. (P4-B, #19).
Due to lack of policy or guidelines on BYOD, Organisation-B respondents did not
know who will be responsible when information security and privacy incidents occur
as a result of BYOD practice. To quote their responses:
The device users will fundamentally be responsible. (P1-B, #20)
It depends on what type of information security or privacy incident happens.
I guess it’s not a matter of who to blame, but maybe sometimes it can be an
issue with the process, like the policy surrounding it. (P3-B, #20)
Obviously, the person whose device belongs to would be partially
responsible. Another possibility is their supervisor, or possibly faults might
head back to the IT securities, if there was any aspect they might be
responsible for. (P2-B, #20)
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There is no entity that actually monitors the security or privacy incidents, so
it probably falls on if [ORG-B] manages to track it down, then probably IT
securities will be blamed first, and then respective party holders, but then we
don’t even have any policy defining that. (P4-B, #20).
With no BYOD policies and tools in Organisation-B, it will be difficult to detect,
accuse or censure anyone when BYOD security or privacy incidents occur. This
opens the organisation to malicious insider threats, as well as empowering
employees to successfully pursue litigation against the organisation.
With respect to information security and privacy awareness programs and training
concerning BYOD in Organisation-B, the responses indicated no awareness or
training for BYOD. Additionally, the senior manager assumed:
Honestly, we don’t offer a lot of training here, so training on BYOD is
probably not applicable to us. (P1-B, #21)
This explicitly reports that either Organisation-B lacks the resources to deal with
BYOD issues, or they still have not fully understood the risks associated with its
practice, since training in general is not provided.

5.2.2 Questionnaire Data Analysis – Organisation B
Descriptive data that has been generated from the questionnaire completed by
Organisation-B general user level employees, and addresses BYOD perception and
usage patterns; BYOD information security; BYOD information privacy, and
knowledge of how employees of Organisation-B handle information security and
privacy for BYOD, are discussed.
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A. Organisation-B BYOD Usage Patterns
BYOD practice has been noted by the management of Organisation-B to be an
important enabler for their employees’ flexibility, productivity and efficiency. As a
result, they have been allowing, and increasingly encouraging, employees to use
their mobile devices for work. The frequency tabulation result from the 25
respondents of Organisation-B shows the most frequent devices used by employees
in BYOD.

Table 5.10: Case Summary of Mobile Devices Usage Frequencies in OrganisationB
Cases
Valid

Missing

Total

n

Percent

n

Percent

n

Percent

19

76.0%

6

24.0%

25

100.0%

What types of personal
mobile devices do
employees in your
organisation use for work
purposes? (please select all
that apply)

Responses

Mobile Devices Used in

n

Percent

Percent of Cases

Smartphone

16

34.8%

84.2%

Tablet PC

16

34.8%

84.2%

Laptop

14

30.4%

73.7%

Others

0

0%

0%

Organisation-B

Table 5.10 reveals that Organisation-B employees use smartphones and Tablet PCs
for their routine tasks. Laptop usage as BYOD in the organisation is lower. This may
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be due to some characteristics or features like portability (size), battery life, and
inability to stay continuously connected.
Table 5.11: Summaries Characteristics of Organisation-B Respondents From
Age, Gender, Position, and Years Worked in The Organisation, and The Devices
They Use
Mobile Devices Used in Organisation-B
Age

18-36

37-52

Over 52

Total

Smartphone

Tablet PC

Laptop

Total

Responses

6

5

5

6

% of Total

42.9%

35.7%

35.7%

42.9%

Responses

4

5

3

5

% of Total

28.6%

35.7%

21.4%

35.7%

Responses

3

3

3

3

% of Total

21.4%

21.4%

21.4%

21.4%

13

13

11

14

92.9%

92.9%

78.6%

100.0%

Total Responses
% of Total

Gender

Male

Female

Total

Responses

7

6

5

7

% of Total

50.0%

42.9%

35.7%

50.0%

Responses

6

7

6

7

% of Total

42.9%

50.0%

42.9%

50.0%

13

13

11

14

92.9%

92.9%

78.6%

100.0%

5

5

4

5

35.7%

35.7%

28.6%

35.7%

8

8

7

9

57.1%

57.1%

50.0%

64.3%

13

13

11

14

92.9%

92.9%

78.6%

100.0%

Total Responses
% of Total

Position in
organisation

IT
Professional

Responses
% of Total

Knowledge
workers

Responses
% of Total

Total

Total Responses
% of Total

Years worked Less than 1
in organisation year

Responses

2

2

2

2

% of Total

14.3%

14.3%

14.3%

14.3%

1 to 3 years

Responses

4

3

3

4

% of Total

28.6%

21.4%

21.4%

28.6%

Responses

2

3

2

3

% of Total

14.3%

21.4%

14.3%

21.4%

3 to 7 years

Over 7 years

Total

Responses

5

5

4

5

% of Total

35.7%

35.7%

28.6%

35.7%

13

13

11

14

92.9%

92.9%

78.6%

100.0%

Total Responses
% of Total

Please note:

- Eleven respondents did not give their demographic information
- All respondents can select more than one type of device
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To further understand usage patterns between demographic groups in terms of
gender, age, position, and the number of years worked by employees in
Organisation-B, a cross tabulation analysis was undertaken. As Table 5.11 shows,
the age groups 18-36 and 37-52 years prove to be high and frequent users of mobile
devices. The over 52 years age group ranked low in mobile devices usage.
Additionally, it is observed that males and females use BYOD equally at
Organisation-B. The knowledge workers ranked higher in mobile devices usage,
when compared to IT professionals of the organisation. Organisation-B employees
of over 7 years ranked highest in utilisation of mobile devices for work activities.
Interestingly, among all the respondents, employees that have worked less than a
year with the organisation have the lowest use of BYOD.
B. Organisation-B BYOD Support
The majority of Organisation-B respondents have attested to using their mobile
devices regularly for work related tasks. Therefore, it could be assumed, based on
mobility infrastructure review (Noble, 2000; Noble & Satyanarayanan, 1999;
Weiser, 1993), for Organisation-B to have mechanisms and tools to enable access
and use of resources by their employees. The results show that 67% of respondents
indicated that Organisation-B does not provide any aid for BYOD devices.
Similarly, 79% of respondents identified that Organisation-B does not have
application management infrastructure for BYOD. Also, 41% of the respondents
signalled that the organisation lacks the network infrastructure to fully support the
functions of mobile devices, while 88% of the respondents have pointed out that
Organisation-B does not have any policies and procedures for BYOD. If policies for
BYOD were in place, all the respondents stated, no information has been
communicated to them. Additionally, the majority of Organisation-B respondents
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reported that their organisation does not ensure employees comply with any
guidelines when using their mobile devices for work.
C. Organisation-B Information Security in BYOD
One of the biggest challenges prominent in BYOD is information security. The
majority of respondents of Organisation-B have agreed that BYOD information
security is essential for their organisation. However, only 23.7% of the respondents
ascertain that Organisation-B is in compliance with information security standards
(ITIL and ISO Standards), with the remaining 76.3% displaying little knowledge of
what information security standards exist. Table 5.12 illustrates the distribution of
the responses obtained.
Table 5.12: Organisation-B Compliance With Information Security Standards or
Frameworks
Respondents

Percent

ITIL, and ISO Standards

1

7.9

ITIL and Other Standards

1

7.9

ITIL Standards only

1

7.9

I don’t know what these are

13

61.9

I don’t know which

3

14.3

Total

19

100.0

Please note:

- Six participants did not respond

In addition, only 25% of the respondents indicated with certainty that the
information security standards in the organisation do not accommodate BYOD, with
the remaining 75% specifying they did not know if there are any information
security standards in their organisation that accommodates BYOD.
Organisation-B does not have a dedicated information security team for BYOD.
Approximately 80% of the respondents confirmed that Organisation-B does not
identify any threats/vulnerabilities, or perform any security control measures on
employees’ personal devices. However, 52% of the respondents verified that
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information security issues relating to devices being lost or stolen, infected with
malware and viruses, network attacks, personal data loss, and data exposure, have all
occurred in Organisation-B due to BYOD.
Potential control measures used in Organisation-B for information security in
BYOD, according to the respondents, are illustrated in Table 5.13.
Table 5.13: BYOD Controls and Measures in Organisation-B
Respondents

Percent

0

0.0

1

4.0

2

8.0

3

12.0

Limit or block mobile device access to networks

1

4.0

Mobile application management software (MAM)

0

0.0

Ensure employees activate lock screens

0

0.0

No control measures used

18

72.0

Ensure employee personal devices are up-to-date
(OS, and apps updates)
Install security software (e.g. antivirus)
Encourage employees to immediately report lost or
stolen devices
Discourage employees from downloading
unverified and untrusted applications

According to Table 5.13, only 4% of Organisation-B respondents agree that their
organisation installs security software on devices, and 8% believe that the
organisation encourages employees to report lost or stolen devices. Another 12%
believe that Organisation-B discourages employees from installing untrusted
applications, and 4% believe that the organisation limits or blocks access to
networks. Overall, the majority (72%) of Organisation-B respondents believe that
there are no control measures used for BYOD in their organisation.
D. Organisation-B Information Privacy in BYOD
Nearly 75% of Organisation-B respondents claim information privacy for BYOD is
important for their organisation and employees. However, the majority of the
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respondents appear to lack knowledge of regulations and controls to achieve privacy:
only 5% of the respondents reported that Organisation-B is in compliance,
particularly, with the Australian Information Privacy Principles and frameworks.
The remaining 95% indicate no understanding of what information privacy
principles or frameworks are. The distribution of responses is illustrated in Table
5.14.
Table 5.14: Organisation-B Compliance With Information Privacy
Principles/Frameworks
Respondents

Percent

AIPP (Australian Information Privacy
Principles)

1

5.88

I don’t know what these are

9

52.94

I don’t know

7

41.18

17

100.0

Total
Please note:

- Eight participants did not respond

All Organisation-B respondents have also confirmed that there are no information
privacy principles or frameworks in their organisation that addresses BYOD. Eighty
eight percent of the respondents have indicated that the organisation does not carry
out any activities to identify privacy threats to mobile devices, and 64% indicated
that privacy software or tools are not used by the organisation. Although, some
respondents have reported that privacy breaches, such as data interception, and the
exposure of confidential files, have occurred due to BYOD practices in the
organisation, 92% of respondents expressed no such knowledge.
E. BYOD Information Security and Privacy Knowledge in Organisation-B
The majority of Organisation-B respondents consider information security and
privacy for BYOD to be the duty of all employees handling confidential information
resources in the organisation. With regards to an information security and privacy
awareness program and training for BYOD, half of respondents indicated that no
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education or training on BYOD exists in the organisation. The other half indicated
no awareness. The majority also reported no knowledge of any formal programs to
regularly promote information security and privacy awareness on BYOD. Table 5.15
and Table 5.16 illustrate the response distribution.
Table 5.15: BYOD Information Security and Privacy Education and Training in
Organisation-B (e.g. courses, workshops, seminars)
Respondents

Percent

Yes

0

0.0

No

9

53.0

I don’t know

8

47.0

Total
Please note:

17
- Eight participants did not respond

100.0

Table 5.16: Formal Program To Regularly Promote Information Security and
Privacy Awareness/Training on BYOD in Organisation-B
Respondents

Percent

Yes

1

6.0

No

8

47.0

I don’t know

8

47.0

Total

17

100.0

Please note:

- Eight participants did not respond

Concerning lost and stolen, or other vulnerabilities/threats to devices, the majority of
Organisation-B respondents (62%) admitted they have no idea who to contact in
their organisation. A small percentages of respondents suggested security guards,
while others indicating that it is not their organisation’s duty, but rather their own
responsibility, to look after their devices. An examination of how the respondents
protect data on their devices revealed that, except for 8%, the respondents are
confident about how to secure data on their devices through setting passwords, file
permissions, encryption, antivirus, and firewall systems. A further query on
password sharing with work colleagues, friends or family, exposed that 6% of
Organisation-B respondents share their passwords; 11% said it depends on the
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situation; and 83% said they do not. In terms of backing-up data on devices, only
18% of the respondents agreed that they backup their data using either hard-disk,
offsite data storage, cloud services, CD/DVD writers, or external hard drive, and
65% indicated they rarely do any backups.
Table 5.17 indicates that the most common method Organisation-B respondents
remotely access their organisation’s systems is through VPN.
Table 5.17: Methods Used To Access Organisation-B Systems Remotely
Respondents

Percent

Virtual private network (VPN) only

4

28.57

VPN and other software

3

21.43

Remote desktop software

1

7.14

6

42.86

14

100.0

I do not access my organisation
systems remotely
Total
Please note:

- Eleven participants did not respond

A number of questions measured Organisation-B respondents’ behavioural intention
to accept liability, full device management, monitoring and tracking of devices, and
self-incident handling processes, that can potentially reduce chances of information
security and privacy issues caused by BYOD. Results of the responses to these
processes are summarised in Table 5.18.
Table 5.18: Behavioural Intent To Accept Processes That Can Reduce
Information Security and Privacy Incidents Caused By BYOD
Respondents

Minimum

Maximum

Mean

Std. Deviation

Liability

18

1.00

5.00

3.43

1.09

Device Management

18

1.00

5.00

2.56

0.85

18

1.00

4.00

2.19

0.43

18

1.00

4.00

2.98

0.26

Monitoring and
Tracking Devices
Self-Incident
Handling

Please note:

- Seven respondents did not answer
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The mean value of 3.43 indicates that most of Organisation-B respondents are
inclined to accept liability for information security and privacy breaches that occur
through their devices. From the questionnaire, questions 43, 44, 47, 48, and 49 were
examined to understand the respondents’ intention of accepting full mobile device
management by Organisation-B. A mean value of 2.56 indicated that the respondents
are in disagreement with their organisation fully managing their personal devices.
Questions 45 and 46 were also used to examine if Organisation-B respondents
accept the monitoring and tracking of their devices. A mean of 2.19 implied that the
respondents clearly disagree. In order to understand Organisation-B respondents’
intention to handle security and privacy incidents that occur through their devices,
questions 50, 51, and 52 of the questionnaire were analysed. A mean value of 2.98
indicated that the respondents do not wish to conduct their own forensic analysis
when security and privacy incidents occur.

5.2.3 Summary of Organisation-B Findings and Recommendations
The results of Organisation-B suggest that little or no information security and
privacy mechanisms/tools for BYOD are available in the organisation.
Organisation-B does not have any specific device requirements for BYOD, and
therefore, any employee personal devices can connect to the organisation’s
systems/network and access resources. Participants of Organisation-B confirmed that
their organisation does not support, manage or control BYOD devices, and there is
no specific infrastructure or tools that focus on any security and privacy issues
regarding BYOD. This is verified by the lack of mobile device management tools,
policies, and procedures for BYOD, as well as no resources allocated for BYOD in
Organisation-B budget. However, due to Organisation-B already having a large
proportion of BYOD workers without any limitations or policies, a number of
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information security and privacy incidents have occurred. Furthermore, the
respondents in Organisation-B have little or no idea of the information security and
privacy regulations their organisation needs to be in compliance with. BYOD usage
policies, security and privacy policies, and education programs are highly
recommended for Organisation-B. The summary of recommendations to
Organisation-B is as follows:
B1: With the majority of respondents signifying that BYOD devices are
allowed to function fully on Organisation-B’s network without any
limitations, it is recommended for the organisation to have a proactive
information security and privacy team, and sets of technical controls to
manage

devices.

An

on-boarding

policy

that

specifies

device

requirements, as well as identification and access controls are vital to the
organisation.
B2: Organisation-B should invest time and resources to implement and
communicate BYOD security and privacy policies, and ensure their
employees abide by them. Likewise, guidelines to notify BYOD users on
the penalties of policy breaches should be implemented, especially since
the organisation is lacking confidence about employees’ compliance with
policies.
B3: Awareness and training programs should be implemented to communicate
policies, and also educate BYOD users in the organisation about the
methods to mitigate risks.
B4: The correct data wiping procedures should be implemented by the
organisation.
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B5: Malware prevention mechanisms such as anti-virus and anti-malware, and
intrusion detection prevention controls should be implemented by
Organisation-B.
B6: The organisation should implement a unified and periodic auditing
approach to identify vulnerable and infected or compromised devices.
B7: Organisation-B should tailor its information security and privacy
standards to accommodate BYOD.
With the above recommendations implemented, Organisation-B would be able to
control and manage the risks to their confidential information resources in BYOD
practices.

5.3 Case 3 – Organisation C: Financial Industry
Organisation-C is a highly reputable financial organisation operating for some
decades within Australia. Organisation-C has around 4000 employees and over 1
million customers. A key part of the organisational goal is to maintain
confidentiality in its affairs and its customers. Information usage in Organisation-C
is deemed to be extremely important: the organisation is highly dependent on IT
systems and resources for conducting its day-to-day businesses. As a result, the
organisation has adopted comprehensive frameworks and guidelines to manage risks
and risk-taking activities concerned with its businesses. Information technology
services in Organisation-C are provided through the IT department, which manages
the organisation’s internal information systems network, and other public and private
networks that interact with their systems.
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5.3.1 Interview Data Analysis – Organisation C
In this section, BYOD practices and procedures relating to security and privacy of
information resources in Organisation-C are presented. As discussed earlier in this
chapter, the interview analysis will extract knowledge of BYOD usage and
perceptions within Organisation-C, including the impact of BYOD on information
security and privacy in the organisation, and the control measures used. The
interview participants selected from Organisation-C are from senior management
with the roles of IT solutions architects and managers. Discussion on various issues
by interviewees concerning BYOD usage, security, privacy, and counter measures
used, are described below in detail and illustrated with extracts.
A. BYOD Usage and Perception
The large IT department at Organisation-C is heavily reliant on technology for its
operations. The interview respondents stated that BYOD is allowed, but only in
relation to mobile phones. A senior manager and a solutions architect of the
organisation claimed that this is due to the perception of security. The respondents
also report that Organisation-C has started seeing an influx of unauthorised BYOD
laptop and tablet devices, owned particularly by system developers, accessing their
networks.
Interviewees indicated that BYOD practices are having a positive impact on their
organisation, but only in terms of flexibility and productivity:
Yes, I personally would say BYOD impacts certain areas of our organisation,
for example, developers, testers and people who need flexibility to do their
work. (P1-C #6)
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In terms of productivity, the sales representatives are another area to look at
in our organisation that BYOD has impacted. (P3-C #6).
One respondent argued that BYOD only has a positive impact in Organisation-C in
terms of personal productivity, but not for the organisation. This respondent
maintained that there is potential loss of productivity for the organisation, because
employees use their own devices with many personal application on them (such as
games and social networks) which can, in some cases, distract or stop employees
from getting on with their work duties.
When asked whether BYOD practice has impacted the IT department and culture of
Organisation-C, respondents indicated that the organisation has a cautious approach
towards BYOD, due to perceptions of data governance and security, especially given
that the organisation is highly risk focused.
B. Information Security and Privacy in BYOD
Organisation-C respondents claim their organisation is aware of the potential
information security and privacy risks in BYOD, and are highly concerned about
protecting their information. However, the respondents revealed that the organisation
does not manage, control or support employee personal devices. One respondent
noted that:
One of the main concerns [ORG-C] has got with BYOD devices control or
management, is the fact that they could potentially have issues with
employees personal information, if they decide to wipe their devices. (P2-C
#9).
The senior manager added that Organisation-C has nothing technical in terms of
monitoring or tracking BYOD devices activities, but the organisation has:
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Acceptable use policies and they are enforced via a couple of means, so you
have to ensure than you adhere to the acceptable use policies. [ORG-C] also
has a regular online assessment of showing that employees are aware of the
policies of use and accept them. That’s as far as it goes. We don’t have
anything else. (P1-C #9).
Organisation-C respondents have also noted that the organisation has not
experienced any information security and privacy threats due to BYOD practices.
However, they all acknowledged the potential threats, and they believe appropriate
controls are in place.
When respondents were asked about information security and privacy regulations
from the Australian government which needs to be followed by Organisation-C, they
all confirmed adequate knowledge and understanding about the security and privacy
standards/guidelines their organisation needs to comply with. However, when the
respondents were asked if there are information security and privacy professionals
involved with BYOD, they indicated that there might be none. A senior manager’s
response was:
If you take the qualifications of BYOD away, then yes absolutely there are
specialists. Around BYOD, I don’t know. (P1-C #13).
A solutions architect believed that the only service Organisation-C allows on
personal devices, could just be for accessing e-mails. Therefore:
There are no real security professionals looking at BYOD in [ORG-C].
We’ve looked at the email application and our security has looked at it and

136

said we can’t apply controls around it to safeguard information. That’s all.
(P2-C #13).
When asked about the approximate percentage of Organisation-C’s general budget
allocated to information security and privacy, the respondents indicated that they did
not know. However, they believed that the percentage allocated by Organisation-C
would probably be higher than other organisations, because their organisation takes
information security and privacy very seriously. When posed the question on how
much out of the general information security and privacy budget is allocated to
BYOD, a senior manager indicated that having infrastructure controls, management
and support for BYOD is probably not applicable to Organisation-C, because the
organisation already has a technology through which mobile phones access emails.
With the “Good 1 ” technology, the respondents indicate Organisation-C has the
ability to track and wipe corporate emails to restrict malicious insider activities and
exposure of confidential information.
When the respondents were further asked how often Organisation-C conducts
internal information security and privacy audits on employee mobile devices, they
all indicated their organisation does not carry out any audits. The lack of
management support, and checks/reviews on BYOD devices can leave confidential
information of Organisation-C at risk, especially since it was noted that the
organisation allows virtual desktops for employees to work remotely using their own

1

Mobile security solution (www.good.com)
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preferred mobile phones and access methods. This makes it inevitable for corporate
data to reside on BYOD devices.
Organisation-C information security and privacy objectives are to manage risks and
ensure data confidentiality. According to one respondent, the chief aim is:
Ensuring privacy and protecting customer data, and also using certain level
of governance on who should have access to specific information. (P3-C
#17).
When respondents were asked if these objectives are defined with respect to BYOD,
and formalised in Organisation-C policies and procedures, all responses were
negative. However, the respondents did indicate that, if there are any codes of
conduct, Organisation-C does enforce them through employee line managers, and
performance reviews are carried out yearly to ensure employees are in compliance.
In terms of who is held responsible when information security and privacy incidents
occur in Organisation-C due to BYOD practices, the respondents indicated both the
employee and the organisation would be liable. A solutions architect respondent
stated:
The organisation is always liable anyway; the employee only has secondary
accountability for what happens. (P2-C #20).
Since Organisation-C does not manage employee devices, and has not defined their
information security and privacy objectives with respect to BYOD, it may be
difficult for the organisation to detect when BYOD security and privacy incidents
occur. Additionally, Organisation-C respondents have admitted that their
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organisation has no specific policy for BYOD, but claim they have few procedures
in place. A senior manager noted:
Not yet, [ORG-C] does not have a specific BYOD policy. But there are
intended guidelines for BYOD, and say for example someone brings their
iPhone and uses the Good application, there are guides around that. (P1-C).
Furthermore, the respondents disclosed that there are no information security and
privacy awareness programs and training concerning BYOD in Organisation-C.
However, one respondent assumed that:
Probably the general policies cover, I suppose some training concerning
mobile phones. So there are things covered like when employees are going
around in public and using their phones, they don’t talk about confidential
information, the same as you don’t look at confidential information when in
public places, like on the train. This training is consistent, as you do it from
time to time. (P3-C #21).
Finally, the respondents acknowledged that whenever there is any training in
Organisation-C, employee awareness of policies and regulations is improved, and
therefore results to a decrease in vulnerabilities and threats.

5.3.2 Questionnaire Data Analysis – Organisation C
In this section, Organisation-C BYOD perception and usage patterns, BYOD
information security, BYOD information privacy, and knowledge of how employees
handle information security and privacy are presented. Respondents to the
questionnaire are general user level employees of the organisation.
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A. Organisation-C BYOD Usage Patterns
Organisation-C management describes BYOD practices to still be at early stages in
their organisation. With the reported benefits of flexibility and productivity from
their employees, Organisation-C is willing to embrace BYOD to a greater extent, but
is reluctant due to risk focused nature of the organisation. As can be seen from the
results presented in Table 5.19, the majority of respondents from Organisation-C
indicate they use not only their mobile phones for work purposes, but also, other
mobile devices that include tablets PCs and laptops. Table 5.19 also depicts the types
of BYOD devices most commonly used in the organisation.

Table 5.19: Case Summary: Mobile Devices Usage Frequencies in Organisation-C
Cases
Valid

Missing

Total

n

Percent

n

Percent

n

Percent

15

88.2%

2

11.8%

17

100.0%

What types of personal
mobile devices do
employees in your
organisation use for
work purposes?
(please select all that
apply)

Responses

Mobile Devices Used in

n

Percent

Percent of Cases

Smartphone

15

42.9%

100.0%

Tablet PC

9

25.7%

60.0%

Laptop

11

31.4%

73.3%

Others

0

0%

0%

Organisation-C
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Table 5.19 indicated that Smartphones are the most heavily used personal devices in
Organisation-C, followed by laptops and Tablet PCs. The cross tabulation analysis
presented in Table 5.20 shows Organisation-C BYOD usage patterns between
demographic groups in the organisation.
Table 5.20: Summaries Characteristics of Organisation-C Respondents From Age,
Gender, Position, and Years Worked in The Organisation, and The Devices They
Use
Mobile Devices Used in Organisation-A

Age

18-36

37-52

Total

Smartphone

Tablet PC

Laptop

Total

Responses

3

2

3

3

% of Total

27.3%

18.2%

27.3%

27.3%

Responses

8

4

5

8

% of Total

72.7%

36.4%

45.5%

72.7%

11

6

8

11

100.0%

54.5%

72.7%

100.0%

Responses

10

5

7

10

% of Total

90.9%

45.5%

63.6%

90.9%

Responses

1

1

1

1

% of Total

9.1%

9.1%

9.1%

9.1%

11

6

8

11

100.0%

54.5%

72.7%

100.0%

Responses

4

2

2

4

% of Total

36.4%

18.2%

18.2%

36.4%

Responses

7

4

6

7

63.6%

36.4%

54.5%

63.6%

11

6

8

11

100.0%

54.5%

72.7%

100.0%

Total Responses
% of Total

Gender

Male

Female

Total

Total Responses
% of Total

Position in

IT Manager

organisation
IT Professional

% of Total
Total

Total Responses
% of Total

Years worked in 3 to 7 years

Responses

4

2

3

4

organisation

% of Total

36.4%

18.2%

27.3%

36.4%

Responses

7

4

5

7

% of Total

63.6%

36.4%

45.5%

63.6%

11

6

8

11

100.0%

54.5%

72.7%

100.0%

Over 7 years

Total

Total Responses
% of Total

Please note: - Six respondents did not give their demographic information
- All respondents can select more than one type of device
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As can be seen in Table 5.20, user of mobile devices in the age group between 37-52
years is significantly higher than in the age group 18-36 years. The assumption is
made that no respondents over the age of 52 years participated in the survey.
However, it was noted that 6 respondents did not provide demographic information.
Additionally, BYOD users in Organisation-C are most likely to be male. Most
BYOD users were IT professionals within the organisation. Employees who have
worked in Organisation-C for over 7 years ranked higher in BYOD usage, compared
to employees who have worked in the organisation between 3-7 years.
B. Organisation-C BYOD Support
With over 70% of Organisation-C respondents confirming they use their mobile
devices for work, Organisation-C needs to have mechanisms and tools that simplify
access to corporate systems and resources for BYOD users. Notably, only 41% of
Organisation-C respondents confirmed they are provided support by the organisation
for their mobile devices, with the remaining indicating no support. Over 40% of the
respondents added that Organisation-C does not have network infrastructure for
BYOD, and 47% indicated there is no application management infrastructure for
BYOD in the organisation. Over 60% of the respondents have also indicated that no
policies and procedures for BYOD exist in the organisation. Also important, 82% of
the respondents further specified that even if Organisation-C has any policies and
procedures on BYOD, nothing has been communicated.
C. Organisation-C Information Security in BYOD
The respondents of Organisation-C appear to believe information security for BYOD
is important in their organisation. The majority of the respondents indicated that
their organisation considers information security a high priority. However, only a
small fraction of the respondents seem to share understanding of the information
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security standards that Organisation-C complies with. In addition, the respondents
indicated they don’t know whether the information security standards in their
organisation accommodate BYOD. More surprisingly, 64% of the respondents, who
claim to be IT professionals in the organisation, showed no knowledge of
which/what information security standards exist. Distribution of the responses is
illustrated in Table 5.21.
Table 5.21: Organisation-C Compliance With Information Security Standards or
Frameworks
Respondents

Percent

1

9.09

ITIL only

3

27.27

I don’t know which

2

18.18

I don’t know what these are

5

45.45

11
Please note: - Six participants did not respond

100.0

COBIT, ITIL, ISACA, and ISO
Standards

Total

Most Organisation-C respondents confirmed that their organisation does not have a
dedicated information security team for BYOD. While 31% of the respondents
claimed BYOD devices are allowed to function fully on the organisation’s
network/systems, Organisation-C does not install/perform any security control
measures on BYOD devices. In terms of information security issues that have
resulted from BYOD practices in Organisation-C, 86% of the respondents claimed
they are not aware of any incidents. With respect to measures employed and used by
Organisation-C to ensure information security for BYOD, the respondents indicated
firmly that their organisation does not apply any security software or mobile device
management tools to BYOD devices.
Results from respondents in Table 5.22 highlight other possible control measures
used by the organisation. Limiting or blocking of BYOD devices from accessing
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networks stands out as the major information security control for BYOD in
Organisation-C.
Table 5.22: BYOD Controls and Measures in Organisation-C
Respondents

Percent

0

0.0

0

0.0

1

7.14

1

7.14

Limit or block mobile device access to networks

6

42.86

Mobile application management software (MAM)

1

7.14

Ensure employees activate lock screens

0

0.0

Ensure employee personal devices are up-to-date (OS,
and apps updates)
Install security software (e.g. antivirus)
Encourage employees to immediately report lost or
stolen devices
Discourage employees from downloading unverified
and untrusted applications

D. Organisation-C Information Privacy in BYOD
The majority of Organisation-C respondents agree that information privacy for
BYOD is important for their organisation. However, 15% of the respondents seem to
share a different perception, by indicating they don’t know whether privacy is
necessary for BYOD.
Table 5.23: Organisation-C Compliance With Information Privacy
Principles/Frameworks
Respondents

Percent

AIPP (Australian Information
Privacy Principles)

3

23.0

I don’t know what these are

7

54.0

I don’t know

3

23.0

13

100.0

Total

Few of the participants seem to have some knowledge of the controls needed to
achieve privacy. An equal number reported they don’t know if Organisation-C is in
compliance with any information privacy principles or frameworks, while the
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remaining shows no familiarity with what information privacy principles or
frameworks are. Table 5.23 shows the distribution of responses.
In summary, only 8% of the respondents report Organisation-C carries out activities
to identify privacy threats to devices. Ninety two percent stated that no privacy
measures (such as software) are used by the organisation. The respondents also
claim they are not aware of any privacy issues that have resulted from BYOD
practices in the organisation.
E. BYOD Information Security and Privacy Knowledge in Organisation-C
Organisation-C respondents believe that information security and privacy is the
responsibility of all employees. Notably, 77% of the respondents believe that there is
inadequate education and training concerning information security and privacy for
BYOD in the organisation, while 69% added that no formal awareness and training
programs exist in the organisation to promote information security and privacy for
BYOD. Table 5.24 and Table 5.25 provide the response distribution.
With respect to BYOD devices being vulnerable to threats or being lost/stolen, 63%
of Organisation-C respondents do not have knowledge of who to contact in their
organisation. The remaining 37% indicated the information security administrator as
the appropriate contact. Investigations about the methods respondents use to protect
information on their devices revealed that the majority knew how to secure data on
their devices through passwords, file permissions, encryption, antivirus, and
firewalls. Further enquiry about password sharing with work colleagues, friends or
family, showed that 8% of the respondents shared their passwords to some extent.
The respondents specified that they either regularly or occasionally backup their data
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using hard disk, offsite data storage, cloud services, CD/DVD writers, and external
hard drive.
Table 5.24: BYOD Information Security and Privacy Education and Training in
Organisation-C (e.g. courses, workshops, seminars)
Respondents

Percent

Yes

1

8.0

No

10

77.0

I don’t know

2

15.0

13
Please note: - Four participants did not respond

Total

100.0

Table 5.25: Formal Program To Regularly Promote Information Security and
Privacy Awareness/Training on BYOD in Organisation-C
Respondents

Percent

Yes

3

23.0

No

9

69.0

I don’t know

1

8.0

Total

13

100.0

Please note: - Four participants did not respond

Additionally, the most common technique that the respondents use to access their
organisation’s systems remotely, as indicated in Table 5.26, is through VPN and
other software.
Table 5.26: Methods Used To Access Organisation-C Systems Remotely
Respondents

Percent

4

30.0

VPN and other software

8

62.0

Remote desktop software

1

8.0

Virtual private network (VPN)
only

Total
Please note:

13
- Four participants did not respond

80.0
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The findings in Table 5.27 depicts Organisation-C respondents’ intention to accept
liability, full device management, monitoring and tracking of devices, and selfincident handling processes, that can potentially reduce chances of information
security and privacy issues caused by BYOD.
Table 5.27: Behavioural Intent To Accept Processes That Can Reduce
Information Security and Privacy Incidents Caused By BYOD

Liability
Device
Management
Monitoring and
Tracking Devices
Self-Incident
Handling

Respondents

Minimum

Maximum

Mean

Std. Deviation

13

1.00

5.00

3.23

1.09

13

1.00

5.00

2.74

0.98

13

1.00

4.00

2.07

0.21

13

1.00

4.00

3.02

0.25

Please note:

- Four respondents did not answer

As can be seen from Table 5.27, the mean value of 3.23 for “Liability” indicates that
Organisation-C respondents have a neutral opinion in terms of accepting full
responsibility for all information security and privacy breaches that occur through
their devices. Responses to questions 43, 44, 47, 48, and 49 of the questionnaire
have been analysed to understand the respondents’ intention of accepting full mobile
device management. The mean of 2.74 indicated the respondents are in total
disagreement with full device management by Organisation-C. Additionally,
question 45 and 46 were used to determine the respondents’ opinion about
monitoring and tracking of their devices. The mean value of 2.07 signified the
respondents strongly disagree with Organisation-C tracking their devices and
monitoring usage (browsing history etc). Furthermore, questions 50, 51, and 52
understood the respondents’ perception to handle security and privacy incidents that
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occur through their devices, and a mean value of 3.02 indicating they are neutral to
carrying out their own forensic analysis when security or privacy incidents occur.

5.3.3 Summary of Organisation-C Findings and Recommendations
There is a strong awareness of information security and privacy in Organisation-C.
The organisation places great importance on information security and privacy
initiatives related to technical counter measures, and policies, standards and
procedures. On the other hand, information security and privacy aspects associated
with BYOD were still developing. The only proactive information security
approach, specific to BYOD, was based on accessing emails. Participants have
indicated that Organisation-C does not manage or support BYOD devices, and has
no technical means for monitoring and tracking mobile device activities. This will
certainly make it difficult for Organisation-C to carry out audits or detect the nature
of how BYOD security and privacy incidents occur. Also, while Organisation-C
attempts to allow BYOD only as a mobile phone capability, surprisingly, their
employees appear to be using laptops and tablet devices without the organisation’s
consent. Additionally, participants disclosed that Organisation-C has no specific
policies for BYOD. However, the organisation has comprehensive information
security and limited privacy policies in place, but the objectives of these policies are
not defined with respect to BYOD and formalised in the organisation’s procedures.
In summary, Organisation-C has a good level of general information security and
privacy, but there are security and privacy gaps, due to BYOD, that must be
addressed. Therefore, BYOD security and privacy policies need implementing to
strengthen the overall information security and privacy standing of Organisation-C.
The following is a summary of recommendations.
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C1: A comprehensive BYOD policy and guidelines including requirements
that specifies users who can on-board BYOD devices, and the types of
devices they can use, should be implemented by Organisation-C to
minimise the influx of unapproved BYOD devices. Equally, the policy
should cover security, privacy and liability risks associated with BYOD.
C2: Organisation-C should implement access controls, device and application
management systems, as well as auditing tools and techniques to identify
and prevent potential threats and vulnerabilities in BYOD devices.
C3: The organisation should tailor information security and privacy standards
to accommodate BYOD.
C4: Awareness and training programs are needed in Organisation-C to educate
BYOD users on the dangers of password sharing; points of contact to
report incidents; and how to mitigate risks and comply with policies.
Implementing the above recommendations can aid the management of BYOD in
Organisation-C, as well as reduce the concern of BYOD impacting confidential
information in the organisation.

5.4 Cross Case Analysis
This section analyses the operational activities that support BYOD information
security and privacy across the three cases.
Table 5.28 provides a summary of these activities across the organisations, and their
possible outcomes are further discussed in detail.
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Table 5.28: Cross Summary Findings of Organisation-A, Organisation-B, and
Organisation-C
Organisation-A

Organisation-B

Organisation-C

BYOD perception
and usage patterns

- BYOD is fully allowed and
increasingly encouraged by the
organisation.
- Only smartphones, tablet PCs
and laptop devices are allowed
access to resources, subject to
satisfying certain specification
requirements.

- BYOD is allowed, but only
as a mobile phone capability.
However, the organisation
has started seeing influx of
BYOD laptop and tablet
devices.
- Smartphones and tablet PCs
are the most commonly used
devices for BYOD, followed
by laptops.

BYOD support

- Policies and procedures for
BYOD.
- Network and application
management infrastructure for
BYOD.

BYOD information
security

- Adequate adoption of
information security policies
and standards that
accommodate BYOD.
- Technical controls such as
MDM tools to manage
devices.
- BYOD devices are audited
(sweeps and checks), however,
there is no unified approach to
auditing all employee devices.
- There are no privacy policies
that address BYOD.
- The organisation treats all
BYOD devices as corporate
owned, making their
employees personal data their
data. Additionally, full BYOD
devices management and
auditing give the organisation
access to its employees’
personal data, leaving the
employees with little or no
control over their privacy.
- There are security awareness
programs and training for
BYOD, but nothing exists for
privacy.
- The employees have
knowledge of how to secure
their devices, as well as who to
contact when security and
privacy incidents occur.
- The employees are inclined
to accept liability, and partial
device management, to reduce
BYOD security and privacy
incidents. However, they
disagree with the monitoring
and tracking of their devices,
and demonstrate fair desire to
handle BYOD security and
privacy incidents themselves.

- BYOD has been encouraged
for a long time, and is fully
allowed for employees in the
organisation.
-No BYOD device
requirements, therefore, any
employee personal devices can
connect to their network and
access resources. However,
smartphones, tablet PCs and
laptop devices are the most
commonly used for BYOD.
- No policies and procedures for
BYOD exist in the organisation.
However, there are a few guides
for BYOD on-boarding.
- No application management
infrastructure for BYOD, but
there is very limited network
infrastructure in place.
- There are no information
security policies and standards
that accommodate BYOD.
- No MDM tools or any other
technical solutions for BYOD
security.
- BYOD devices are not
managed, or audited by the
organisation.

- No privacy policies concerning
BYOD.
- No management/control of
BYOD devices, hence, private
organisational data can easily be
exposed.

- There is no privacy policies
tailored for BYOD.
- Confidential organisational
data can easily be exposed
due to lack of support, and
control of BYOD devices.

- No security and privacy
awareness programs and
training for BYOD in the
organisation.
- Majority of the employees
have sufficient understanding of
how to secure their devices, but
lack knowledge of who to
contact when BYOD security
and privacy incidents occur.
- Some of the employees
indicate they share their BYOD
devices passwords.
- The employees are inclined to
accept liability when security
and privacy incidents occur, but
disagree with full device
management,
monitoring/tracking of their
devices, and have no desire to
handle BYOD security and
privacy incidents themselves.

- There are no security and
privacy awareness programs
and training for BYOD.
- The employees have
sufficient knowledge of how
to secure their devices, but
majority of them have no idea
who to contact when BYOD
security and privacy incidents
occur.
- Several employees indicated
they shared their BYOD
devices passwords.
- The employees are neutral
to accept liability when
security and privacy incidents
occur, and disagree with full
device management,
monitoring/tracking of their
devices. They are also neutral
to handling BYOD security
and privacy incidents
themselves.

BYOD information
privacy

BYOD information
security and
privacy knowledge
in the
organisations

- There are few guides on
BYOD, but no specific
policies and procedures for
BYOD in the organisation.
- Insufficient network and
application management
infrastructure for BYOD.
- No information security
policies and standards that
accommodate BYOD.
- Inadequate technical tools
and security control measures
for BYOD devices.
- No management and
control/auditing of BYOD
devices.

150

5.4.1 BYOD Perception and Usage Patterns
The findings obtained across Organisation-A, Organisation-B, and Organisation-C
revealed that BYOD is both prevalent and highly utilised in the case organisations.
Slight variations were observed in the degree of adoption and integration of BYOD
by the organisations due to the nature of their industry and operations, but,
nevertheless, they all hold the same assumption that BYOD information security and
privacy is an integral aspect to their businesses.
Organisation-A and Organisation-C seem to have specific device requirements for
BYOD, but Organisation-B allows any device to board their network and access
resources. Additional findings revealed that smartphones were the most highly used,
followed by laptops, then tablet PCs. Generation X2 workers across the organisations
were more dependent on BYOD, followed by generation Y3, and the baby-boomer4
generation (see Section 4.6 for definition of generations). BYOD usage was seen to
be a key element that impacted positively on the performance of the three
organisations and their employees’ productivity. More flexibility to carry out work,
increased information sharing and collaboration, and high level of convenience due
to ability to work remotely was noted from users of smartphones, tablet PCs, and
laptops.

2

Workers between the age of 37-52 years
Workers between the age of 18-36 years
4
Workers over the age of 52 years
3
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5.4.2 BYOD Support
Only Organisation-A appeared to allocate essential resources and adopt adequate
technical solutions needed to support BYOD. The organisation has developed and
implemented BYOD policies, procedures, network and application management
infrastructures that integrate into their overall ICT infrastructure. However, do not
distinguish between support for BYOD and the organisation owned devices,
therefore, resulting to potential defects on users’ experience.
Organisation-B and Organisation-C did not allocate adequate resources for BYOD,
and have no specific policies, procedures, nor sufficient infrastructure for BYOD.
These organisations do not provide any support to BYOD users and their devices.

5.4.3 BYOD Information Security
Threat of confidential information loss has emerged as the greatest BYOD
information security concern for all three organisations: securing corporate
information is their primary goal. This reason is behind why Organisation-C attempt
to allow BYOD only at mobile phone capability, but surprisingly, their employees
appear to use laptops and tablet devices to access resources in the organisation.
In Organisation-A, the objectives of their information security policy was defined
with respect to BYOD. The organisation has adopted information security standards
and tailored them to accommodate BYOD in order to ensure maximum security for
their information resources and assets. Organisation-A has also implemented
technical controls like mobile device management tools to manage/audit devices,
and enforce security policies to ensure BYOD users are in full compliance.
However, the organisation lacks a unified approach to auditing all BYOD devices.
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In contrast, both Organisation-B and Organisation-C have not defined their
information security policy objectives with respect to BYOD. Organisation-B,
specifically, was lacking confidence that their employees would comply with BYOD
information security policies and procedures if they were in place. Although there is
an indication that both Organisation-B and Organisation-C are in compliance with
information security standards, it seemed that the standards have not been
customised to include BYOD. Organisation-B and Organisation-C also appeared to
lack adequate technical controls to manage and audit BYOD devices. However,
Organisation-C was noted to have a secured application management system for
accessing corporate emails from BYOD devices.
In all the three organisations, participants were asked to identify BYOD security
incidents that have occurred in their organisation. Organisation-A and OrganisationB admitted that BYOD devices were at least once or more often lost or stolen,
infected with malware and viruses, subjected to network attacks, personal data loss,
and data exposure through hacking. Organisation-C reported no awareness of any
BYOD security incidents that have occurred within their organisation. Table 5.29
gives a summary of the BYOD security incidents across the organisations.
Table 5.29: BYOD Security Incidents Across the Case Study Organisations
Information Security Incidents

Organisation-A

Organisation-B

Organisation-C

Devices getting lost or stolen
Devices getting infected with virus,
malware etc.
Confidential files/information being
hacked and exposed
Network attacks
Personal data loss







-





-







-

Please note: Organisation-C indicated no awareness of incidents due to BYOD

With regards to the security precautions to mitigate BYOD risks, Organisation-A
mandates the use of passwords, screen locks, and ensuring unverified and untrusted
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applications are not downloaded or installed by BYOD users. Organisation-B and
Organisation-C do not facilitate the use of sufficient control measures by BYOD
users, but Organisation-C, in particular, tends to limit or block BYOD device access
to their networks (see Table 5.31). Additionally, both Organisation-B and
Organisation-C are noted to be lacking dedicated information security personnel
who have the required skills to address risks associated with BYOD.

5.4.4 BYOD Information Privacy
Although Organisation-A, Organisation-B, and Organisation-C have acknowledged
in one way or another that information privacy is important for BYOD, they all seem
to lack sufficient knowledge of how to ensure the privacy of their users in BYOD
environments. All the organisations’ management respondents have at least
indicated that they are in compliance with privacy principles and regulations.
However, the organisations have not used these to implement any privacy
frameworks that address issues relating to BYOD. Likewise, the majority of the
employees across all organisations show no familiarity with information privacy
principles. This implies that the organisations have not educated employees on the
level of BYOD privacy they are entitled to, as well as other associated privacy risks
in BYOD. This was evident in Organisation-A, which treats all BYOD devices as
organisation-owned, making their employees personal data their data. Additionally,
due to full BYOD device management and auditing in Organisation-A, there is a
clear visibility to their employees’ personal data, leaving employees with little or no
entitlement to BYOD privacy. In contrast, Organisation-B and Organisation-C
private corporate data can easily be exposed due to lack of support and control of
BYOD devices.
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In terms of privacy breaches that may have occurred across all the organisations due
to BYOD, Organisation-A and Organisation-B have admitted being victims of data
interception, cyber-stalking, identity theft, and the exposure of confidential files and
information. Organisation-C showed no awareness of any privacy issues that have
resulted from BYOD practices in their organisation. Table 5.30 gives a summary of
the BYOD privacy incidents across the organisations.
Table 5.30: BYOD Privacy Incidents Across the Case Study Organisations
Information Privacy Incidents

Organisation-A

Organisation-B

Organisation-C

Confidential files/information being
exposed
Data interception
Cyber-stalking
Identity theft
Location tracking





-









-

-

Please note: Organisation-C indicated no awareness of incidents due to BYOD

5.4.5 BYOD Information Security and Privacy Knowledge
All the case study organisations have a common belief that information security and
privacy for BYOD is the responsibility of everyone dealing with critical confidential
information resources in their organisation. The BYOD information security
knowledge in Organisation-A appears to be almost comprehensive. There was a
positive perspective of sharing information security knowledge across the entire
organisation. Most of Organisation-A employees exhibited knowledge of who to
contact within the organisation when BYOD security and privacy incidents occur, as
well as how to protect sensitive data in BYOD devices. Additionally, some level of
security awareness programs and training for BYOD is present in Organisation-A.
However, the organisation seems to be lacking any formalities for BYOD privacy:
there were no formal mechanisms for education and sharing knowledgeable
information related to privacy.
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In contrast, Organisation-B and Organisation-C did not have security and privacy
awareness programs and training concerning BYOD. Even though the employees of
both organisations showed some understanding of how to secure data on BYOD
devices, several shared their BYOD devices passwords with work colleagues,
friends and family. This could be a major security issue for the organisations.
In order to build in-depth knowledge about how to reduce potential BYOD security
and privacy incidents across all the organisations, further analysis of responses to
Q.43 to Q.52 of the questionnaire was conducted in regards to Liability, Device
Management, Monitoring and Tracking Devices, and Self-Incident Handling, to
identify behavioural intention patterns of employees in each of the organisations.
The results presented in Figure 5.1 indicate the employees’ level of acceptance of
the BYOD information security and privacy related processes.

Figure 5.1: Employees Intention To Accept Information Security and Privacy
Processes For BYOD Across Organisation-A, Organisation-B, and
Organisation-C
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While there were similarities across all the organisations in terms of their
employees’ behaviour to accept the BYOD information security and privacy
processes, there were also variations. From all the organisations, employees have a
tendency to accept liability for security and privacy incidents that occur through
their BYOD devices, as well as having little or no desire to manage these incidents
themselves. Organisation-A employees were neutral concerning full device
management, but Organisation-B and Organisation-C employees to some extent
disagree with BYOD devices being managed by their employers. Every respondent
from every organisation disagreed with monitoring and tracking of their BYOD
devices. These concerns by the employees were attributed to the potential for
invading their privacy in BYOD practices. Hence, it is necessary to balance BYOD
security and privacy controls to avoid ruining user experience.

5.4.6 Summary of Cross Case Analysis
In general, Organisation-A maintains a proactive approach to information security,
and has implemented policies, technical controls, awareness programs and training
for BYOD. However, BYOD privacy is less predominant in the organisation,
particularly for employees. Organisation-B and Organisation-C exhibit a reactive
approach, and have inadequate security and privacy policies, controls, awareness
programs and training for BYOD. Table 5.31 gives a summary of the
countermeasures employed in the organisations.
All case organisations share common information security and privacy issues. The
findings revealed that Organisation-A has a good level of commitment towards
BYOD information security, with no major efforts made by Organisation-B and
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Organisation-C towards BYOD information security. All the three organisations
have poor or no commitment of any kind to BYOD privacy.
Finally, the findings from the three organisations demonstrate that BYOD itself, in
addition to the lack of sufficient and explicit BYOD policies and procedures, can
influence the information security and privacy practices of organisations.
Table 5.31: BYOD Security and Privacy Controls In the Case Study
Organisations
BYOD Security & Privacy
Countermeasures

Organisation-A

Organisation-B

Organisation-C

On-boarding policies
System access controls
Security software (i.e anti-virus, and
anti-malware)
Privacy software (i.e intrusion
prevention systems)
Firewall systems
Mobile device management
Mobile application management
Security policies
Privacy policies
User and device auditing
Awareness and training programs
Incidents reporting
OS and apps updates
Restrict downloads of unverified and
untrusted applications
Limit or block access to networks
Automated password and lock-screen
activation
Password protection system on
timeout/shutdown





Limited
-

Limited
-

Limited

-

-





Limited
Limited




-

-



-


-



-

-

The influence of BYOD on information security and privacy management activities
within Organisation-A, Organisation-B, and Organisation-C were similar. The
differences found were mainly due to each organisation’s efforts for information
security and privacy management, and the industry/sector of operation. Employee
intent to comply with BYOD security and privacy requirements is not only a
function of their knowledge or skills, but also, a function of other aspects involving
perception and environmental settings. Hence, it is important to understand how
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organisational BYOD management activities affect employee behaviour, in order to
achieve a high level of information security and privacy in BYOD. Furthermore, it is
necessary for effective security and privacy policies and procedures, specifically
relating to BYOD, to be implemented by organisations to combat potential threats
and vulnerabilities in BYOD environments. Moreover, there is an agreement in the
literature review that technical controls reduce user experience in BYOD, and the
case study data indicated that Organisation-A employees were concerned about their
privacy due to the controls used by their organisation. Therefore, there is a need to
balance the trade-off between security and privacy to minimise BYOD user
experience deficiencies.
The analysis and cross-case analysis of the case studies using the perspectives
provided in Figure 3.2 has confirmed, by demonstrating that the research framework
in Chapter 3 is effective in determining and understanding the current security and
privacy values and practices of organisations in BYOD environments. The next
chapter presents security and privacy models and frameworks organisations and their
employees can apply to protect confidential information in BYOD environments.
The components of the models are selected based on the themes of the case study
findings, while the control measures selected for the frameworks are based on
information security and privacy principles, standards and procedures. The models
and frameworks were developed from a general perspective to provide BYOD
management across all types of organisations and locations, especially given that the
case study organisations were operating globally.
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Chapter 6: BYOD Management Framework
Proposition
In this section, a generic BYOD management framework to control risks in BYOD
environments is formulated using information security and privacy principles,
standards and procedures. The insights provided by the case studies discussed in
Chapter 5 also supported the development of the framework. BYOD perceptions and
usage patterns, BYOD information security and privacy risks, and BYOD
management activities in organisations were synthesised to identify the control
requirements needed for the holistic management of BYOD. The control domains
and processes from information security and privacy principles, standards and
procedures were tailored to accommodate BYOD. The relationship between the
controls is examined to balance the trade-off between security and privacy in order
to minimise poor BYOD organisational and user experiences. Finally, a policy and
guideline solution, that can strengthen risk control and management in BYOD
environments, is proposed.
This research provides a contribution to the information security and privacy
discipline by being amongst the first to tailor a framework to suit BYOD. The
framework provides the first step towards mitigating information security and
privacy risks from a BYOD perspective, in order to provide corporate data security,
while at the same time preserve employee privacy in BYOD practices.

6.1 BYOD Security and Privacy Management Framework
Development
A successful BYOD program spans many functions within an organisation including
human resources, legal, IT, finance and operations (Hayes & Kotwica, 2013). Hence,
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BYOD challenges will evolve from multiple areas, and can be approached from
multiple perspectives, inclusive of organisational and technical. This is supported by
Peltier (2013), and Culnan and Williams (2009), who stress that information security
and privacy in an organisation should be a complex system which consists of
technical systems, as well as policies, procedures, and other aspects that support the
technical systems. Other research articles (Baskerville et al., 2014; Doherty &
Fulford, 2008; Hong et al., 2003; Siponen et al., 2010) have emphasised information
security and privacy policies as effective means of dealing with information security
and privacy problems in organisations, as well as supplementing technical security
and privacy controls.
The analysis undertaken in this study identified several control dimensions for
BYOD: controlling data; controlling access; controlling networks; managing
devices; as well as creating policies and procedures. While many vendor-based
technical solutions to manage BYOD exist, explicit policies and procedures that
address security and privacy to support these technical solutions are lacking
(Acronis, 2013; Guan, 2012; Rivera et al., 2013; ZixCorp, 2013). Trist (1981)
recommends that for every technical solution, there should be a social system which
comprises of policies and procedures to support it. Therefore, an explicit and wellwritten BYOD policy can be the first step towards security and privacy management
in BYOD environments, while, implementing explicit information security and
privacy policies emerges as a key control required in BYOD environments, as it can
incorporate or support the other control dimensions for BYOD.
However, before developing and enforcing BYOD policies, several issues
highlighted in the literature review (Chapter 2), and the case studies (Chapter 5)
require careful thought. Some of these issues include, but are not limited to: the
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examination and identification of legal and liability matters need to be considered
and specified in the BYOD policy; the procedures and technical control measures
needed to be employed; the impact of procedures and technical controls over BYOD
users; and the psychological impact of BYOD policy on users, with regards to their
behaviour and acceptance of the policy controls.

Figure 6.1: BYOD Policy-based Management Model

To address these issues, a BYOD policy-based management model which
recommends six control components, may be considered:
i.

Information security standards and procedures

ii.

Information privacy principles

iii.

Information security and privacy technical controls

iv.

Liabilities
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v.

Awareness and training program

vi.

BYOD user perception and behaviour.

The components of the model are selected based on the themes of the case study
findings, which indicated that these mechanisms are vital when trying to achieve a
high level of information security and privacy in BYOD. Given that the case study
organisations operate globally, the BYOD policy-based management model was
developed to provide BYOD management across all types of organisations. Figure
6.1 depicts the BYOD policy-based management model, which examines each
component and BYOD to identify suitable control measures that can be included in
BYOD policies. An examination of the relationships between the components is
carried out to strike a balance between security and privacy, so as to identify control
measures that will not affect the BYOD experience of organisations and employees.
The following sections describe the six control components of the model.

6.1.1 Adapting Information Security Standards for BYOD
Information security standards ensure that a sufficient level of information security
is achieved, and the best security practices are implemented in an organisation.
When dealing with BYOD, information security standards can help organisations
implement effective security control mechanisms to ensure the confidentiality and
integrity of information. The case study showed that Organisation-A tailored
information security standards to accommodate BYOD. Organisation-B lacked
certitude in managing BYOD security threats and vulnerabilities because it had no
standards and procedures tailored to manage BYOD. Organisation-C was reluctant
to fully embrace BYOD due to fear of risks, and lack of a clear means to align
information security standards with BYOD.
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Table 6.1: Evaluation of Information Security Standards for BYOD
Information Security
Standards
ISO 27001

ISO 27002

ISO 27003
ISO
Standards

ISO 27004
ISO 27005

ISO 27006

COBIT

Purpose
Provides the starting point to
establishing an ISMS
Outlines variety of control
procedures that can be
implemented, subject to
compliance with ISO 27001
Provides help and guidance in
implementing an ISMS
Measures the efficacy of
established and executed ISMS
Provides strategies on how to
manage information security
risks
Delivers guides towards
accreditation of organisations
that offer certifications in ISMS
To provide an IT governance
framework that bridges the gap
between business goals and IT
goals of organisations
To address information security
from a business perspective

SOGP

To provide best practices for IT
service management
ITIL

Control Domains Suitable for
BYOD
 Information security policies
 Organisation of information
security
 Asset management
 Human resource security
 Physical and environmental
security
 Operations security
 Communications security
 Access control
 Cryptography
 System acquisition,
development and
maintenance
 Information security incident
management
 Compliance
 Evaluate, direct and monitor
 Align, plan and organise
 Build, acquire and implement
 Deliver, service and support
 Monitor, evaluate and assess
 Security management
 Critical business applications
 Computer installations
 Network
 Systems development
 End user environment
 Service strategy
 Service design
 Service transition
 Service operation
 Continual service
improvement

There are different types of information security standards, discussed in Section
2.4.2, that can be implemented by organisations to manage risks in BYOD
environments. In order to identify elements of the standards that are suitable for
managing BYOD, it is necessary to evaluate them. Table 6.1 presents an assessment
of the standards, and identifies the domains applicable for managing BYOD. Each
standard’s processes are examined and tailored to accommodate BYOD.
ISO Standard Domains and Processes for Managing BYOD
Due to the repetition of ISO 27002 - 27006 standards guidelines in the ISO 27001
domains, it is feasible for organisations to implement ISO 27001 processes and
164

guidelines when drafting BYOD policies. Out of the 14 domains of the ISO 27001,
12 of them can be applied to manage BYOD:
 Information security policies - this control process step applied to BYOD
involves establishing a specific BYOD information security policy document
approved by organisational management, published and communicated to all
BYOD employees within the organisation. If a BYOD information security
policy has already been established by an organisation, the policy must be
reviewed at planned intervals, or when important changes to business
processes occur, to ensure its effectiveness.
 Organisation

of

information

security

-

the

“information

security

coordination” and “allocation of information security responsibilities”
processes can be used to organise and clearly define information security
activities concerning BYOD across all parts of an organisation.
 Asset management - the control processes of “ownership of assets” and
“acceptable use of assets”, can help organisations to define the ownership of
their information resources on BYOD devices, and regulate how the
information resources are to be accessed, modified or stored by BYOD users.
 Human resources security - informs organisations on ways to ensure BYOD
employees apply security on their devices in accordance with established
policies and procedures. By utilising the “information security awareness,
education and training” control process, organisations can enlighten BYOD
users about potential threats, and equip them with knowledge on how to
control or avoid risks. A formal “disciplinary” control process can be applied
to notify BYOD users of disciplinary action if they commit any security
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breaches. The “termination or change of employment” control process can
guide organisations on how to retrieve information assets from BYOD users
who have modified their employment status, as well as how to remove access
rights to organisational resources.
 Physical and environmental security - the process relating to “equipment
security” will advise organisations on ways to implement security strategies
that can prevent loss, theft, and damage of BYOD devices within and outside
organisational premises.
 Operations security - the “operational procedures and responsibilities”
control process under this domain can be used to ensure secure management
of BYOD devices and other infrastructure in the organisation that support
BYOD device access to resources. The “protection from malware” and
“technical vulnerability management” control processes can ensure that
BYOD devices and BYOD infrastructure are protected from malware and
further prevented from exposure to vulnerabilities.
 Communications security – the “network security management” control
process in this domain will guide organisations on how to protect their
networks and other supporting infrastructure used by BYOD employees. This
control process, together with the “information transfer” control process can
help organisations maintain the security of information exchanged with
BYOD devices and the organisational systems.
 Access control - organisations can employ access control policy processes to
determine which BYOD users, and the type of BYOD devices that can access
their information resources. The “user access management” control process
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can regulate authorised and unauthorised BYOD users/devices access to
information. The “user responsibilities” control process can help organisation
in delegating security practices duties to BYOD users, such as the use of
passwords and screen-locks to prevent compromise or theft of information. A
“network access control” process can also be applied to ensure appropriate
authentication methods are used by BYOD users in order to prevent
unauthorised access to networked applications and resources.
 Cryptography - the “cryptography controls” can ensure the protection of
confidentiality and integrity of organisational information used on BYOD
devices. Cryptographic modules can be implemented to boost security of WiFi networks accessed by BYOD users, as well as organisational software on
BYOD devices.
 System acquisition, development and maintenance - the “security
requirements of information systems” and “security in development and
support processes” controls can guide organisations on how to implement
security when building applications for BYOD devices, and how to maintain
security in the applications.
 Information security incident management - the control steps in the
“management of information security incidents and improvements” process
from this domain, can advise organisations on effective approaches to
handling BYOD security incidents. Some of the steps include learning,
assessing, and reporting of any BYOD security events and weaknesses.
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 Compliance – the “information security review” processes from this domain
can be used by organisations to ensure BYOD users are in compliance with
obligations related to information security required by their organisation.
COBIT Domains and Processes for Managing BYOD
The COBIT standard has 5 domains that can be implemented in sequential order to
govern organisational IT strategy. As Table 6.1 shows, each of the domains has
control processes that could be extracted and implemented in a BYOD policy to
manage information security in organisations.
 Evaluate, direct and monitor – this domain control process can be applied by
organisations to assess their information assets to identify which resources to
allocate for access and usage by BYOD devices, in order to ensure risk
minimisation and resource optimisation.
 Align, plan and organise - the control processes of “manage risk” and
“manage security” highlight the infrastructural form to be adopted by
organisations, in order to achieve optimal results when managing BYOD
risks.
 Build, acquire and implement - the “manage assets” control process that is
part of this domain could assist organisations with selecting and employing
effective controls to protect information in BYOD environments.
 Deliver, service and support - the “manage security services” control process
under this domain enables the efficient execution of the selected and
employed security controls. Additionally, the sub-control processes in the
“manage security services”, can increase BYOD device security. The

168

“protect against malware” can support implementation of control measures
(security applications) on BYOD devices for protection against malware.
“Manage network and connectivity security” could stimulate the use of
encryption,

authentication

and

authorisation

techniques

to

protect

information on BYOD devices. “Manage endpoint security” could strengthen
BYOD devices security when remote command and control measures are
implemented to maintain the BYOD device integrity. “Manage user identity
and logical access” could be used to control access rights of BYOD users in
accordance with their information resources needs.
 Monitor, evaluate and assess - this domain control process can be used to
audit BYOD devices for compliance with security control measures
implemented on them.
SOGP Domains and Processes for Managing BYOD
The Standard of Good Practice (SOGP) has been known to guide organisations
towards identifying and managing information security risks (Information Security
Forum, 2003). Security requirements are aligned with the ISO standards control
processes in Table 6.1, but provide a deeper understanding of how to manage end
users devices and security governance in organisations. SOGP is categorised into 6
domains; each domain can inform organisations on how to implement security
procedures for managing BYOD risks:
 Security management - can help organisations oversee BYOD security at the
enterprise level. It guides organisations on how to allocate and monitor
BYOD resources to ensure good security practices are in place.
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 Critical business applications - can guide organisations on ways to define and
implement security in corporate systems and applications accessed and used
by BYOD employees.
 Computer installations - can identify the setting up infrastructure to facilitate,
in a controlled manner, the access to organisational information resources by
BYOD users.
 Network – this domain can aid a network operations centre with command
and control practices such as operation, administering, monitoring, and
provisioning of networked services to BYOD users and devices.
 Systems development - this domain can facilitate the design and
implementation of security controls in organisational applications or systems
that are built for mobile devices.
 End user environment - specifically provides sets of security control
procedures for mobile computing. These control procedures can be used to
protect information resources accessed and used on BYOD devices.
Additionally, the domain provides guidelines on “user education and
awareness”, which organisations can follow to implement information
security training programs for BYOD.
ITIL Domains and Processes for Managing BYOD
Adopting the 5 ITIL domains and some of their control processes can ensure that IT
services for mobile devices are provided in a focused and user-friendly manner, in
order to minimise risks to information resources in BYOD environments:
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 Service strategy – this domain can help in determining which approach and
services need to be offered or developed to serve and manage BYOD users
and their devices within organisations. “Strategy management of IT services”
control process under this domain will ensure the successful implementation
of the determined BYOD strategy by organisations.
 Service design - can assist with either the design of new services to manage
BYOD, or help organisations in enhancing their existing BYOD services.
The “risk management” and “information security management” control
processes in this domain can help with the identifying, assessment, and
control of the risks BYOD poses to organisational information resources.
This includes examining the value of information resources accessed via
BYOD, identifying threats posed by BYOD to those information resources,
and assessing the vulnerability of the information resources to those BYOD
threats and how they can be controlled. In addition, “compliance
management” control process can ensure that BYOD services, including their
users, comply with organisational policies and requirements.
 Service transition – this domain can ensure that BYOD management services
are executed in an organised manner, within the working budget and time.
 Service operation - will ensure that BYOD management services are used
effectively and efficiently to manage threats to organisational assets. The
“incident management” and “problem management” control processes under
this domain, can direct how to handle BYOD incidents and problems, so as
to prevent them from happening, or to minimise their impact. The “access
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management” control process can guide organisations on how to implement
access policies for information resources to BYOD users.
 Continual service improvement - the “service review” control process under
this domain can guide organisations on ways to review their BYOD
management services thoroughly and how to improve them.

6.1.2 Adapting Information Privacy Principles for BYOD
Information privacy principles comprise guidelines and procedures on how to
protect private and confidential information. These principles, when applied
correctly, can also control privacy breaches and exposure of individual and
organisational personal information in BYOD environments. As noted in Section
2.5.2, most organisations fail to consider BYOD privacy as important for either
organisational data or employees’ personal data. Findings from the case studies
supported this view: all the organisations studied had no privacy principles that
accommodated BYOD. The lack of sufficient controls in Organisation-B and
Organisation-C indicated that their private organisational data could easily be
exposed. Organisation-A treated all BYOD devices as corporate-owned and had
access to its employees data, leaving the employees with no privacy in BYOD.
However, these organisations could manage privacy issues in BYOD through the
implementation of specific information privacy principles.
There are several types of information privacy principles that are internationally
recognised and accepted. Among them is the Organisation for Economic Cooperation and Development (OECD) privacy principles, which has been the
foundation for creating top privacy programs to tackle confidentiality problems
related to information technology usage. The OECD has eight principles which all
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could be used as a stepping stone by organisations to ensure the confidentiality of
corporate information on BYOD devices, and the confidentiality of BYOD
employees’ personal information. As noted in Section 2.5.1, the OECD principles
are:
1. Collection limitation principle - this can be applied to limit the collection and
exchange of personal data between organisations and BYOD employees.
This principle can be used to emphasise that organisational data on BYOD
devices, and BYOD employees personal data, should only be obtained in a
legal and fair manner with the knowledge/consent of all the parties involved.
2. Data quality principle - can ensure that organisational data used by
employees on BYOD devices is for the intended purpose of that data only,
with confidentiality and integrity maintained at all times.
3. Purpose specification principle - can ensure that a sufficient reason for
organisational data access and collection by BYOD users is specified no later
than the time of the data access or collection. Equally, this principle can be
used to ensure that BYOD users’ personal data access and collection by
organisations can only be carried out when there is a satisfactory warrant or
reasons in accordance with the authority of law.
4. Use limitation principle - supports the purpose specification principle, and
can be used to ensure that organisational data on BYOD devices or BYOD
users’ personal data is not disclosed or used for other purposes than those
specified, except with the permission of the data owner.
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5. Security safeguards principle - can ensure that reasonable mechanisms and
tools are used to protect organisations and BYOD users’ personal data
against disclosure.
6. Openness principle - can improve awareness about the level of privacy both
the organisation and BYOD employees are entitled to, with respect to
personal data.
7. Individual participation principle - can improve BYOD user experience.
Organisations can apply this principle to let employees know they can
challenge any data collected related to them, to either be erased or amended.
8. Accountability principle - can ensure that both the organisation and BYOD
employees are accountable for complying with privacy measures to prevent
the leak or disclosure of private and personal information.
The above OECD privacy principles can be used, in conjunction with national or
government privacy principles, by organisations to implement a balanced privacy
program that protects confidential information in BYOD environments. In the
context of the case studies, since the organisations are operating in Australia, they
need to comply with the Australian information privacy principles. These are based
on the governing of personal information collection, use, storage, and disclosure by
organisations in Australia (Australian Government, 2014). The privacy principles
reflect the ideas of the OECD principles, and the case organisations can apply them
to manage privacy in BYOD. A summary of this process is illustrated in Table 6.2
below.
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Table 6.2: BYOD Privacy Principles for the Case Study Organisations
Australian Privacy
Principles
i.

ii.

iii.

iv.

v.
vi.

vii.
viii.

ix.

x.

xi.

xii.

Notification of
the collection of
personal
information.
Open and
transparent
management of
personal
information.
Collection of
solicited personal
information.
Access to
personal
information.
Direct marketing.
Dealing with
unsolicited
personal
information.
Anonymity and
pseudonymity.
Use or disclosure
of personal
information.
Cross-border
disclosure of
personal
information.
Correction of
personal
information.
Quality of
personal
information.
Security of
personal
information.

OECD Privacy
Principles (Equivalency)

Control:
BYOD users’ personal data should only
be obtained and managed in a legal, fair
and transparent manner with the
knowledge/consent of the data subjects.
Data collection limitation.

Purpose specification of
data access and collection.

Data use limitation.

Individual participation.

Technical safeguards.

xiii.

Adoption, use or
disclosure of
government
related
identifiers.

BYOD Information Privacy
Management

Control:
BYOD users’ personal data access and
collection by organisations should only be
carried out when there is a satisfactory
warrant in accordance with the authority
of law.

Control:
BYOD users’ personal data should not be
disclosed or used for other purposes,
rather than those specified in the enduser/service agreement, or except with the
permission of the data owners.

Control:
BYOD users should be allowed to
challenge any data collected related to
them, to either be erased or amended.

Control:
Reasonable techniques that involve disk
partitioning, or containerisation and
virtualisation should be used to segregate
BYOD users’ personal data and
organisational data to allow selective
access and wipe of data when employees
leave the organisation or BYOD devices
are lost or stolen.
Control:
Each BYOD user/device must be assigned
unique identifier information which is
different from the government related
identifier of the user/device, unless
advised otherwise by a court/tribunal
order.
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All the principles in Table 6.2 can protect BYOD users by providing them with an
option or choice of whether to reveal a certain amount of personal information when
engaging themselves in BYOD programs at the case organisations. They can also
govern the case organisations on how to collect sensitive information about BYOD
users’ if/when required. Additionally, the principles can ensure that the case
organisations do not adopt identifier information of a BYOD user/device and assign
it to another; rather they must develop unique identifier information to identify each
user and device.

6.1.3 Adapting Information Security and Privacy Technical
Controls for BYOD
Organisations adopting BYOD consider technical controls to leverage the risks and
reduce the likelihood for legal and liability issues in BYOD practices (Rivera et al.,
2013). The implementation of technical controls to cope with BYOD risks can have
specific impacts on BYOD user experience. Some employees may decide not to use
BYOD, mainly due to the inconvenience caused by controls. Organisations must
ensure that any controls enforced to manage BYOD do not violate important
regulations or law.
The most common technical control mechanisms used by organisations for BYOD
are full mobile device management solution systems, which are found to be intrusive
and give too much control to organisations (Dedeche et al., 2013). In the case study
findings, 75% of the employee respondents consider full mobile device management
as intrusive, and all the respondents disagree with the monitoring and tracking of
their BYOD devices. However, considering the evaluation of the BYOD
management solutions in Section 2.6, some approaches that involve network,
virtualisation, and phone-centric, can be implemented in a tactical manner. These
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approaches incorporate important controls like containerisation, Virtual Private
Network (VPN), data encryption, access control, and the remote wiping of devices
when needed.
Even though containerisation has received criticism based on restricting most
advantages of BYOD, an appropriate containerisation solution can allow
organisations and employees to maintain control over their data on BYOD devices.
Containerisation strictly separates personal and work affairs through the
displacement and lock down of corporate apps, data, and network access to an
encrypted secured container. This leaves employees with no flexibility to select the
best apps for their jobs, and capitalise on the potential for increased productivity and
satisfaction. By creating a platform that allows employees to recommend their own
apps that can be included in their BYOD devices work container, after undergoing
screening through IT, security and privacy risks could be minimised.
The virtualisation solution is another mechanism that may enhance security and
privacy into BYOD. It shields users’ interaction with corporate networks and servers
in a virtual environment (Andrus et al., 2011). All information retrieved by users
over the network and servers are kept and accessed in the virtual environment,
therefore leaving no sensitive data on the device after the access session. This makes
it difficult for BYOD users to violate regulations implemented by their
organisations, and additionally eliminates the means by which organisations access
personal apps and data of their BYOD employees.
VPN adoption in BYOD can offer data confidentiality and integrity. Users are firstly
authenticated during the initial phase of the VPN communications, before secured
encrypted sessions for communication and data exchange with corporate systems is
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established. VPNs provide origin integrity in communication to enable organisations
and employees to know they are interacting with the correct entity.
Data encryption, being a popular security and privacy technical control, can be used
to protect sensitive information against disclosure in BYOD. In data encryption,
information is coded based on an algorithm and key to make no sense to an
unauthorised user, unless an appropriate decryption key is used. In addition to
safeguarding information, this can also relieve BYOD users of specific liability
issues when data is compromised.
Access control is another technical control that can be implemented for BYOD by
employing and combining different authentication processes such as usernames,
passwords, tokens, and biometric measures. Additionally, remote wipe control can
be implemented tactically, to prevent the proliferation of security and privacy
breaches as a result of BYOD practices. Mobile device users are naturally more
averse to remote wipes, so organisations should seek consent from BYOD users
before deleting their data, to avoid the potential for legal and liability issues.

6.1.4 Understanding Liabilities for BYOD
Liabilities make BYOD not just an IT issue, but also the concern of organisational
legal departments. Legal units must ensure that both the organisation and BYOD
users’ liability risks are well managed and contained. When corporate or personal
data is exposed, intentionally or not, neither the employee nor the organisation will
want to be liable. In the case study findings, a senior manager of Organisation-A
reported that, given that Organisation-A is very conscious of security and has
implemented controls for BYOD, employees will be liable for BYOD security and
privacy incidents. In Organisation-B, liability for BYOD security and privacy
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incidents was unclear or not defined, with both the organisation and its employees
confused and skeptical of what or who is liable for any BYOD incidents. That some
of Organisation-B and Organisation-C employees shared their passwords is quite
worrisome from a liability perspective. Therefore, when implementing control
measures for BYOD, users’ liability must be assessed for organisational data, legal
ramifications of damages must be considered, and organisational liability must also
be assessed for BYOD users’ personal data.

6.1.5 Understanding Awareness and Training Programs for BYOD
BYOD security and privacy issues require awareness and training programs. As the
case studies findings suggested, user negligence or unawareness can facilitate threats
to BYOD devices and later onto organisational systems. In Organisation-B and
Organisation-C, employees were not aware nor trained in any security and privacy
initiatives for BYOD, and hence lacked adequate knowledge of how to exhibit
appropriate BYOD information security and privacy behaviour. When BYOD users
are informed through awareness and training about the possibility of identity theft
when using a mobile device, they will be more security and privacy vigilant (Harris
et al., 2013).
An awareness and training program concerning security and privacy for BYOD
should encompass networks, applications, and web-based security and privacy
threats and vulnerabilities. This is important as BYOD users are mostly not inclined
to accept full mobile device management by their organisations. As noted in Section
2.4.2, the Plan-Do-Check-Act (PDCA) model can increase the situation awareness
for BYOD users of threats, in addition to ensuring that effective information security
management is established in organisations. Training programs should be interactive
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and fun, and tailored to adequately demonstrate BYOD device vulnerabilities. In
order to avoid BYOD users perceiving training as a burden, the training programs
duration should be short and concise, and remain effective in relaying information to
the users. Albrechtsen and Hovden (2010), and Philip and Homan (2012) noted that
instructor-based training programs are more effective at conveying information,
while computer-based training programs are more effective in retaining information.
To ensure training programs achieve a long term effect on BYOD users,
organisations should combine instructor-based and computer-based training methods
to iterate BYOD security and privacy knowledge. Philip and Homan (2012)
recommended that training programs should be conducted approximately every 90
days, being the time it normally takes for users to revert to old habits.

6.1.6 Understanding BYOD User Perception and Behaviour
BYOD can have an unexpected impact on employees’ perceptions and behaviour
when it comes to acceptance of liabilities, and technical controls used by
organisations. It has been accepted in information systems research that users’
perceptions with respect to a specific technology/system determines their intention
to use, which also determines the users’ behaviour (Legris et al., 2003; Mathieson,
1991; Venkatesh et al., 2003). The case studies findings pointed out that the majority
of employees had the tendency to accept liability for security and privacy incidents.
However, this proved to affect the employees’ behaviour by indicating their desire to
manage the incidents themselves. This is particularly true of Organisation-A.
Similarly, technical controls like mobile device management were perceived by the
employees as intrusive, and this could significantly affect their behaviour, by
causing them to harness ways of bypassing security and privacy measures. When
exploring security and privacy measures for BYOD, it is essential to consider users
180

perceptions, characteristics and behaviour, as they can determine whether the
measures are likely to be successful.

6.2 Balancing Security and Privacy Controls for BYOD
A key challenge in BYOD is how organisations can protect their information and at
the same time manage and control BYOD users and their devices without violating
privacy. From the case studies findings, it is seen that the use of excessive security
measures by organisations can affect BYOD users’ privacy. Likewise, the high
consideration of BYOD users’ privacy by organisations, coupled with fear of
lawsuits, can affect the adequate usage of security measures to protect organisational
confidential information resources (Ernst & Young, 2013; InfoLawGroup, 2012).

Figure 6.2: BYOD Policy-based Management Model (Instantiated with BYOD
Controls)
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Therefore, some level of balance is required between security and privacy when
implementing BYOD control measures, especially for device and data usage
policies. Figure 6.2 examines the relationship between the components in the BYOD
policy-based management model (Figure 6.1) to strike a balance between security
and privacy controls for BYOD.
Relationship #1: The access to organisational resources in BYOD should be
managed by a combination of information security standards and technical controls.
Generally, the implementation of technical security and privacy controls may require
significant operating considerations. Information security standards and procedures
can support the selection of technical controls and define how they should be used
by organisations in a stable and consistent manner.
Relationship #2: A blurring exists between personal information and organisational
information on BYOD devices. Information privacy principles coupled with
information security standards might define this line for organisations and
employees to mitigate issues of privacy violation in BYOD practices. Applying
information privacy principles and security standards can allow organisations to
delegate more responsibility to BYOD users (such as how to avoid and report
security and privacy incidents in a timely manner) while the organisation maintains
monitoring and controlling of BYOD devices at very minimal levels.
Relationship #3: The strategies to mitigate BYOD privacy risks may include the use
of technical controls. These technical controls will require significant operating
considerations. Information privacy principles will select and define how technical
controls should be used by organisations in a manner that ensures protection of both
BYOD users’ personal information and organisational data.
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Relationship #4: Information security standards may reduce liability in BYOD.
When security problems arise in BYOD practices and generate liabilities,
information security standards can be reviewed by organisations to highlight ways to
avoid additional exposure to such liabilities.
Relationship #5: The use of technical controls has a direct impact on liability that is
linked with BYOD practices. For example, using encryption for data downloaded
from organisational resources to BYOD devices may directly relieve BYOD users
from specific liability, especially when data is compromised. Additionally, this could
help BYOD users feel more protected against other potential liabilities in BYOD.
Relationship #6: Information privacy principles may decrease liability associated
with BYOD. When privacy issues arise and generate liability, information privacy
principles could limit and regulate all claims with respect to damages caused in
BYOD practices.
Relationship #7: Regular awareness and training programs may educate employees
on how to mitigate privacy risks in BYOD environments, since case study findings
show most employees are either not aware of the level of BYOD privacy they are
entitled to from organisations, or have no knowledge of the information privacy
principles with which their organisation must abide.
Relationship #8: Awareness and training programs may assist organisations in
avoiding or reducing liability associated with BYOD, particularly in the case where
there is non-compliance to policies by BYOD users.
Relationship #9: Information security standards may structure organisational
awareness and training programs. The standards will assist organisations with the
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development of training plans, as well as the BYOD security awareness and training
programs.
Relationship #10: Awareness and training programs concerning technical security
and privacy controls may provide a strong level of defense for organisations against
BYOD threats. The awareness of new malware, viruses, phishing attacks, identity
thefts, coupled with training on how to apply technical controls to minimise the
impact of these threats and vulnerabilities will highly reduce the risks to information
in BYOD practices.
Relationship #11: Technical controls used by organisations may have a direct
impact on BYOD user perception and behaviour. BYOD users will most likely find
ways to bypass technical controls and policies if they know a possibility exist for
their devices data to be accessed, modified or deleted without their approval
(Andrew & Yang, 2013). In addition, BYOD user behaviour can indirectly impact
technical controls. Password-based authentication control can be weakened if BYOD
users decide to use simple passwords, or share their passwords with colleagues and
friends.
Relationship #12: BYOD users may have a positive perception and develop good
behaviour when they know their organisation is in compliance with information
security standards (Romer, 2014), and has tailored the standards to suit BYOD.
Users can assume that the best and fair security practices are adopted, and will
contemplate before violating policies.
Relationship #13: There can be a prospect for BYOD users to develop a moral
perception and behaviour when they are aware their organisation is in compliance
with privacy laws. Information privacy principles that protect organisational data
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and employee personal information will encourage good policy compliance
behaviour by BYOD users, and reduce the likelihood for liabilities (Absalom, 2012).
Relationship #14: BYOD users’ perception and behaviour may either increase or
decrease liability. Positive behaviour from BYOD users can reduce both the
organisation and the users’ liabilities when security and privacy incidents occur
through BYOD devices.
Relationship #15: The majority of employees’ perceptions about information
security and privacy is usually positive (Kirlappos et al., 2013; Woodman et al.,
1982). Therefore, there is a high tendency that, the more likely BYOD users are
exposed to security and privacy awareness and training programs, the better
behaviour they will have towards securing their devices and complying with
organisational policies (Harris et al., 2013).
All the relationships between BYOD controls should be examined to avoid
impacting BYOD user experience, as well as to mitigate their effect on user
perceptions, which could trigger either positive or negative behaviour. It should be
ensured that any selected BYOD controls do not violate relevant rules and
regulations.
With all the controls suitable for BYOD identified from the components of the
BYOD policy-based management model, and the relationships between the
components examined to strike a balance between BYOD security and privacy, the
next section offers an effective BYOD policy framework and guidelines for
organisations.
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6.3 BYOD Policy Framework and Guidelines
Every organisation should have a security and privacy policy that protects
information resources and guide employees’ behaviour. A BYOD policy has to
address constraints on access, control and protection of organisational information
resources by both internal and external users. According to the BYOD policy-based
management model in Figure 6.2, and the recommendation by Alam and Bokhari
(2007) on policy architecture (Section 2.4.2), Figure 6.3 suggests a BYOD policy
architecture for organisations.
The BYOD policy-based management model was developed based on the themes of
the case study findings, which recommends control components to be considered
when managing BYOD. Each of the components was examined with BYOD to
identify suitable control measures that can be included in BYOD policies. An
examination of the relationships between the components was carried out to strike a
balance between security and privacy, so as to further identify control measures that
will not affect the BYOD experience of organisations and employees. These were
extended to offer the BYOD policy architecture in Figure 6.3, followed with
discussions on the policy regulations in Sections 6.3.1 to 6.3.7. Each policy is
categorised based on the architecture outlined in Figure 6.3.
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Figure 6.3: BYOD Policy Architecture

The BYOD policy architecture has three layers: Operational; Tactical; and Strategic
that can be administered by organisations to bring control and defense-in-depth in
187

BYOD environments. The Operational Layer (Table 6.3) is the core of regulating
BYOD devices and users, and operates hand in hand with the other layers. The
Tactical

Layer supports functions for information security and privacy

administration. The final layer is the Strategic Layer, which includes the overall risk
management and governance aspects. The policies captured in all the layers are
discussed in the following sections.

6.3.1 On-boarding Policy
The concept behind the BYOD On-boarding Policy in Table 6.3 is to provide a
systematic and comprehensive approach to familiarise BYOD users on the
requirements to get their devices on-board, and also to inform them of obligations
and expectations.
Table 6.3: BYOD On-boarding Policy
Operational Layer
1. On-boarding Policy
Objective: To determine who can on-board BYOD devices, including the types of BYOD devices that
will be allowed access, as well as the number of BYOD devices each person can on-board to
organisational systems.
Control:
BYOD users should provide verifiable information about themselves such
1.1 User Account
as employee ID, job position/role, and department etc, in order to create an
Registration
account and register their devices .
Control:
BYOD users should provide their device information such as make/model,
1.2 Device
serial number, IMEI number, and MAC address.
Registration
Control:
BYOD users must agree to sets of requirements concerning information
1.3 End-user/Service
resources usage, and liabilities (device and data loss/exposure).
Agreement

6.3.2 Identification & Access Control Policy
The identity and access control policy is intended to specify procedures and access
control measures to protect unauthorised access to BYOD devices, and information
resources. Table 6.4 specifies the security and privacy requirements to manage
identity and access control in BYOD practices.
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Table 6.4: BYOD Identification & Access Control Policy
Tactical Layer
2. Identification & Access Control Policy
2.1 Password
Objective: To protect unauthorised access to BYOD devices and organisational systems.
Control:
Repeated and sequential Restrict BYOD users from using repeating and sequential characters in
characters
their passwords.
Control:
Alphanumeric values,
Passwords should contain both upper and lower case characters and have
upper/lower case
at least two letters, one number, and one special character such as !, @, #,
characters, and special
$, %.
characters
Control:
Password length
At least 8 characters long.
Control:
Password age and
Password should be changed on a regular basis (e.g every 90 days). The
history
new password should not be accepted if it matches three previously used
passwords by the BYOD user.
Control:
System logout and auto
Automated system logout and device lock should be initiated when
lock
organisational systems, BYOD users and their devices are idle for a period
of time (e.g 15 minutes).
Control:
Failed password
A maximum number of failed password attempts should be set for
attempts
corporate emails and applications, followed by a selective remote data
wipe after exceeding the limits of password attempts.
2.2 Authentication
Objective: To identify and verify BYOD users and devices.
Control:
Multi-factor
“Knowledge” authentication factors such as username and passwords
authentication
should be used for BYOD users’ authentication, while “Possession”
authentication factors such as trusted Digital Certificates signed using the
Digital Signature algorithm, can be exchanged between BYOD devices
and organisational systems to authenticate the devices.
2.3 Authorisation
Objective: To grant BYOD users and devices different access rights to organisational systems and
resources.
Control:
Access privileges
Mapping confidential information resource to the right BYOD device
should occur within the context of authentication. Rules must be
implemented to determine the kind of activities, or resources a BYOD
user or device is permitted to access and use.
2.4 Accounting
Objective: To have visibility of BYOD users and devices activities and measure the resources they
consumed.
Control:
Tracking and
IT administrators should have visibility of the types of BYOD devices
monitoring usage
being used by users; which users and their devices are currently logged
on; how the users were authenticated; how long users have been in the
current session; and their IP and MAC addresses.
2.5 Network segmentation & segregation
Objective: To minimise access to sensitive information for BYOD users and devices.
Control:
Guest/BYOD users
The key organisational network should be partitioned into a smaller
network
network (guest/BYOD users’ network) to develop and enforce a rule set
that controls which BYOD users and devices are permitted to
communicate with which organisational systems.
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6.3.3 Communication Policy
The goal of the Communication Policy in Table 6.5 is to control confidential data
storage, access, and exchange or transfer between BYOD devices and organisational
systems. The policy prevents the inappropriate usage or unauthorised disclosure of
confidential information in BYOD environments.
Table 6.5: BYOD Communication Policy
Tactical Layer
3. Data Protection
3.1 Encryption
Objective: To protect the confidential information resources of organisations residing on BYOD
devices.
Control:
Device internal
Encryption algorithms like DES, AES, or Blowfish, should be used to
memory encryption
protect email and text messages, contacts list, calendar, and other
credential information situated in the BYOD device built in memory.
Control:
Device external
Encryption applications should be installed on BYOD devices to protect
memory encryption
all information stored in removal/flash memory cards.
3.2 Virtual Private Network (VPN)
Objective: To preserve the integrity of data during communication.
Control:
VPN applications and
Mobile VPN and other VPN application controls should be used to
settings
maintain information in transit accuracy during data exchange and
communication between BYOD devices and organisational systems.
3.3 Data Wiping
Objective: To protect confidential information when BYOD devices are lost or stolen.
Control:
Remote wipe
IT administrators should be able to remotely wipe lost or stolen BYOD
devices with the full consent of the device owners/users or in accordance
with the end-user/service agreement.
Control:
Selective wipe
IT administrators should be able to selectively wipe organisational
information resources on BYOD devices that are infected or highly
vulnerable to malware /viruses, or if users violate control measures.
Control:
Device auto wipe
BYOD users and IT administrators should be able to activate automatic
built-in device wipe features installed, after a series of failed password
attempts.
3.4 Data Backup
Objective: To maintain the availability of BYOD user personal information in the event of
device/data loss or corruption.
Control:
Encrypted backup
Device data should be backed up regularly either remotely via the internet
service
or through cable, using encrypted data backup software and services.
3.5 Device Lockdown
Objective: To lockdown BYOD devices remotely when they are lost or stolen.
Control:
Device lockdown
IT administrators and BYOD users should use applications to remotely
software
lock or shut down compromised BYOD devices.
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6.3.4 Application Control Policy
The Application Control Policy in Table 6.6 is intended to prevent BYOD users and
devices from accessing or using malicious applications that can compromise security
and privacy. Additionally, the intent of the Application Control Policy is to prevent
the mixing of personal and corporate data, as well as the possibility for data
exfiltration between personal and corporate applications on BYOD devices.
Table 6.6: BYOD Application Control Policy
Tactical Layer
4. Application Control Policy
4.1 Trusted and Verified Apps
Objective: To avoid the installation and usage of uncertified applications on BYOD devices.
Control:
In-house IT applications All in-house applications developed for BYOD devices should be certified
by the IT managers of the organisation.
Control:
Applications testing and All applications should be tested by the organisation information security
deployment
team, followed by approval from executive management before usage on
BYOD devices.
Control:
Third party and external BYOD users should only install code-signed applications by developers.
applications
4.2 Licensed and Curated Application Stores
Objective: To avoid the installation and usage of malware applications on BYOD devices.
Control:
Secured application
BYOD users should download and install applications either from
stores
organisational application stores, or from licensed application stores (such
as apple store) where applications are thoroughly tested before being
available for commercial download.
4.3 Blacklisting and Whitelisting Applications
Objective: To identify uncertified and malicious applications.
Control:
Applications
All malicious and untrusted applications should be securely removed from
blacklisting
BYOD devices and blacklisted so that they cannot be installed on the
device or be operable on organisational systems and network.
Control:
Applications
A list of trusted and certified applications should be maintained to
whitelisting
eliminate the risk of installing unknown and unwanted applications on
BYOD devices.
4.4 Containerisation
Objective: To protect and separate organisational data from personal data on BYOD devices.
Control:
Application and device
Organisational applications should be wrapped or encased in secure
integrated containers
containers and deeply integrated into BYOD devices operating systems to
segregate work and personal spaces.
4.5 Virtualisation
Objective: To prevent unauthorised manipulation of organisational data by BYOD devices.
Control:
Virtual desktop
Desktop virtualisation should be employed for executing applications and
infrastructure
storing data, rather than from the BYOD devices.
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6.3.5 Risk Control Policy
The Risk Control Policy in Table 6.7 defines controls and responsibilities to ensure
that organisational confidential information resources used in BYOD, including
BYOD users and devices, are protected against potential risks, threats and
vulnerabilities.

Table 6.7: BYOD Risk Control Policy
Strategic Layer
5. Risk Control Policy
5.1 Malware Prevention
Objective: To protect and prevent BYOD devices and organisational resources from malware attacks.
5.1.1 Anti-virus/Anti-malware Program
Objective: To detect and destroy viruses on BYOD devices.
Control:
Anti-virus/anti-malware In addition to protecting BYOD devices and applications, anti-virus and
program functionality
anti-malware programs should be able to scan BYOD devices thoroughly
to detect and remove latest viruses, Trojan horses, worms, Adware,
spyware, and Rootkits.
Control:
Tested, licensed, and
Only well-known and verified anti-virus and anti-malware programs
password protected
should be run on BYOD devices. These programs should be password
anti-virus/anti-malware protected by organisations to stop BYOD users from uninstalling or
program
disabling them.
Control:
Anti-virus/anti-malware Maintain regular updates of anti-virus and anti-malware programs on
program updates
BYOD devices with the most recent signatures.
5.1.2 Firewall Program
Objective: To block inbound and outbound malicious connections and filter traffic demands of
BYOD devices and applications.
Control:
Firewall program
In addition to blocking network traffic from suspected malicious source,
functionality
the firewall should be able to filter and restrict BYOD device access based
on network connection type (cellular or Wi-Fi), applications type, and
other packet attributes such as IP address.
Control:
Firewall program rule
A set of rules should be defined for firewalls with respect to BYOD user
set
authorisation to access resources, as well as their behaviour and
compliance with policies.
Control:
Tested and certified
Only well-known and verified firewall programs should be run on BYOD
firewall program
devices.
5.2 Intrusion Detection Prevention
Objective: To detect/prevent unauthorised access and attacks from or through BYOD devices.
Control:
Intrusion detection
Network access points for BYOD devices should be integrated with
system
intrusion detection system to act as a security sensor that can identify and
stop unauthorised access and threats from compromised BYOD devices.
Control:
Documenting incidents
Logs of identified threats and communications between BYOD devices
and organisational resources should be maintained for at least a minimum
period of one year.
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5.3 Auditing
Objective: To determine the effectiveness of control measures around protecting data on BYOD
devices, as well as BYOD user compliance with policies.
Control:
Unified and periodic
All BYOD devices should be audited regularly to check that control
auditing of devices
measures are operational and BYOD users are complying with policies.
5.4 Awareness and Training Program
Objective: To educate BYOD users on how to avoid threats and vulnerabilities when using their
devices, as well as comply with organisational BYOD policies.
Control:
Computer-based
BYOD users should be frequently engaged in online and distance training
training workshop
programs about current and future potential risks in BYOD environments
and how they can be mitigated.
Control:
Instructor-based
BYOD users should be regularly engaged in face-to-face training
training workshop
programs, in order to increase their focus on threats and vulnerabilities and
establish dialogues with instructors on mitigation strategies.

6.3.6 Compliance Policy
The Compliance Policy controls in Table 6.8 are to minimise the potential for
litigation and liability issues for organisations, concerning BYOD practices. The
policy guides organisations on how to avoid engagement in unlawful conduct in
BYOD that violates BYOD users privacy or the sovereignty of the country in which
they are operating their business.

Table 6.8: Compliance Policy
Strategic Layer
6. Compliance Policy
6.1 Security/Privacy Principles and Laws
Objective: To comply with information security and privacy standards, and abide by the principles and
laws of nations with regards to information protection.
Control:
Complying with national Security and privacy policies should be developed, modified or updated
information security and
according to specific country laws or the region in which an organisation is
privacy laws
operating its business.
Control:
Complying with
In addition to compliance with information security and privacy standards, the
information security and
standards should be adapted to accommodate and manage BYOD.
privacy standards
6.2 Employee Privacy Considerations
Objective: To maintain the privacy of BYOD users’ personal data.
Control:
Data collection
BYOD users’ personal data should only be obtained in a legal and fair manner
limitation
with the knowledge/consent of the data subjects.
Control:
Purpose specification of
BYOD users’ personal data access and collection by organisations should only
data access and
be carried out when there is a satisfactory warrant in accordance with the
collection
authority of law.
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Data use limitation

Individual participation

Technical safeguards

Control:
BYOD users’ personal data should not be disclosed or used for other purposes,
rather than those specified in the end-user/service agreement, or except with
the permission of the data owners.
Control:
BYOD users should be allowed to challenge any data collected related to
them, to either be erased or amended.
Control:
Reasonable techniques that involve disk partitioning, or containerisation and
virtualisation should be used to segregate BYOD users’ personal data and
organisational data to allow selective wipe of data when employees leave the
organisation or BYOD devices are lost or stolen.

6.3.7 Maintenance Policy
The Maintenance Policy in Table 6.9 is to ensure that the correct strategies for
managing BYOD are employed, and all associated risks and potential threats are
effectively managed.
Table 6.9: Maintenance Policy
Strategic Layer
7. Maintenance Policy
7.1 Internal and External Systems/Devices Update
Objective: To improve infrastructure of organisations and BYOD devices.
Control:
Updating control
Organisational infrastructure and BYOD devices operating systems and
systems and devices
applications should be regularly updated to resolve security vulnerabilities
and threats, as well as provide performance options and features to users.
7.2 Policy Review and Update
Objective: To assess and bring policies up to date.
Control:
Reviewing and
BYOD policies should be reviewed and updated regularly to ensure
updating policies
adequate control measures that are in compliance with regional laws are in
place, and can cope with the continuous demands of BYOD.

6.3.8 General Guidelines
In addition to the recommended BYOD policies for organisations discussed in this
chapter, BYOD users should also follow some general guidelines when accessing
and using organisational information resources. Organisations are responsible for
ensuring these guidelines are in place, well-defined, and easy to understand.
Therefore, considering the BYOD policy-based management model components and
the relationships between them from Figure 6.2, together with organisational policies
of asset ownership (Brynjolfsson, 1994), and human resources code of conduct
(Peretz, 2013), an effective BYOD management policy should contain the following
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guidelines. These are intended to harmonise approaches to security and privacy in
organisations, and take account of potential employee perceptions, attitudes, and
behavioral intentions for BYOD:
Table 6.10: Organisational Guidelines for BYOD
BYOD Guidelines
A.

The organisation and BYOD employees share responsibilities for information
security and privacy.

B.

The policy does not affect organisational ownership of corporate information on
BYOD devices, likewise the ownership of personal information by the BYOD
users.

C.

Jailbroken and rooted devices are not permitted as BYOD. They are considered
as security and privacy compromised devices, therefore exposed to threats and
vulnerabilities.

D.

Corporate information should only be accessed, modified, processed, stored and
communicated on BYOD devices subject to successful device registration/onboarding.

E.

Information that is classified as highly confidential, as well as data in large
quantity (e.g 5 Gigabyte or more) is not permitted to be accessed, modified, or
stored on BYOD devices.

F.

BYOD employees should only use the methods of authentication (such as userID, and passwords) approved by the IT management of the organisation.

G.

All BYOD devices must use a password lock-screen pattern that automatically
locks the device when idle, with the password not shared with any party.

H.

The organisation has the right to control its information on BYOD, and to limit
or block BYOD device access to corporate information resources and assets.

I.

BYOD users are encouraged not to download, or install any malicious content
or apps on their devices. In a case whereby a security or privacy incident occurs
as a result of downloaded malicious content/apps, the device owner is fully
liable.

J.

Mobile antivirus software should be installed and fully running on all BYOD
devices.

K.

BYOD users are responsible for backing up their device data, but only using
encrypted hard drives. Users are also liable for exposure of their backed-up
data.
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L.

IT help desk may not always have the available resources to support different
devices with different operating systems, therefore BYOD users will only be
able to receive the support and expertise available at any given time.

M.

Lost or stolen BYOD devices should be reported to the appropriate role (e.g IT
administrator), or the information security department within 24 hours.

N.

BYOD devices may be remotely wiped, usually with the consent of the owner,
when a report is made on terminated employment, vulnerability, or lost/theft.
Likewise, BYOD devices may be remotely wiped without the consent of the
owner when IT suspects or detects a data or policy breach, a malware or virus
threat, or an attack launched on/through the device.

O.

To maintain BYOD user privacy and avoid organisational management access
to personal information on devices, BYOD users are encouraged to separate
personal data from work data in separate folders/directories on their devices
using identifiers.

P.

BYOD users are required to take extreme caution not to infringe the
organisation and other employees’ privacy rights, by taking pictures or making
audio/video recordings at work.

Q.

For all BYOD users, appropriate disciplinary action, which includes the
termination of employment, can result in the event of non-compliance with the
BYOD policy.

Information security and privacy is a continuous process that requires attention,
administration, review, and flexibility. For BYOD security and privacy to be
successful in organisations, each organisational entity needs to understand and
execute their duties adequately and in a timely manner. The information security and
privacy management or personnel in organisations should be responsible for
maintaining the BYOD security and privacy policies, including raising
awareness/training among employees, and advising on counter-measures. They
should be responsible for authenticating and authorising BYOD devices, as well as
the monitoring of networks for unauthorised access, traffic and other threats. The IT
department should be responsible for managing corporate data security and privacy,
and also configuring and enforcing technical security and privacy controls on
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authorised devices to minimise the risks of data loss or exposure. The IT help desk
should be responsible for providing support to BYOD devices on work-related
matters only.
Overall, information security and privacy incidents affecting BYOD devices should
be reported promptly to either the appropriate information security and privacy
department/personnel, or the IT department or help desk. All employees using
personal devices should be responsible for complying with BYOD policies at all
times, and internal audits should be conducted regularly to assess compliance.

6.4 BYOD Policy Framework and Guidelines Application to Case
Studies
Managing BYOD is about determining and understanding its level of adoption and
practices, potential threats, vulnerabilities and incidents, and putting the right
processes or controls in place to manage BYOD in accordance with best practices.
From the case studies findings of this research, BYOD practices, followed by risks,
and management procedures were determined for each respective organisation. All
the case organisations lacked methodical control measures to adequately mitigate
risks in BYOD environments. The BYOD policy framework and guidelines
described in Section 6.3 can be applied to bring support to these organisations in
their management of BYOD. The framework adopts a three layered approach with
all the layers implemented fully, alternatively one of the layers or its processes can
be implemented by an organisation to support their BYOD control methods.

6.4.1 BYOD Policy Framework and Guidelines Application to
Organisation-A
Organisation-A had an active system for managing BYOD and most related security
issues, but lacked control measures for other critical components of BYOD
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practices. The summary of these issues (refer to Section 5.1.3), and how they can be
addressed using the BYOD policy framework are discussed below:
1) Organisation-A has no privacy policies that address BYOD, and treats all
BYOD devices as corporate owned, making their employee personal data its
data. This issue can be managed using all the control processes under the
Compliance Policy in the Strategic Layer (Table 6.8) of the framework. The
organisation already has a BYOD policy in place, therefore they will need to
update it with privacy policies that are guided by employee privacy
considerations (see Section 6.2 in Table 6.8) control process, accompanied
with guidelines “O” and “P”. The organisation will also need to ensure the
policies are in accordance with the country laws or region in which it is
operating its business.
2) BYOD devices have at least once or more often been lost or stolen in
Organisation-A. Avoiding Organisation-A data exposure from lost or stolen
devices is feasible through implementing data wiping (see Section 3.3 in
Table 6.5) under the data protection controls from the Tactical Layer of the
framework.
3) BYOD devices in Organisation-A have at least once or more been infected
with malware, viruses, and subjected to network attacks. These issues can be
managed using the malware prevention (see Section 5.1 in Table 6.7) and
intrusion detection prevention (see Section 5.2 in Table 6.7) controls under
the Risk Control Policy of the framework. Anti-virus and anti-malware
programs can be used to detect and destroy viruses on devices, while firewall
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and intrusion detection systems can be used to prevent unauthorised access
and attacks from or through the devices.
4) Organisation-A has no unified approach to audit all BYOD devices. This
may affect its ability to identify and mitigate risks residing on unaudited
devices, as well as assess user compliance with policies. This issue can be
managed using the auditing control process (see Section 5.3 in Table 6.7)
that is part of the Risk Control Policy in the Strategic Layer of the
framework. The organisation needs to adopt a centralised and periodic
auditing approach to understand the risks associated with each BYOD
device. Since monitoring the audit logs of every BYOD device can become
impractical in large organisations (Tokuyoshi, 2013), the organisation should
identify and understand the critical resources consumed by any device.
5) Full BYOD device management and auditing gives Organisation-A access to
its employees’ personal data, leaving employees with little or no control over
their privacy and in some regions exposing the organisation to litigation. This
approach was mainly due to the fear of malicious applications on BYOD
devices, insider threats and other possibilities with the organisation trying to
avoid non-compliance to policies by BYOD users. By implementing
containerisation (Section 4.4 in Table 6.6) and virtualisation (Section 4.5 in
Table 6.6) control processes from the Application Control Policy in the
Tactical Layer, while also taking into account their drawbacks as discussed
in Section 0 and Section 2.6.4, the organisation will be able to separate its
data from BYOD user personal data to overcome this issue. The
organisation’s resources can be wrapped or encased in secure containers
coupled with virtual desktop infrastructure to execute applications and store
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data, rather than from the BYOD devices. Hence, selective device auditing
can be performed on the organisation’s containers as an alternative to the full
device auditing.
6) Organisation-A lacks the necessary awareness and training programs for
BYOD privacy. This issue can be managed using the awareness and training
program control processes under the Risk Control Policy in the Strategic
Layer. Since the organisation already has awareness and training program on
BYOD security, they will need to review and update the structure of the
program to include education on privacy. This can be achieved more
effectively using the instructor-based training approach, where BYOD users
can be regularly engaged in face-to-face workshops to increase their focus on
threats and vulnerabilities and establish dialogues with instructors on
mitigation strategies.
Overall, it is recommended for Organisation-A to align its BYOD controls and
policies to the BYOD policy and guidelines framework to improve the protection of
its information resources, and maintain a balance between security and privacy in
BYOD practices.

6.4.2 BYOD Policy Framework and Guidelines Application to
Organisation-B
Organisation-B has a poor system for managing BYOD, and lacks adequate control
measures for most critical components of BYOD practices. The main issues in
Organisation-B (refer to Section 5.2.3), and how they can be addressed using the
BYOD policy framework are discussed below:
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1) Organisation-B has a few guides to support BYOD on-boarding, but has no
BYOD device requirements, and therefore, any employee personal device
can connect to its network and access resources. This issue can be managed
through the implementation of On-boarding Policy and its control
components in the Operational Layer of the framework, further supported by
guideline “C”. The user and device registration control processes will help
the organisation to determine employees that can on-board BYOD devices,
including the types of BYOD devices that will be allowed access, as well
as the number of BYOD devices each employee can on-board.
2) BYOD users in Organisation-B shared their passwords with colleagues,
friends and family. This issue can be addressed using guideline “G”, and
further managed through the password control processes (Section 2.1 in
Table 6.4) under the Identification and Access Control Policy in the Tactical
Layer to protect unauthorised access to the organisation’s resources.
3) Organisation-B has no MDM tools and application management controls for
BYOD. This issue can be managed by implementing the Tactical Layer of
the framework. The Identification and Access Control Policy processes
(Section 2 in Table 6.4) will manage BYOD devices access to resources,
while the Communication Policy control processes (Section 3 in Table 6.5)
will protect the information resources of the organisation residing on BYOD
devices, and finally the Application Control Policy processes (Section 3 in
Table 6.5) will manage the installation and usage of applications on BYOD
devices in order to avoid malware downloads and use of uncertified
applications.
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4) BYOD devices in Organisation-B have at least once or more often been lost
or stolen. Due to the mobility nature of BYOD devices, it is very difficult to
prevent this. Nevertheless, Organisation-B can implement data wiping
(Section 3.3 in Table 6.5) under the data protection controls from the Tactical
Layer of the framework to prevent confidential data exposure from lost or
stolen devices.
5) BYOD devices in Organisation-B have been infected with malware and
viruses, and subject to network attacks. Malware prevention (see Section 5.1
in Table 6.7) and intrusion detection prevention (see Section 5.2 in Table 6.7)
controls under the Risk Control Policy of the Strategic Layer of the
framework can be used by the organisation to manage and mitigate these
risks. Anti-virus and anti-malware programs will detect and destroy viruses
on BYOD devices, while firewall and intrusion detection systems will
prevent unauthorised access and attacks from or through BYOD devices.
6) The majority of Organisation-B employees are unaware of who to contact
when BYOD security and privacy incidents occur. This issue can be
managed through informing BYOD users in the end-user/service agreement
control from the Operational Layer, accompanied with guideline “M”,
followed by setting reminders using the awareness and training program
controls in the Strategic Layer.
7) BYOD devices are not audited by Organisation-B. This issue can be
managed using the auditing control process (see Section 5.3 in Table 6.7)
under the Risk Control Policy in the Strategic Layer. The organisation needs
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to adopt a centralised and periodic auditing approach to ensure risks
associated with BYOD devices are thoroughly evaluated and minimised.
8) Organisation-B has no information security and privacy standards that
accommodate BYOD. However, since the organisation complies with ISO
and ITIL standards, they will need to adopt the Compliance Policy controls
in the Strategic Layer as a guide to align these standards to manage BYOD.
Table 6.1 can also provide additional support on tailoring ISO and ITIL
standards for BYOD.
9) Organisation-B has no security and privacy awareness programs and training
for BYOD. This issue can be managed using the awareness and training
program control processes under the Risk Control Policy in the Strategic
Layer. The organisation will need to develop ongoing computer-based and
instructor-based awareness and training programs on BYOD, which engages
users in workshops on how to protect their devices against threats and
vulnerabilities.
10) Organisation-B is lacking confidence that their employees would comply
with BYOD policies. This issue can be managed by notifying BYOD users
the consequences of policy breach, through the end-user/service agreement
control under the On-boarding Policy of the framework, and further
supplementing with guideline “Q”.
A prominent issue in Organisation-B was that there are inadequate formal policies
and procedures for BYOD in the organisation. This leaves the organisation highly
exposed and vulnerable to threats in BYOD practices. Hence, it is worthwhile for the
organisation to adopt the complete protection layers or align their control objectives
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to the BYOD policy framework and guidelines to protect their information
resources.

6.4.3 BYOD Policy Framework and Guidelines Application to
Organisation-C
BYOD management controls in Organisation-C were still undergoing development.
The organisation lacked sufficient control measures to manage key elements
associated with BYOD practices. The key issues in Organisation-C (refer to Section
5.3.3), and how they can be addressed using the BYOD policy framework are
discussed below:
1) Organisation-C has a few guides on BYOD and allows BYOD only at a
mobile phone capability. However, the organisation has started to see an
influx of unapproved BYOD laptop and tablet devices. This issue can be
overcome by implementing the On-boarding Policy and its control processes
from the Operational Layer of the framework. The user and device
registration control processes will help Organisation-C to determine
employees who can on-board BYOD devices, including the types of BYOD
devices that will be allowed access, as well as the number of BYOD devices
each user can register.
2) Organisation-C has insufficient device and application management
infrastructure for BYOD. This issue is manageable using the Tactical Layer
of the framework. The organisation can use the controls in the layer to
supplement its BYOD management infrastructure. The control processes
under the Identification and Access Control Policy (Section 2 in Table 6.4)
can manage and monitor BYOD devices access to resources. The

204

Communication Policy control processes (see Section 3 in Table 6.5) can
protect the information resources of the organisation residing on BYOD
devices. The Application Control Policy processes (see Section 3 in Table
6.5) can prevent the installation and usage of uncertified and malicious
applications on BYOD devices.
3) BYOD devices are not audited by Organisation-C. The auditing control
process (see Section 5.3 in Table 6.7) under the Risk Control Policy in the
Strategic Layer of the framework can be used to manage this issue. A
centralised and periodic auditing approach needs to be employed by
Organisation-C to ensure BYOD devices are examined against risks and in
compliance with policies.
4) Organisation-C has no information security and privacy standards that
accommodate BYOD. Since the organisation is in compliance with COBIT,
ISO and ITIL standards, the Compliance Policy controls in the Strategic
Layer can provide guidance on aligning these standards to manage BYOD.
Additionally, Table 6.1 can also provide further support on tailoring COBIT,
ISO and ITIL standards for BYOD.
5) The majority of Organisation-C employees have no knowledge of who to
contact when BYOD security and privacy incidents occur. This issue can be
addressed through notifying BYOD users the point of contact for incidents
using the end-user/service agreement control from the Operational Layer,
accompanied with guideline “M”, followed by setting reminders using the
awareness and training program controls in the Strategic Layer.
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6) Several of Organisation-C employees shared their BYOD devices passwords.
This issue can be managed using guideline “G”. The organisation can also
use the password control processes (see Section 2.1 in Table 6.4) under the
Identification and Access Control Policy in the Tactical Layer to strengthen
their defense around unauthorised accesses involving passwords.
7) Organisation-C has no security and privacy awareness programs and training
for BYOD. The awareness and training program control processes under the
Risk Control Policy in the Strategic Layer of the framework can be used to
manage this issue. The organisation will need to develop ongoing computerbased and instructor-based awareness and training programs for BYOD that
educates users on ways to protect their devices against threats, and remain in
compliance with policies.
A persistent issue in Organisation-C is that it has no specific formalised policies and
procedures for BYOD. This leaves a gap for BYOD risks and threats to usher into
the organisation. Since Organisation-C is still at an early stage of developing BYOD
controls, it is highly recommended to implement the BYOD policy framework and
guidelines to ensure maximum protection of their information resources, while
maintaining a good BYOD user experience.

6.5 Summary
The BYOD policy framework and guidelines provide a systematic approach to
develop and deploy organisational BYOD information security and privacy
management. The framework is generally applicable to all BYOD organisations, and
an example of this has been illustrated in this chapter (Section 6.4) with the case
organisations from different industries with different businesses that were studied in
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this research. The operational activities of each case organisation relating to BYOD
practices and management was examined and understood, which highlighted the
requirement for methodical policies and procedural controls for BYOD. The
framework links theories, as well as findings from the case studies, to facilitate the
development of BYOD information security and privacy management control
processes that can be applied in organisations.
The next chapter draws conclusions and answers the research questions in this study,
with implications, limitations and future research discussed.
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Chapter 7: Conclusion
The use of personal devices has become a common practice in organisations: many
employees walk in with their smartphones, tablet PCs, laptops, and other personally
owned devices, either unaware or insensitive to the security and privacy risks they
pose to their organisations and to their own personal data. To a large extent,
technological solutions for BYOD security and privacy risks have been developed
(see Section 2.6). There are, however, many issues still relating to the invasiveness
of these solutions, and the lack of balance between security and privacy, as well as
other challenges involving the user experience. The literature review in Chapter 2
identified a gap relating to effective policies and procedures for BYOD
management. This motivated the development of policies and guidelines to manage
these issues in BYOD organisations. It is also necessary to investigate beliefs and
practices concerning BYOD, in order to design effective management strategies.
This study focuses on BYOD adoption, and its associated risks and mitigation
strategies, investigating whether both information security and privacy is effectively
achieved in BYOD environments. This involves identifying and understanding risks,
threats, and vulnerabilities, as well as determining and proposing effective controls
and procedures for BYOD management. For the purpose of the study, a research
question was formulated that consists of five sub-questions. In order to study BYOD
practices and management in organisations, a conceptual framework was produced
based on organisational security and privacy cultural values to provide investigative
perspectives that were used to understand BYOD perception and usage patterns,
BYOD support, BYOD information security, BYOD information privacy, and
BYOD information security and privacy knowledge in organisations. The study uses
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a qualitative research methodology, applying the case study approach. The main data
collection methods were interviews and web-based questionnaires. Thematic content
analysis and descriptive statistics were applied for data analysis. The key findings
and interpretations of the research are presented in Chapter 5, and an information
protection framework (Chapter 6), comprising a policy-based management model
and a policy architecture, proposed to effectively manage BYOD in organisations.
The research questions addressed in this study are discussed in the following
sections.

7.1 Research Questions Addressed in this Study
This research study set out to address the following problem:
Is both information security and privacy effectively achieved in BYOD
environments?
The motivation for this study was to provide a resolution to this problem, as well as
an information protection framework comprising suitable recommendations for
BYOD organisations. The key BYOD information security and privacy issues
determined through the review of literature were developed into this research
question, which is decomposed into the following sub-questions:
1) What are the key information security and privacy issues in BYOD
environments?
Both the literature review and case studies indicated that there are various risks
associated with using mobile devices for work purposes if BYOD information
security and privacy is not prioritised by organisations and employees.
The goal of information security is to provide confidentiality, integrity and
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availability. Likewise, the aim of privacy is to ensure confidentiality. These can
ideally be achieved if BYOD devices are confined to one area, within
organisational control. However, the high mobility of BYOD devices challenges
information security and privacy processes, making their maintenance a complex
and difficult task.
There are many risks posed by BYOD, with some widely recognised, and others
less understood. The taxonomy of information security and privacy issues in
BYOD environments was discussed in Chapter 2. These are summarised into the
following issues:
 Issue 1: malware can be deployed on BYOD devices, and potentially have
the ability to communicate with “command” and “control” sites avoiding
many traditional security measures (Alcatel-Lucent, 2013). Although
BYOD devices may have been authenticated and authorised before
accessing organisational resources, malicious apps could also be doing so
without BYOD users’ knowledge, sending data to unauthorised locations
or persons. Besides, not all BYOD users have knowledge that their
personal data is transmitted or collected, let alone being aware of any
privacy settings for its prevention. Phishing and social engineering attack
methods can also be used to deceive BYOD users into downloading
malware on their devices, or trick them to collect or send confidential
information (Singh et al., 2014). Direct attacks by hackers can be
launched against a particular BYOD device, with the intent of accessing,
destroying, or extracting confidential information (Imperva, 2013). Data
communication interception and spoofing can become a key threat to
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wireless networks used by BYOD devices (Ashford, 2012). The
possibility of loss and theft of devices is also of high concern, as devices
that use unencrypted memory cards and default passwords can easily
become accessible (Zhiling & Yufei, 2012). User policy violations can
easily expose BYOD devices to numerous vulnerabilities (Masin, 2013).
BYOD users that are malicious insiders can execute threats (Brdiczka et
al., 2012), since they have access to organisational systems and resources
anytime, anywhere. Moreover, most BYOD users have no knowledge of
what to do if their devices are infected, lost or stolen, and have no idea of
the level of privacy they are entitled to in BYOD practices. With all these
risks, organisations are still finding it difficult to enforce the appropriate
controls in BYOD practices, thus creating the possibility for confidential
information loss.
The case studies conducted in this research exhibited the BYOD issues identified
in the literature review in Chapter 2. The case studies examined and analysed
BYOD security and privacy management practices, usage patterns, perceptions
and behaviour in three organisations. The findings from the survey indicate that
there are many risks associated with BYOD in the areas of physical threats,
access control, communications and applications, and compliance. The study
revealed that organisations can put their critical data at risk by not having BYOD
countermeasures in place, or by ignoring simple steps such as employee BYOD
education, thereby exposing confidential data.
 Issue 2: the study established that while there are still organisations which
have no BYOD policies in place, the one which does have a policy had
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exceptions for enforcing them on certain users or devices, and treated
BYOD devices as corporate-owned. As a result, organisations are
increasingly vulnerable to confidential data loss, and compliance issues.
The case studies indicate that specific organisations are still in denial
when it comes to embrace BYOD fully, and forbid the use of some types
of personal devices, such as laptops and tablet computers. Nevertheless,
their employees were using these devices without organisational consent.
All employee respondents surveyed across the research study, indicated
the lack of education on BYOD privacy risks in their organisations.
 Issue 3: the research study also found 75% of the employee respondents
indicated that their organisations did not mandate BYOD users to apply
any countermeasures on their devices, such as activating passwords, lockscreens, installation of security software, and OS updates. Two thirds of
respondents indicated that there was a lack of mobile device management
systems. Their organisations failed to discourage BYOD users from
downloading unverified and untrusted applications, and did not encourage
them to report lost and stolen devices. These are issues of concern since
14% of BYOD users were found to share their passwords with colleagues,
friends and family, while 11% of users stated that it depends on the
situation. Fifty three percent of BYOD users were found to regularly
backup their device data using external hard drives and cloud services,
and all the organisations surveyed lacked the proper policies or controls in
place to protect corporate data in personally owned storage systems and
public clouds. Although organisations had the ability to remotely wipe
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devices, it is not tactically implemented to avoid personal data loss and
exposure.
 Issue 4: forty two percent of BYOD users were found to lack knowledge
of who to contact or what to do when their devices are infected or exposed
to threats. Also, while users were unaware of the level of privacy they are
entitled to in BYOD, the surveyed organisations also failed to take steps
in ensuring this. Moreover, the organisations confirmed that BYOD
devices have been lost and stolen, and infected with virus and malware.
Confidential files/information have also been hacked and exposed due to
BYOD, in addition to network attacks, personal data loss, data
interception, cyber-stalking, identity theft, and location tracking have all
occurred.
 Issue 5: many of the mechanisms available to protect information
inadequately balance the conflicting goals of securing the device and
maintaining the users’ privacy. They either sacrifice/expose data, or are
intrusive and impact on the user experience. If security and privacy of
organisational and personal data cannot be achieved, the BYOD control
mechanism is futile. Likewise if the user experience is destroyed, the
solution is weakened and deemed unsuccessful.
 Issue 6: the concern of the lack of availability of effective policies,
standards and procedures for BYOD is also growing. Unless strong
effective policies and procedures are in place to govern BYOD practices,
confidential data could be put in a precarious condition in the event that a
BYOD device is compromised.
213

In light of the above issues and findings, the confidentiality, integrity, and
availability goals of information security, together with privacy, could easily be
compromised in BYOD practices. All objectives of information security and
privacy must be met for optimal protection of information. The exclusion of any
objective when addressing BYOD could cause even those that have been
implemented to be circumvented.
2) What are current organisational perceptions and practices in respect to
information security and privacy management of BYOD?
Organisational security and privacy theories and values were reviewed. A
conceptual framework, based on this review, guided the development of the data
collection (interview and web-based questionnaire) instruments which captured
organisational perceptions, and security and privacy activities for BYOD. The
instruments addressed the availability of technical controls, policies, standards,
procedures, awareness and training programs, and liabilities, as well as
employees’ perception and behaviour.
The data collected across the three case organisations indicate that BYOD is both
prevalent and highly utilised in the case organisations. Variation was observed in
the degree of adoption and integration of BYOD by the organisations possibly
due to the nature of their industry and operations, but, nevertheless, they all hold
the same assumption that BYOD management is an integral aspect to their
business. Organisation-A maintained a proactive approach to information
security, and has implemented policies, technical controls, awareness programs
and training for BYOD. However, BYOD privacy was lacking in the
organisation, particularly for their employees, which indicated the potential for
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liabilities. Organisation-B and Organisation-C exhibited a reactive approach
towards BYOD, and had inadequate security and privacy policies, controls,
awareness programs and training for BYOD.
Although all three case organisations shared common information security and
privacy issues, Organisation-A had a high level of commitment towards BYOD
information security, while no significant efforts were made by Organisation-B
and Organisation-C towards BYOD information security. All three organisations
have poor or no commitment of any kind to BYOD privacy.
Overall, the research study revealed that smartphones are the most highly used as
BYOD, followed by laptops, then tablet PCs. Generation X5 workers are more
dependent on BYOD, followed by generation Y 6 , and the baby-boomer 7
generation (see Section 4.6 for definition of generations). The study also confirms
that BYOD usage could yield productivity improvements, as it was seen to be a
key element that impacted positively on the performance of organisations and
their employees. More flexibility to carry out work, increased information sharing
and collaboration, and high level of convenience due to ability to work remotely
were noted from BYOD users.
3) To what extent does BYOD influence the efficacy of information security
and privacy management in organisations?

5

Workers between the age of 37-52 years
Workers between the age of 18-36 years
7
Workers over the age of 52 years
6
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Organisational culture and information security and privacy theories were taken
into account to inform the current study’s research framework. These confirmed
that the nature of an organisation’s business, perceptions, attitudes and behaviour,
influence their information security and privacy management practices.
Information on the operational activities concerning BYOD usage patterns,
BYOD support, BYOD information security, BYOD information privacy, and
BYOD information security and privacy knowledge was obtained from
management and employees in each of the case study organisations. These
provided an overview of BYOD influence, and management commitment to
manage BYOD in the organisations.
In summary, the findings from the three case studies indicate that BYOD
significantly influences information security and privacy management in
organisations. A key finding is that the influence of BYOD on information
security and privacy management activities within the three case studies was
similar, even though BYOD affected each organisation to different extents. The
disparities were attributed to variations in efforts to achieve information security
and privacy management, as well as the industry concerned. Additional findings
suggest that employees’ desire or unwillingness to comply with BYOD security
and privacy requirements was not only a function of their knowledge or skills, but
also, a function of other elements involving perception and environmental
settings. Hence, it is vital to understand how aspects of organisational BYOD
management activities affect employees’ behaviour, in order to achieve a high
level of information security and privacy in BYOD. The findings also highlight
employees’ intention to engage in BYOD information security and privacy
related activities. Section 5.4 presented these findings.
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Overall, the analysis of the case organisations indicates the need to broaden
perspectives in terms of policies, technical controls, and restriction of certain
types of BYOD devices, given the way BYOD was driving the organisations
increasingly into the mobility world.
4) What are the information security and privacy control measures to
consider for tackling risks to organisational and personal information
resources in BYOD?
Considering the growing list of risks associated with BYOD adoption,
organisations should re-examine the effectiveness of their information security
and privacy frameworks across a wide range of components that include:
technical

controls;

policies;

standards

and

procedures;

and

user

awareness/training programs. Information security and privacy control processes
involve the “management, operational and technical safeguards/countermeasures
prescribed to protect the confidentiality, integrity and availability of a system and
its information” (NIST, 2013).
Based on the review of BYOD in this research, several security and privacy
control mechanisms that assist in making BYOD management effective in
organisations were determined. The literature review and the case studies
identified suitable control measures. The analysis pointed towards different
control dimensions for BYOD relating to controlling data, controlling access,
controlling networks, managing devices, and the crafting of explicit policies and
procedures.
The creation of explicit information security and privacy policies emerged as the
leading mechanism to control BYOD environments, while also incorporating or
supporting the other control dimensions for BYOD. The analysis of control
217

measures was further expanded by referencing best practices information security
and privacy manuals, standards, principles, and procedures, as well as human
resource codes of conduct, to harness suitable control measures appropriate in
BYOD policies. This also included exploring technical controls, awareness and
training program, liabilities, and their effect on BYOD user perception and
behaviour. An examination of the relationships between these elements was
undertaken to strike a balance between security and privacy, in order to aggregate
the optimum control measures that will not affect BYOD experiences of
organisations and employees. Chapter 6 provides more discussion on this aspect.
Although singular controls might address specific BYOD risks, they cannot, in
isolation, deliver a comprehensive information protection framework. A solution
often involves the combination of multiple control measures. Hence, suitable
control measures identified for BYOD need to be combined and extended to
develop a BYOD information protection framework (refer to Section 6.3)
comprising of model, policy architecture and guidelines for organisations.
5) What is the best common practice for attaining quality and successful
BYOD information security and privacy in the workplace, with respect to
the identified control measures in sub-question 4?
The case study results provided insights of BYOD practices in the workplace
environment. This gave an understanding of BYOD risks and aided in the
identification of control measures discussed in sub-question 4. These were
presented in the BYOD policy framework and guidelines model discussed in
Chapter 6. The model has drawn from a range of theories in the discipline of
organisational security and privacy culture, information system security and
privacy management, employee perception and behaviour, thus providing a
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holistic information protection framework that can be applied for the
improvement or development and deployment of effective BYOD management in
organisations. In order to address the issues found in each case study, security and
privacy control measures from the model were applied to manage BYOD across
the case organisations. The information protection framework recommends
awareness and training program controls that can be used to communicate
principles to employees in organisations. Additionally, since BYOD privacy was
a common issue across the case organisations, and they operate within an
Australian context, the OECD privacy principles in conjunction with the
Australian Privacy Principles (APPs), can be used to manage privacy in BYOD
within Australia. An example of how this can be achieved is illustrated in Table
6.2.
The information protection framework can also be implemented by organisations
to reduce the risk of confidential information loss in BYOD practices. Factors,
such as the selection of individual controls from the framework, should depend
on the nature of the organisation, its IT security and privacy budget, and the level
of risk tolerance. Organisations should periodically review their BYOD security
and privacy controls and policies to ensure proficiency with varying BYOD
practices.
This study finds that it is important for every organisation to have a BYOD
security and privacy policy that protects information resources and guide
employees’ behaviour. The policy should address constraints on access, control,
and protection of BYOD resources utilised by internal and external users.
In summary, to answer the research question of this study “Is both information
security and privacy effectively achieved in BYOD environments”, this research has
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primarily investigated the key information security and privacy risks associated with
BYOD, and confirmed these risks through case studies. This aided the identification
and understanding of the gaps in BYOD management, the current and potential
impact of BYOD on confidential information resources, as well as its influence on
information security and privacy management practices in organisations. In light of
the above knowledge, an information protection framework comprising a BYOD
management model and BYOD policy architecture, with general guidelines and
procedures, was developed to provide effective management of BYOD in
organisations. This aided the realisation of confidentiality, integrity, availability, as
well as privacy of organisational and personal data in BYOD practices.

7.2 Implications
The implications of this research for academia and organisational practices are
grouped into theoretical and practical. These are as follows:

7.2.1 Theoretical implications
This research has integrated and extended well-recognised principles, standards and
frameworks and applied them in a BYOD context to build theory. The research
elucidates the role of organisational values and practices, as well as individuals’
perceptions and behaviour, in establishing information security and privacy
management in BYOD environments with respect to confidentiality, integrity, and
availability. From a theoretical perspective, the research analyses information
security and privacy in BYOD settings across three organisations, adding to the
existing body of research.

With respect to research methodology, this study may confirm the appropriateness of
an interpretivist approach to BYOD research. This paradigm was associated to the
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research theory to aid the application of the conceptual framework and analysis
required to examine BYOD. In addition, the study also confirms that the use of
qualitative methods, particularly the case study approach, is valuable and effective in
examining a new phenomenon and providing insights.

Furthermore, the study provides a case study specimen of BYOD security and
privacy practices that could assist future researchers with the development of
effective management strategies for BYOD.

7.2.2 Practical implications
A number of key implications rest within the ability of organisations to adequately
develop and deploy successful BYOD management and practices. Through better
understanding the key issues surrounding the complex nature of BYOD,
organisational management may be able to cultivate balanced information security
and privacy control measures for BYOD practices. The findings of the research
reveal various specific areas which practitioners could utilise as guidelines. The key
practical implications in this research follow:


Improving the overall information security and privacy practices of
organisations and their employees is integral to the success of BYOD
management. For this reason, equal consideration should be given to both
these aspects.



Security and privacy policies, security and privacy standards and procedures,
awareness and training programs, can be effective in developing a successful
BYOD management system.



Appropriate technical control measures for BYOD can shape BYOD users’
security and privacy behaviour and minimise negative perceptions.
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Although many organisations have adopted information security and privacy
standards and frameworks, they have not embarked on aligning these to
manage BYOD. In order to achieve effective BYOD management,
organisations should adapt information security and privacy management
standards and frameworks for BYOD.

Lastly, the generalised research findings and the recommended information
protection frameworks are considered to be applicable to many BYOD practicing
organisations.

7.3 Strengths and Limitations
The strengths of this study are discussed below with limitations and considerations
for future research.

7.3.1 Strengths
This study is one of the first in depth case studies looking at, and identifying, the
current practices of BYOD. The findings of the study and the existing literature were
used to propose an information protection framework to manage BYOD, which
could serve as a best practice for many organisations.
In general, the study undertook the task of identifying, from previous research
literature and the case studies conducted, key aspects to be considered towards the
implementation and maintenance of successful BYOD information security and
privacy management within organisations. This study is significant in terms of being
among novel research to deeply examine information security and privacy values
and practices in BYOD organisations using a clear conceptual framework, and also
in terms of attempting to identify balanced information security and privacy controls
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in BYOD environments. The study provided insights of BYOD perceptions and
usage patterns of organisations, as well as organisational support for BYOD and
information security and privacy management practices. In addition, this study
clearly shows that BYOD information security and privacy issues related to
organisations, and employees’ intention, are critical and complex issues, which can
primarily be managed using explicit policies and guidelines. The study highlighted
the need for organisations to understand the importance of managing BYOD risks
using sets of policies and guidelines, as well as providing IT managers with adequate
support and authority to implement these solutions.
Finally, with the objectives of this study achieved, and improved insight into the
effects of BYOD and how it can be managed, organisations have a framework to
investigate and understand the information security and privacy risks, threats, and
vulnerabilities in BYOD environments, and how to employ appropriate control
measures. As a result, this study has made important contributions to information
security and privacy theories and practices.

7.3.2 Limitations
The scope of this research is limited to the inquiry and findings from case
organisations operating in Australia. The interview respondents were executives, and
the web survey respondents were general employees, of the organisations. The
research concentrates on understanding each organisation’s perspectives about
information security and privacy management and issues in BYOD. Other
dimensions relating to economic and political influences on BYOD may also be
explored, since they haven’t been examined in this research.
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Furthermore, the generalisations of the findings and results of this research must be
carefully employed, especially when expanding beyond the scope of the study cases.
This is due to the difficulty in generalising from case studies, particularly single case
designs (Yin, 2009), the effect being that the validity and reliability of
generalisations to other organisations can be restricted. Nevertheless, using multiple
case studies in different organisations from different industries in this research
provides some capability for generalisation and cross case analysis. Hence, the
findings and results of the three case studies can be applied to organisations with
similar context or structure.

Additionally, while ethical considerations were adopted to keep organisation identity
highly confidential, many invited organisations declined to take part in the research.
The small number of participants is of concern in this research, but as per all
qualitative methods, data quality is dependent on respondents conveying
comprehensive and honest answers. There is a possibility in this research that
respondents might have misrepresented their perceptions. However, to some extent
the procedures used to design questions lessened such concern. Questions were
grouped into relevant sections (see Appendix A and B) to minimise potential bias,
by complementing each other and providing cross-checks on findings.

It is important to note that qualitative studies are constantly exposed to potential
researcher biases (Yin, 2003), and this study is no exemption. However, an effort
was made to reduce the probability by conducting in-depth face-to-face interviews
with respondents to sieve out unreliable data. Likewise, respondents were able to
review and comment on their answers, in which their exact words were in several
cases quoted in the research to allow readers to make judgments themselves.
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Conclusively, while data in this research was accumulated from various sources, the
case studies interview data, particularly, could have been bolstered through
interviewing the general user to obtain their perceptions about BYOD. Likewise,
certain executives from the surveyed organisations, and certain documents and data,
could have further expanded the findings of this research.

7.4 Future Research
A handful of different future research work stemmed from the results and findings
identified during the data analysis stages in this study. A single qualitative study
cannot elicit all possible security and privacy scenarios when BYOD devices are
utilised in corporate environments. This is especially true, because different
organisations have different information needs. Most prominently, the mobility of
BYOD users constantly fluctuates. Therefore, it will be valuable for the whole
process in this research to be examined in a quantitative study, while increasing the
sample to a greater size.

The outcomes of this research are believed to assist all BYOD organisations, and
other organisations intending to embrace BYOD in the future. Hence, comparative
studies can be carried out. Also, by conducting similar research in different
industries, which are not specific to the ones used in this study, the derived findings
can be equated to the outcomes of this research to extend its scope. Furthermore, the
BYOD information protection framework proposed by this study can be expanded to
include more BYOD control measures and processes, in order to keep up with the
continuous security and privacy demands of BYOD.

Finally, it is important to recognise that if organisations want to be effective in
managing BYOD and its associated risks and threats, understanding BYOD users’
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perception and behaviour is vital, together with considering how to strike a balance
between security and privacy controls for BYOD. Furthermore, BYOD is emerging,
and organisations need to know the methods and processes of managing it
effectively. In light of these reasons, further research should be devoted to this area,
and this study’s limitations considered.

7.5 Summary of Thesis
Information security and privacy assessment is an important step towards ensuring
the effective management of confidential information, particularly for the BYOD
phenomenon. This thesis explored BYOD information security and privacy risks,
and management practices in organisations. The key information security and
privacy issues in BYOD environments were identified. The thesis showed that most
BYOD security and privacy risks, such as malware, social engineering attacks, and
loss and theft of devices are valid issues of concern. The impact of BYOD and its
influence on the efficacy of information security and privacy management in
organisations were also discussed. The effective control measures for eliminating
risks to organisational and personal information resources in BYOD were examined,
and included, to develop a management system that preserves confidentiality,
integrity, availability, as well as privacy of information in BYOD environments.

In conclusion, this thesis has provided foundational information to assist in
identifying and understanding information security and privacy risks associated with
BYOD. It provides a best practice information protection framework for the
management of BYOD in organisations. According to the findings of this thesis, the
author believes that while BYOD is a powerful concept with great potential to
increase productivity and efficiency, organisations should integrate policies,
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standards and procedures, with the appropriate technical controls to avoid
confidential information loss. It is hoped that the contribution of the survey and
framework in this thesis will benefit BYOD organisations, as well as the wider
information security and privacy community.
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Appendix A: Questionnaire
Dear Participant,
I am a doctoral student at Murdoch University, under the supervision of Dr Jocelyn
Armarego and Dr David Murray. I am carrying out a research project around the
concept of “Bring Your Own Device” (BYOD). BYOD is an evolving trend in a
business setting that is currently reshaping the consumerisation of IT, and in turn
changing the business operations and methods of organisations. It permits employees
to use personally owned devices of their choice to carry out their work duties,
whether inside or outside their workplaces. BYOD practice can impact confidential
information resources and the assets of organisations. This questionnaire is designed
to help investigate and quantify the information security and privacy risks associated
with BYOD.
You are cordially invited to participate in this questionnaire which should take
approximately 15-20 minutes to complete. Participation is entirely voluntary and you
can decide to opt out any time simply by not completing and submitting the
questionnaire. However, please note that once you have submitted this questionnaire,
you have agreed and given your full consent to participate. All the information given
by you in this questionnaire is confidential, and any information that will/might
identify you is anonymised.
The questionnaire consists of five parts:
Part A: Questions about BYOD
Part B: Questions about BYOD- information security
Part C: Questions about BYOD- information privacy
Part D: Questions regarding BYOD/knowledge about information security
and privacy
Part E: Demographic questions
The following table can be used as a guide to help you understand the terms used in
the questionnaire.
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Term

Explanation
“Bring your own device” – bringing of

BYOD

personal devices to the workplace to
carry out work tasks/duties.

Smartphones,
Mobile devices

PDA,

Tablet

PC,

Notebooks, Netbooks, etc.

This simply means to have confidential
Information security

information and information technology
systems secured from illegal access or
use, leakage, modification, disruption, or
destruction.
This simply means the ability of persons

Information privacy

to control and decide how, when, and to
which degree information about them
will be shared or communicated to other
persons or organisations.

The results of this research project will advance understanding about the current and
emerging threats and vulnerabilities in BYOD environments, and how they can be
controlled. Please feel free to contact me at A.Bello@murdoch.edu.au if you have
any questions regarding this research project, or you can contact my supervisors Dr
Jocelyn Armarego at J.Armarego@murdoch.edu.au, and Dr David Murray at
D.Murray@murdoch.edu.au.

This study has been approved by the Murdoch University Human Research Ethics
Committee (Approval 2013/199). If you have any reservation or complaint about the
ethical conduct of this research, and wish to talk with an independent person, you
may contact Murdoch University’s Research Ethics Office (Tel. 08 9360 6677 (for
overseas studies, +61 8 9360 6677) or e-mail ethics@murdoch.edu.au). Any issues
you raise will be treated in confidence and investigated fully, and you will be
informed of the outcome.
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Part A: Questions about BYOD
1. Does your organisation allow employees to use personal mobile devices to
do their job, either in or out of the workplace?
(a) Yes (proceed to question 3)
(b) No
(c) I don’t know (proceed to question 4)
2. Is it likely for your organisation to allow BYOD in the future?
(a) Yes
(b) No
3. What types of personal mobile devices do employees in your organisation
use for work purposes? (please select all that apply)
(a) Smartphone
(b) Tablet PC
(c) Laptop
(d) Other (please specify)
4. Do you always or occasionally use your personal mobile device for work
purposes?
(a) Yes
(b) No
5. Is your organisation aware that you use your personal mobile device for work
duties?
(a) Yes
(b) No
(c) I don’t know
6. Does your organisation provide any form of support to employees’ personal
mobile devices?
(a) Yes
(b) No
(c) I don’t know
7. Does your organisation have a BYOD network infrastructure to support
mobile devices?
(a) Yes
(b) No
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8. Does

your

organisation

have

a

BYOD

applications

management

infrastructure?
(a) Yes
(b) No
9. Does your organisation have policies and procedures regarding BYOD?
(a) Yes
(b) No (proceed to question 17)
(c) I don’t know
(d) Other
10. Are the policies and procedures for BYOD the same or different from
organisation owned devices?
(a) Yes (the same)
(b) No (different)
(c) I don’t know
11. Have the details about these policies and procedures on BYOD been
communicated to you?
(a) Yes (please specify how, ie email etc)
(b) No
12. Does your organisation ensure employees comply with specific guidelines
when using their personal device for work purposes?
(a) Yes
(b) No
(c) I don’t know
Part B: Questions about BYOD:- information security
13. Do you consider information security for BYOD necessary for your
organisation?
(a) Yes
(b) No
(c) I don’t know
(d) Other
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14. Is your organisation in compliance with any information security standards
or frameworks? (please select all that apply)
(a) COBIT (Control Objectives for Information and Related Technology)
(b) ITIL (Information Technology Infrastructure Library)
(c) ISACA (Information Systems Audit and Control Association)
(d) ISO standards
(e) Other
(f) I don’t know what these are (proceed to question 17)
(g) I don’t know which
15. Are the information security standards/frameworks fully implemented, or
have been tailored to suit the needs of your organisation?
(a) Yes (fully implemented)
(b) No (tailored)
(c) I don’t know
16. Do any of these information security standards/frameworks accommodate
BYOD?
(a) Yes
(b) No
(c) I don’t know
17. Does your organisation have a dedicated information security team for
BYOD?
(a) Yes
(b) No
(c) I don’t know
(d) Other
18. Does your organisation allow BYOD devices on their network/systems to
function fully (ie no apps etc are disabled)?
(a) Yes
(b) No

232

19. Are there any activities carried out in your organisation to identify security
threats and vulnerabilities to/in employees’ personal mobile devices?
(a) Yes
(b) No
(c) I don’t know
20. Does your organisation install/perform security control measures on
employees' personal devices?
(a) Yes
(b) No
21. Has any of the following security issues resulted from employees using their
personal devices for work purposes? (Please select all that apply)
(a) Devices getting lost or stolen
(b) Devices getting infected with virus, malwares etc.
(c) Confidential files and information being hacked
(d) Network attacks
(e) Personal data loss
(f) Other (please specify)
(g) I don’t know
(h) None
22. Does your organisation apply any security software to personal devices used
by employees?
(a) Yes
(b) No
(c) I don’t know
23. Does your organisation apply mobile device management tools to BYOD
devices? (For example, they can lock or wipe a device remotely)
(a) Yes
(b) No
(c) I don’t know
24. Which of the following does your organisation do to ensure information
security on BYOD? (Please select all that apply)
(a) Ensure employee personal devices are up-to-date (OS, and apps updates)
(b) Install security software (e.g. antivirus)
(c) Encourage employees to immediately report lost or stolen devices
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(d) Discourage employees from downloading unverified and untrusted
applications
(e) Limit or block mobile device access to networks
(f) Mobile application management software (MAM)
(g) Ensure employees activate lock screens
(h) Others (please specify)
(i) I don’t know
(j) None of the above
Part C: Question about BYOD:- information privacy
25. Do you consider information privacy for BYOD necessary for your
organisation?
(a) Yes
(b) No
(c) I don’t know
(d) Other
26. Is your organisation in compliance with any information privacy
principles/frameworks?
(a) OECD (Organisation for Economic Co-operation and Development)
(b) APEC (Asia-Pacific Economic Cooperation)
(c) Safe Harbor Privacy Principles
(d) AIPP (Australian Information Privacy Principles)
(e) ANPP (Australian National Privacy Principles)
(f) Other
(g) I don’t know what these are (proceed to question 29)
(h) I don’t know
27. Are the information privacy principles/frameworks fully implemented, or
have been personalised to suit the needs of your organisation?
(a) Yes (fully implemented)
(b) No (personalised)
(c) I don’t know
28. Do any of these information privacy principles/frameworks address BYOD?
(a) Yes
(b) No
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(c) I don’t know
29. Are there any activities carried out in your organisation to identify privacy
threats to/in employees’ personal mobile devices?
(a) Yes
(b) No
(c) I don’t know
30. Does your organisation install/perform any privacy control measures for
employees' personal devices?
(a) Yes
(b) No
31. Has any of the following privacy issues resulted from employees using their
personal devices for work purposes? (Please select all that apply)
(a) Confidential files and information being exposed
(b) Data interception
(c) Cyber-stalking
(d) Identity theft
(e) Location tracking
(f) Other (please specify)
(g) I don’t know
(h) None
32. Does your organisation apply any privacy software to personal devices used
by employees?
(a) Yes
(b) No
Part D: Questions regarding BYOD/knowledge about information security and
privacy
33. Do you think BYOD - information security and privacy is just the
responsibility of IT staff or all the employees in your organisation?
(a) Yes (all employees)
(b) No (IT staff only)
(c) I don’t know
34. Does your organisation have a formal program to regularly promote
information security and privacy awareness/training on BYOD?
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(a) Yes
(b) No
(c) I don’t know
35. Do you think there is enough BYOD - information security and privacy
education and training in your organisation (e.g. courses, workshops,
seminars)?
(a) Yes
(b) No
(c) I don’t know
36. Who do you report to in your organisation when your mobile device gets lost
or stolen, or you feel your device is infected or vulnerable to threats/attacks?
(a) IT manager
(b) Human resources manager
(c) Information security administrator
(d) Project manager
(e) Business analyst
(f) I don’t know
(g) Other
37. Which of the following methods do you use to protect sensitive
information/data in your mobile device from attackers/hackers? (Please
select all that apply)
(a) Passwords
(b) File permissions (read, write or execution of file)
(c) Encryption
(d) Antivirus
(e) Firewall systems
(f) Other (please specify)
38. Do you share your password with anyone (e.g. work colleagues, family,
friends)?
(a) Yes
(b) No
(c) It depends on situation
39. Do you backup your mobile device data/information?
(a) Regularly
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(b) Occasionally
(c) Rarely
40. What methods do you use for backing-up your mobile data/information?
(please select all that apply)
(a) Hard disk backup
(b) Offsite data storage
(c) Internet/online backup (cloud services)
(d) External hard drive
(e) CD/DVD writers
(f) Other
41. What method do you use to access your organisation’s systems remotely?
(a) Virtual private network (VPN) only
(b) VPN and other software
(c) Remote desktop software
(d) I do not access my organisation systems remotely.
(e) Other
Indicate your level of agreement to the following statements which identify
processes to reduce information security and privacy incidents that can be
caused by BYOD
Statement
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43

44

Strongly
Disagree

Disagree

Neither
Agree
nor
Disagree

Agree

Strongly
Agree

You accept full liability of
all information security
and privacy breaches that
occur through your device.
When there is an incident
of information security and
privacy breach, mobile
devices access to network
system and resources
should be fully terminated.
Enforce personal device
usage policy, including
restricting some functions
of the devices such as
Apps, Social networking
etc.
237

45

46

47

48
49

50

51

52

Allow your organisation to
collect
data/information
about your device usage.
Allow your organisation to
track/monitor your mobile
device.
Limit or block network
access to unsupported
mobile devices.
Remotely wipe or block
mobile devices.
Allow your organisation to
fully
manage
your
personal mobile device at
all times.
Delete, move, or modify
an infected file accessed
through your personal
device.
Retaliate against attacks
launched on your personal
device by contacting the
attacker.
Carry out your own
forensic analysis.
53. If you would like to make any other comments about BYOD, Please use the
space below.

Part E: Demographic Questions

54. How old are you?
(a) 18-36
(b) 37-52
(c) Over 52
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55. What is your gender:
(a) Male
(b) Female
56. What is your position in your organisation?
(a) Chief Information Officer
(b) Chief Technology Officer
(c) IT Manager
(d) IT Professional
(e) Other (please specify)
57. Type of business/industry?
(a) Government
(b) Financial
(c) Manufacturing
(d) Merchandise/Sales
(e) Education
(f) Services
(g) Other (please specify)
58. Size of organisation/business?
(a) 1-19
(b) 20-199
(c) Over 199
59. Number of years worked in organisation?
(a) Less than 1 year
(b) 1 to 3 years
(c) 3 to 7 years
(d) Over 7 years

Thank you for your participation and contribution to this survey. Your effort is
highly appreciated.
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Appendix B: Interview Questions
A. Organisation demographics
1. Over which regions does your organisation operate? (Tick all that apply)
a. Metropolitan
b. Rural
c. Interstate
d. International
2. How would you classify your organisation according to the number of
employees?
a. 1 – 19
b. 20 – 199
c. 200 or more
3. Type of business/industry?
a. Government
b. Financial
c. Manufacturing
d. Merchandise/Sales
e. Education
f. Services
g. Other (please specify)
B. BYOD
4. What is your organisation’s reaction towards BYOD?
5. Does your organisation allow BYOD?
a. If no, why not?
6. Would you characterise the practice of BYOD as having a net positive
impact for your organisation?
a. If yes (please discuss and elaborate using examples), and
b. If no, why not? (go to question 9)
7. Do you think your employees are more efficient and productive because they
are allowed to use their personal devices for work purposes?
a. If yes, please discuss how
b. If no, why not?
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8. Has the practice of BYOD impacted the IT department or culture of your
organisation?
a. If yes, please discuss how
b. If no, why not?
9. Does your organisation fully or partly manage/control employee personal
devices?
a. If yes, how?
10. Is your organisation aware of the potential information security and privacy
risks associated with BYOD practice?
a. If yes, please describe some of the concerns your organisation has
about BYOD, and what is currently being done about them?
11. Has your organisation experienced any information security and privacy
threats as a result of BYOD practice?
a. If yes, please briefly describe some of the types of threats
experienced.
b. Have these information security and privacy threats been controlled
and managed? If yes, please discuss how.
12. What are the regulations regarding information security and privacy from the
Australian government that needs to be followed by your organisation? To
what extent is your organisation following these regulations?
13. Are there information security and privacy analysts/professionals in your
organisation who are specifically involved in the information security and
privacy tasks related to BYOD?
a. If yes, how many?
b. What are their roles?
c. If no, how does the organisation handle BYOD related tasks?
14. Approximately what percentage of your total budget is being allotted to
information security and privacy measures and controls?
15. Does this percentage cover the cost of BYOD infrastructure controls,
management and support?
16. How often does your organisation conduct internal information security and
privacy audits on employee mobile devices?

241

C. Policy
17. Can you briefly describe the information security and privacy objectives of

your organisation?
18. Has your organisation defined its information security and privacy objectives

with respect to BYOD?
a. Have these objectives that include BYOD been formalised in the

organisation’s information security and privacy policies and
procedures?
b. Have the details about these information security and privacy policies

and procedures pertaining to BYOD been communicated to
employees?
c. If yes, how were they communicated?
d. If no, how do employees find out about them?
19. How confident are you that these information security and privacy policies

and procedures on BYOD are being followed by employees?
a. Can you please elaborate, with any example?
20. If any information security and privacy incident occurs in your organisation

as a result of BYOD practice, who is held responsible?
21. What are your organisation’s objectives and goals while designing and

conducting information security and privacy awareness programs and
training concerning BYOD?
22. Is there a decrease in the number of vulnerabilities and threats after this

training?
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Appendix C: Glossary
Access: ensures that resources are only granted access to those users who are entitled
to them
Auditing: is the information gathering and analysis of assets to ensure such things as
policy compliance and security from vulnerabilities.
Authentication: is the process of confirming the correctness of the claimed identity.
Authenticity: is the validity and conformance of the original information.
Authorisation: is the approval or permission for someone to do something.
Availability: is the need to ensure that the business purpose of the system can be
met and that it is accessible to those who need to use it.
Antispyware Software: a program that specialises in detecting both malware and
non-malware forms of spyware.
Antivirus Software: a program that monitors a computer or network to identify all
major types of malware and prevent or contain malware incidents.
Application: a software program.
Attack: any kind of malicious activity that attempts to collect and destroy
information or information resources.
Access Point: a stationary device that acts as a base station for wireless LAN users.
Bandwidth: a measure of the capacity of a communications channel.
BYOD: Bring Your Own Device.
BYOD Organisation: an organisation practicing BYOD.
Computer Network: a collection of host computers together with the sub-network
or inter-network through which they can exchange data.
Confidentiality: the need to ensure that information is disclosed only to those who
are authorized to view it.
Controls: to manage.
CYOD: Choose Your Own Device
Identity: the name by which something is known.
Incident: the occurrence of an event such as threat.
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Incident Handling: is an action plan for dealing with intrusions and other security
related events.
Integrity: the need to ensure that information is accurate and complete and has not
been changed accidentally or deliberately.
Internet: a term to describe connecting multiple separate networks together.
Intrusion Detection: a security management system for computers and networks.
Liability: legally responsible.
Malware: a malicious software program.
Risk: exposure to danger
Threat: a system likely to cause danger or damage.
UWYT: Use What You are Told
Vulnerability: exposure to a possibility of an attack or harm.
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